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Abstract

This standard specifies the HPP-Fax{IPPFAX} protocol. The IPPFAX requirements [ifx-
regd5] are derived from the requirements for Internet Fax [internet-fax-goalsi].

In summary IPPFAX is used to provide a synchronous, reliable exchange of image Documents
between clients and servers. The primary use envisaged of this protocol isto provide a
synchronous image transmission service for the Internet. Contrast this with the Internet FAX
protocol specified in [REC23052] and [REC25323] that uses the SMTP mail protocol as a
transport.

The IPPFAX protocol uses-an-extended-version-of-is a speciaization of the IPP/1.1
[REC29114], [REC29105] protocol. The IPPFAX protocol uses the ‘ippfax’ URL scheme
(instead of the ‘ipp’” URL scheme) to create and manage |IPPFAX Jobs. and-REQUIRES that
the-An IPPFAX Printer is called a Recelver. A Recelver MUST support at least the YUniversal
tmageFoermat-UIE S Profile as specified in (GHE)-[ifx-uif24] which is defined for the
‘image/tiff” document format MIME type and MAY support additional UIF Profiles for the
‘image/tiff’ and ‘imageltiffx’ document format MIME types. Fhe A HPPFAX-Receiver-Printer
implementation MAY alse-be configured to support both the IPPFAX and | PP protocols

concurrentl yte-aceept-erdinary-HPP-Jobs-coneurrenthy-with HPRPEAX-Jobs.

This document also defines a“ printer-alternate-uri” (uri) operation attribute intended for use
with both the | PP and |PPFAX protocols when an i mplementation supports more than one
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URL. It allows an administrator to specify an Effective URL Context in which the
management operation is to be performed.

This document is a draft of an IEEE-ISTO PWG Proposed Standard and isin full conformance with all
provisions of the PWG Process (see: ftp://ftp.pwg.org/pub/pwg/general/pwg-process.pdf). PWG |
Proposed Standards are working documents of the IEEE-ISTO PWG and its working groups. The list

of current PWG projects and drafts can be obtained at http://www.pwg.org.

When approved as a PWG standard, this document will be available from:
ftp://ftp.pwg.org/pub/pwg/standards/pwg5102.1.pdf, .doc, .rtf
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This document may be copied and furnished to others, and derivative works that comment on, or
otherwise explain it or assist in its implementation may be prepared, copied, published and distributed,
in whole or in part, without restriction of any kind, provided that the above copyright notice, this
paragraph and the title of the Document as referenced below are included on al such copies and
derivative works. However, this document itself may not be modified in any way, such as by removing
the copyright notice or references to the IEEE-1STO and the Printer Working Group, a program of the
|EEE-ISTO.

Title: The IPP-FAX Protocol

The IEEE-ISTO and the Printer Working Group DISCLAIM ANY AND ALL WARRANTIES,
WHETHER EXPRESS OR IMPLIED INCLUDING (WITHOUT LIMITATION) ANY IMPLIED
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

The Printer Working Group, a program of the IEEE-ISTO, reserves the right to make changes to the
document without further notice. The document may be updated, replaced or made obsolete by other
documents at any time.

The IEEE-ISTO takes no position regarding the validity or scope of any intellectual property or other

rights that might be claimed to pertain to the implementation or use of the technology described in this
document or the extent to which any license under such rights might or might not be available; neither

does it represent that it has made any effort to identify any such rights.

The IEEE-ISTO invites any interested party to bring to its attention any copyrights, patents, or patent
applications, or other proprietary rights which may cover technology that may be required to implement
the contents of this document. The IEEE-ISTO and its programs shall not be responsible for identifying
patents for which a license may be required by a document and/or IEEE-ISTO Industry Group Standard
or for conducting inquiries into the legal validity or scope of those patents that are brought to its
attention. Inquiries may be submitted to the IEEE-ISTO by e-mail at:

ieee-isto@ieee.org.

The Printer Working Group acknowledges that the IEEE-ISTO (acting itself or through its designees)
is, and shall at al times, be the sole entity that may authorize the use of certification marks, trademarks,
or other specia designations to indicate compliance with these materials.

Use of this document iswholly voluntary. The existence of this document does not imply that there are
no other ways to produce, test, measure, purchase, market, or provide other goods and services related
to its scope.
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179
180 1 Introduction

182  derived from the requirements for Internet Fax [internet-fax-goalst.

181 Thisstandard specifies the HPP-Fax{IPPFAX} protocol. The IPPFAX requirements [ifx-reqd5] are ‘

183 Insummary IPPFAX is used to provide a synchronous, reliable exchange of image documents between
184 clientsand servers. The primary use envisaged of this protocol isto provide a synchronous image

185 transmission service for the Internet. Contrast this with the Internet FAX protocol specified in

186 [RFEC23052] and [REC25323] that uses the SMTP mail protocol as a transport. ‘

187  HPPFax{IPPFAX} is primarily intended as a method of supporting a synchronous, secure, high quality
188  document distribution protocol over the Internet. It therefore discusses paper, pages, scanning and

189  printing, etc. Thereis, however, no requirement that the input documents comes from actual paper nor |
190 isthere arequirement that the output of the process be printed paper. The only conformance

191 requirements are those associated with the exchange of data over the network.

192 ThelPPFAX protocol uses-an-extended-version-of-is a specidization of the IPP/1.1 [REC29114],

193 [REC29105] protocol. The IPPFAX protocol uses the ‘ippfax’ URL scheme (instead of the ‘ipp’ URL
194  scheme) to create and manage IPPFAX Jobs. and REQUHRES that-the An IPPFAX Printer is called a
195 Recever. A Receiver MUST support at least the UIF (Universal Image Format) (JH=-S Profile [ifx-
196  uifd4] which is defined for the ‘image/tiff” document format MIME type and MAY support additional
197 UIF Profilesfor the ‘image/tiff’ and ‘imagel/tiffx’ document format MIME types. Fhe A HPPFAX

198  Reeetver-Printer implementation MAY alse-be configured to support both the IPPEAX and PP

199  protocols concurrentlyte-aceept-erdinary-HPP-Jobs-conedrrenthy-with HPPFAX Jobs. Note - Itis
200 assumed that the reader is familiar with IPP/1.1 [RFC29114],[REC29105],[ipp-iig6].

201 Thisdocument also defines a“ printer-alternate-uri” (uri) operation attribute intended for use with
202  both the IPP and IPPFAX protocols when an implementation supports more than one URL. It
203 alowsan administrator to specify an Effective URL Context in which the management operation is
204  to be performed.

205 1.1 Namespace used

206 The extension specified in this standard uses the prefix ‘ippfax-' for all new IPP attributes defined.

207 2 Terminology

208  This section defines the following additional terms that are used throughout this standard.

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 7
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2.1 Conformance Terminology

Capitalized terms, such as MUST, MUST NOT, REQUIRED, SHOULD, SHOULD NOT, MAY,
NEED NOT, and OPTIONAL, have special meaning relating to conformance to this specification.
These terms are defined in [RFC2911] section 13.1 on conformance terminology, most of whichis
taken from RFC 2119 [RFC2119].

2.2 Other Terminology

This standard defines alogical model of an IPPFAX interchange. The following terms are introduced
and capitalized in order to indicate their specific meaning:

| PP Protocol The protocol defined in [RFC2911] and [RFC2910]. For the IPP Protocol each
operation request MUST use the ‘ipp’ URL scheme.

| PPFAX Protocol The protocol defined in this document. For the IPPFAX Protocol each operation
request MUST use the ‘ippfax’ URL scheme (see section 3.1).

Effective URL Context The context in which a Printer object performs operations. Each context is
identified by a unique URL supported by the Printer object. If aPrinter object supports multiple
protocols, each protocol has a separate context by definition. For a given protocol, a Printer object can
support multiple contexts which have some configured differences as established by an administrator. In
this case, each context also has a unique URL (with the same scheme). Example: A Printer object that
supports the 3 URLSs: ipp://www.acme.comyprinterl, ippfax://www.acme.convprinter2,
ippfax://www.acme.cormyprinter3 is supporting three contexts.

Theclient MUST supply the target “printer-uri” operation attribute (section 3.1) in each
operation. This attribute specifies the transfer path to the Receiver for the operation. It also
specifies the Effective URL Context unless that client also supplies the additional “printer-
alternate-uri” operation attribute (section 3.2). Administrative clients supply the “printer-
alternate-uri” operation attribute in order to be able to configure and control multiple contexts
with a single authenticated connection.

Printer object (or Printer) A software entity that accepts protocol operation requests and returns
protocol responses. A Printer object MAY be: (1) an IPP Printer object, (2) an IPPFAX Printer object,
or (3) both, depending on implementation (see section 2.3). However, this document uses the term
“Recelver” instead of “IPPFAX Printer object”. This document uses the term “Printer object” (and
“Printer”) when the statement is intended to apply to a Printer object that MAY support the |PP
protocol, the IPPFAX protocol, or both protocols.

| PP Printer object A Printer object that supports the | PP protocol.

Receiver FhiststhetPPFAX—-agent(HPP-The Printer object (which can be software, hardware or some
combination) that accepts |PPFAX protocol operations and receives the Document sent by the Sender.
In this document the term “Recelver” indicates the semantics when the Printer object accepts an

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 8
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|PPEAX protocol operation. A Printer object implementation MAY support both the |PP and IPPEAX
protocols concurrently. In this case the Printer object is behaving a both an |PP Printer object and a
Receaiver.

client A hardware and/or software entity that initiates protocol operation requests and accepts
responses. A client MAY be: (1) an IPP client, (2) an IPPFAX client, or (3) both. However, this
document uses the term “ Sender”, instead of “IPPFAX client”. This document uses the term “client”
when the statement is intended to apply to a client that MAY support the | PP protocol, the IPPFAX
protocol, or both protocols.

| PP client A client that uses the | PP protocol.

Sender ThisisthetPPFAX-agent-(HPP-A client software-hardware-or-some-combination)-that uses the
|PPFAX protocol to query a Receiver isusedto-create-and transmit a Document to athat Receiver.

Document The electronic representation of a set of one or more pages that the Sender sends to the
Recelver.

Sending User The person interacting with the Sender.

Receiving User The intended human recipient of the Document being sent by the Sender to the
Receiver.

Attribute Coloring The changing of attributes and/or values returned by a single Printer object ina
Get-Printer-Attributes response depending on operation attributes supplied in the request, specificaly
the “document-format”, the entire target URL value in the “printer-uri”, and the *ippfax-uif-profiles’

operation attributes.

Job Creation Operation The IPP or IPPFAX operations that creates |PP or IPPFAX Jobs,
respectively, i.e., the Print-Job, Print-URI, and Create-Job operations (see [RFC29114]).

I PP Job A jOb submltted by an Sendepl PP cllent to an IPP Pri nter ob|ect us ng the IPP Protocol{4%}

TIFE The Tag Image File Format defined by [TIFF].

TIFF-FX Thefile format defined in [RFC2301] as extensions to [ TIFF] commonly known as TIFF-
FX. [RFC2301] formaly defines minimal, extended and lossess JBIG modes (Profiles S, F, J) for
black-and-white fax, and base JPEG, lossess JBIG and Mixed Raster Content modes (ProfilesC, L, M)
for color and grayscale fax. These modes or profiles correspond to the content of the applicable ITU-T
Recommendations.

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 9
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UIFE Profile (Universal Image Format ProfilefHF) A deeurment-format-simttarte-TIFF-/FX profile;
but with higher conformance requirements and relaxed constraints for improved quality (see [ifx-uif14]).

Delivered The Receiver has either printed the Document and delivered the last sheet to the output bin
or has forwarded the Document to some other system.

The terminology defined in [REC29115], such as attribute, operation, request, response, oper ation
attribute, Printer Description attribute, and Job Description attributeis also used in the standard
with the same capitalization conventions.

2.3 Supporting both IPP and IPPFAX protocols in a single implementation

It is OPTIONAL for an IPPFAX implementation to also support the | PP protocol. However, if an
implementation does support both protocols, there are two ways for an implementation to do so:

Method 1: Separate Printer objects. two distinct Printer objects (which each have their own
URL Contexts by definition) with completely separate attributes, in which case all
attributes are separate (though most attributes would have the same value for both
objects, except for those that this document indicates MUST depend on the Effective
URL Context), or

Method 2: Shared Printer object: only one Printer object in which case only the attributes that
this documents indicates MUST depend on the Effective URL Context will have
different values (so-called Attribute Coloring by URL).

This document specifies which Printer attributes MUST depend on the Effective URL Context (see
Table 1 and Table 2), which MUST NOT, and which MAY. All the other attributes, such as “ printer-
state” and “ printer-name”, will appear to the client as either (1) completely separate or (2) shared,
DEPENDING ON THE IMPLEMENTATION CHOICE above, respectively. So for these other
attributes, which implementation choice is made, will not be transparent to the client, especially for an
operator’s client when using the Set-Printer-Attributes operation.

With either Method, an implementation MAY alow an administrator to configure any number of
distinct ‘ippfax’ URLs with separate access control and differing “ xxx-supported” Printer attributes for
differing services. This approach may help a scenario where each URL has a different designated user
with operator privileges and default notification of the completion of IPPFAX jobs.

Note that this same implementation choice (Method 1 versus Method 2) faces an | PP protocol
implementer that supports more than one URL Context, i.e., multiple ‘ipp’ URLS, say, for different
security, including a completely anonymous access.

For an IPPFAX implementation that also supports the | PP protocol using Method 2 (Shared Printer
object), an | PP client (suitably authenticated) MAY be able to use the | PP protocol as a so-called

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 10
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“universal protocol” to query and/or affect some of the | PPFAX-specific jobs and attributes (attributes

that are defined in this document that begin with the “ippfax-" prefix), just as the |PP protocol MAY be

used to examine and control jobs submitted by other protocols, such as LPD [RFC1179].

2.4 Required exchange

The Sending User determines the network location of the Receiver (value of the “printer-uri” operation
attribute) — see section 3.1. This standard does not specify how the Sending User does this. Possible
methods include directory lookup, search engines, business cards, network enumeration protocols such
as SLP, etc._See section 17 for the Generic Directory Schema for IPPFAX.

1.

10.

The Sending User either (1) loads the Document into the Sender or (2) causes the Sender to
generate the Document data by means outside the scope of this standard, indicates the Receiver's
network location and starts the exchange.

The Sender determines whether or not the Recelver isan IPPFAX capable device and is currently
configured to perform IPPFAX operations and accept |PPFAX jobs — see sections 5.1 and 5.2-and
5.3. If the Recelver is not configured to accept IPPFAX operations, the Sender MUST query the
Sending User to determine whether to fallback to the | PP mede-protocol and semantics — see
section 7.2.

The Sender determines the rest of the capabilities of the HPRPFAX-Recelver (see rest of section 7.1).

The following identities are determined and exchanged: Sender, Sending User, Recelver, and
Receiving User — see section 6.

The Sender decides on the most appropriate data format depending on the Receiver’s capabilities.
Thisis described in detail in the UHspecifieation [ifx-uifid].

The Sender SHOULD validate whether or not the Receiver will accept the IPPFAX Job from this
Sending User using the Validate-Job operation. See section 7.1.2. If the Receiver rejects the
Validate-Job operation, the Sender can avoid sending the data.

The Sender either (1) scans the Document and converts it into an acceptable data format or (2)
generates or forwards the Document representation in an acceptable data format — see section 5.5.

This Document data is transmitted to the Receiver — see section 7.3.

The Sending User receives a confirmation that the Receiver received the Document — see section
7.5.

In addition the Sender MAY choose to receive notification that the Document has been successfully
Delivered — see section 7.6

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 11
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If the Sender is unable to initiate or complete the exchange then it is assumed that the Sender will
perform some form of retry. The mechanisms used and the user-visible behavior in this caseis an
implementer's choice and beyond the scope of this standard.

3 Common IPPFAX Operation Semantics

This section describes the IPPFAX semantics that are common to al operation. IPPFAX does not
define any new operations. Instead, IPPFAX semantics are provided using existing | PP operations
[REC29114], [ipp-get-methoddd], [ipp-ntfy36], [ipp-set-opst], etc.] with increased conformance
requirements as specified in this document. This section describes the genera semantics for al IPPFAX
operations. Section 4 describes the Get-Printer-Attributes operation in particular. Section 7 describes
the IPPFAX semantics for the Job Creation operations and section 8 describes the IPPFAX semantics
for all other operations.

3.1 printer-uri operation attribute —nretwork-Address-of Farget Reeceiver([RFC2911]
section 3.1.5)

This operation attribute specifies the transfer path to the Receiver for the operation. It also specifiesthe
Effective URL Context unless that client also supplies the additional “ printer-alternate-uri” operation
attribute (section 3.2). The client MUST supply the “printer-uri” operation attribute in every |PP (see
[REC2911] section 3.1.5) and IPPFAX request. {r-each-operation-the HPPFargeti-ethe“printer-
ur—{urb-operation-attributeFor IPPFAX, the attribute value; MUST be the Receiver's network |ocation
whieh-and MUST be an HPP/AL-URL using the 'ippfax’ scheme (—Ssee section 14f22}). Unlike
IPP/1.1, the Receiver MUST validate that the “ printer-uri” operation attribute matches one of its
“printer-uri-supported” values.

An example target “ printer-uri” operation attribute and “ printer-uri-supported” Printer Description
attribute value:

Example—<ippfax://www.acme.com/ippfax-printers/printer5=

Asin al URLS, the scheme identifies the protocol. For example, if aclient supports both the |PP and
|PPFAX protocols, then the URL scheme in the “printer-uri” operation attribute that the client supplies
indicates the protocol and determines whether the client intends the Printer to use |PP or IPPFAX
semantics. Similarly, if a Printer object supports both the |PP and IPPFAX protocols, then the URL
scheme in the target “printer-uri” operation attribute that the client supplies MUST determine the
protocol and the semantics that the Printer performs.

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 12
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For each operation, the Recelver MUST eemparevalidate that the “printer-uri” operation attribute
value supplied by the Sender with-matches one of the Recelver’s “ippfax-semantiesprinter-uri-
supported” Printer Description attribute (see section 5.13:2.1). For URI matching rules see section
14.7. 1If the URI value supplied ishet-a-does not match any value of the Recelver’'s “ippfax-
sermantiesprinter-uri-supported” Printer Description attribute, the Receiver MUST reject the request,
andreturn the ‘ client-error-attributes-or-values-not-supported’ status code, and return alengwith-the
attribute and value in the Unsupported Attributes Group.

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 13
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3.2 printer-alternate-uri (uri) operation attribute

This operation attribute specifies the Effective URL Context that the Printer MUST use for the
operation, instead of the context specified by the target “ printer-uri” operation attribute (see section
3.1). Thisoperation attribute is intended to be used by both the |PP and IPPFAX protocols. A client
that performs administrative operations, such as Disable-Printer, Purge-Jobs, and Set-Printer-attributes,
SHOUL D support this operation attribute and MAY supply it for those administrative operations. |f
the Printer object supports multiple contexts and supports suitably-authenticated administrative
operations for controlling them, then the Printer object MUST accept this operation attribute.

The value of this attribute MUST be one of the values of the Printer’ s “ printer-uri-supported” Printer
Description attribute ([RFC2911] section 4.4.1). If the client supplies this attribute and the value is not
one of the values of the Printer’ s * printer-uri-supported” Printer Description attribute, the Printer
MUST reject the operation, return the ‘ client-error-attributes-or-val ues-not-supported’ status code
([RFC2911] section 13.1.4.12), and return the supplied attribute and value in the Unsupported
Attributes Group.

If the client omits this attribute, then the single Effective URL Context of the operation MUST be the
context defined by the target “ printer-uri” operation attribute (see section 3.1) supplied by the client
(rather than all contexts).

This attribute permits an administrator to configure each of the Printer’s contexts separately with
potentially different values as needed by the separate contexts with a single established administrative
connection.

3.3 version-number parameter ([RFC2911] section 3.1.8)

This|PP/1.1 operation parameter [RFC2911] section 3.1.8) specifies version of the IPP protocol. Asin
IPP/1.1, the Sender MUST supply this parameter in every request and the Receiver MUST return this
parameter in every response. For the IPPFAX protocol, this parameter specifies the version number of

| PP protocol and encoding for which the IPPFAX protocol is a specidlization. For IPPFAX version
1.0, the value of the “version-number” parameter MUST be‘1.1".

3.4 ippfax-version-number (type2 keyword) operation attribute

This operation attribute MUST be present in all |PPFAX operation requests and responses and MUST
be placed in the Operation Attributes Group immediately after the operation attributes whose order is

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 14
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specified in IPP/1.1 [RFC2911]. The vaue indicates the version of the IPPFAX protocol that the
Sender is requesting and the Recelver isreturning. The semantics of the “ippfax-version-number”
attribute serves the same purpose for the IPPFAX protocol asthe IPP/1.1 “version-number” parameter
serves for the | PP protocol (see [RFC2911] section 3.1.8).

Each operation request and response MUST contain a “ippfax-version-number” operation attribute.
Each value of the “ippfax-version-number” is a keyword in the form ‘m.n” where misthe major version
number and n is the minor version number. For IPPFAX version ‘1.1’ defined by this document, this
keyword value ‘1.1 MUST be used. By including aversion number in the client request, it allows the
Sender to identify which version of IPPFAX it isinterested in using, i.e., the version whose
conformance requirements the Sender may be depending upon the Receiver to meet.

If the Recelver does not support the major version number supplied by the Sender, i.e., the major
version field of the “ippfax-version-number” attribute does not match any of the values of the Printer's
“ippfax-versions-supported” (see section 5.2), the object MUST respond with a status code of 'server-
error-version-not-supported' along with the closest version number that is supported (see [RFC2911]
section 13.1.5.4). If the major version number is supported, but the minor version number is not, the
Receiver SHOULD accept and attempt to perform the request (or reject the request if the operation is
not supported), else it rejects the request and returns the ‘ server-error-version-not-supported’ status
code. In al cases, the Receiver MUST return the “ippfax-version-number” attribute with the value that
it supports that is closest to the version number supplied by the client in the request.

There is no version negotiation per se. However, if after receiving a‘ server-error-version-not-
supported’ status code from a Receiver, a Sender SHOULD try again with a different version number.
A Sender MAY aso determine the versions supported either from a directory that conforms to
Appendix E (see section 16) or by querying the Printer object's "ipp-versions-supported” attribute (see
section 17) to determine which versions are supported.

A Receiver implementation MUST support version '1.0', i.e., meet the conformance requirements for
|PPFAX/1.0 as specified in this document and [RFC2910]. |t is recommended that a Receiver
implementations accept any request with the major version '1' (or reject the request if the operation is
not supported).

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 15
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This section describes the rew-1PPFA X operation attributes and the enhancements to existing operation
attributes of the Get-Printer-Attributes operation for the IPPFAX protocol._ The Receiver MUST
support the Get-Printer-Attributes operation as defined in [RFC2911] as extended by the semantics
defined in this section.

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 16
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4-1.34.1 document-format (mimeMediaType) operation attribute ([RFC2911] section

3.2.5.1)

This attribute identifies the document-format for which the Receiver returns the supported values. The
Sender SHOULD supply the HPRA-1-" document-format” operation attribute in the Get-Printer-
Attributes request (see [RFC2911 section 3.2.5.1]); asin IPP/1.1, the Receiver MUST support this
operation attribute in a Get-Printer-Attributes operation.

Asin IPP/1.1, Hf the document format supplied by the Sender is not supported (value is not contained
in the Receiver’s “ document-format-supported” Printer Description attribute - see [RFC2911] section
4.4.22), the Receiver MUST reject the eperation-Get-Printer-Attributes request and return the *client-
error-document-format-not-supported’ status code.

AsinHPPALthe The Recelver SHOULD-MUST perform Attribute Coloring for the attributes
returned as indicated in Table 1 and Table 2 depending on the document-format supplied by the Sender.
In addition, the values returned MUST depend on the Effective URL Context supplied by the Sender as
indicated in Table 1 and Table 2. Note: 1PP/1.1 [RFC2911] only RECOMMENDED Attribute
coloring (see [RFC2911] section 3.2.5.14}).

If the Sender omits the “document-format” operation attribute, the Receiver assumes its “ document-
format-default” value (see [RFC2911] section 4.4.21) and performs Attribute Coloring for that format.

Standard mimeM ediaType values are defined in section 5.5.

41242 ippfax-uif-profiles-requested (3setOf-type2 keyword) operation attribute

This attribute specifies one ermere-UIF Profiles (see [ifx-uif31]). The Sender SHOULD supply the
“Ippfax-uif-profiles-requested” operation attribute in the Get-Printer-Attributes request if the document-
format supplied is either ‘image/tiff’ or ‘image/tiffx’; the Receiver MUST support this operation
attribute in a Get-Printer-Attributes operation.

If anpy-of-the UIF Profiles supplied by the Sender are-is not supported (values are-not contained in the
Receiver’'s “ippfax-uif-profiles-supported” Printer Description attribute - see section 5.6), the Receiver
MUST reject the operation and return the * client-error-document-format-not-supported’ status code.
The Receiver SHOULB-MUST perform Attribute Coloring for the Printer attributes indicated in
[REC29114] (see Get-Printer-Attributes request section 3.2.5.1 under the * document-format” operation
attribute description) depending on the UIF Profiles supplied by the Sender in this attribute. See Table
1 and Table 2.

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 17
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The Receiver MUST perform Attribute Coloring for the attributes returned as indicated in Table 1 and
Table 2 depending on the profile supplied by the Sender. In addition, the values returned MUST
depend on the Effective URL Context supplied by the Sender asindicated in Table 1 and Table 2.

If the Sender omits this attribute, the Receiver responds as if the Sender had supplied the UIF S Profile
(keyword value ‘uif-s') that is REQUIRED for all Receivers to support and performs Attribute Coloring
for that profile. Thereis no “ippfax-uif-profile-default” attribute defined.

Standard keyword values are defined in section 5.6.

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 18
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5 IPPFAX Printer Description Attributes

This section defines the IPPFAX Printer Description attributes and the PP Printer Description
attributes whose semantics are affected by IPPFAX.

Table 1 lists the IPPFAX conformance requirements for Printer Description attributes discussed in this
document. The Receiver conformance requirements for attribute coloring in the Get-Printer-Attributes
response that depends on the “ document-format” supplied by the client is indicated in the column
labeled “Attribute coloring by document-format”. The Receiver conformance requirements for
returning values in the Get-Printer-Attributes response that depends on the Effective URL Context
supplied by the client are indicated in the column labeled “ Depends on Effective URL Context”.

Table 2 lists Any-the other Printer Description attributes defined in IPP/1.1 [REC29114] or IPP
Notifications [ipp-ntfy16] or elsewhere. They have the same conformance requirements asin IPP/1.1,
plus the additional IPPFAX conformance requirements shown in Table 2.

See section 7.4 for the Recelver conformance requirements for the “xxx-supported” , “xxx-default”, and
“xxx-ready” Job Template Printer attributes.

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 19
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Table 1 - |IPPEAX Printer Description attributes confor mance requirementsin-the Get-Printer-

| .
Attribute Name (attribute syntax) Receiver | Attribute Dependson | Section
support | coloringby | Effective
document- URL
format Context
printer-uri-supported (1setOf uri) MUST MUST NOT | MUST NOT | 5.1
|ppfax-vers onsrsupported (1setOf type2 keyword) MUST | MUST NOT | MUST 5.2
11
printer- |sraccept| ng-jobs (boolean) MUST MUST NOT | MUST 53
operations-supported (1setOf type2 enum) MUST MUST NOT | MUST 54
document-format-supported (1setOf MUST | MUST NOT | MUST 55
mimeMediaType)
ippfax-uif-profiles-supported (1setOf type2 keyword) | MUST MUST MUST 5.6
ippfax-uif-profile-capabilities (1setOf MUST MUST MUST 57
textoetetString32k(MAX))
j 61
61
6.2
6
64
MUST 5.8

MUST NOT

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change.
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Table 2 - Additional IPPEAX Printer Description attributes conformance r equir ements

Attribute Name (attribute syntax) Receiver | Attribute Dependson | Spec
support | coloring by | Effective

document- URL

format Context
uri-authenti cation-supported (1setOf type2 keyword) | MUST MUST NOT | MUST NOT | [REC2911]
uri-security-supported (1setOf type2 keyword) MUST MUST NOT | MUST NOT | [REC2911]
printer-name (name(127)) MUST | MUST NOT | MUST NOT | [REC2911]
printer-location (text(127)) MAY MUST NOT | MUST NOT | [REC2911]
printer-info (text(127)) MAY MUST NOT | MUST NOT | [REC2911]
printer-more-info (uri) MAY MUST NOT | MUST NOT | [RFC2911]
printer-driver-installer (uri) MAY MAY MUST NOT | [REC2911]
printer-make-and-model (text(127)) MAY MUST NOT | MUST NOT | [REC2911]
printer-more-info-manufacturer (uri) MAY MUST NOT | MUST NOT | [REC2911]
printer-state (typel enum) MUST MUST NOT | MUST NOT | [REC2911]
printer-state-reasons (1setOf type2 keyword) MUST MUST NOT | MUST NOT | [REC2911]
printer-state-message (text(MAX)) MAY MUST NOT | MUST NOT | [REC2911]
ipp-versions-supported (1setOf type2 keyword) MUST MUST NOT | MUST NOT | [REC2917]
multiple-document-jobs-supported (boolean) MAY MUST NOT | MAY [REC2911]]
charset-configured (charset) MUST MUST NOT | MUST NOT | [RFC2911]
charset-supported (1setOf charset) MUST MUST NOT | MUST NOT | [REC2911]
natural-language-configured (natural L anguage) MUST MUST NOT | MUST NOT | [REC2911]
generated-natural-language-supported (1setOf MUST MUST NOT | MUST NOT | [REC2911]
natural L anguage)
document-format-default (mimeMediaType) MUST MUST NOT | MUST [REC2011]
queued-job-count (integer(0:MAX)) MUST MUST NOT | MUST NOT | [REC2911]
printer-message-from-operator (text(127)) MAY MUST NOT | MUST NOT | [REC2911]
color-supported (boolean) MAY MAY MAY [REC2911]
reference-uri-schemes-supported (1setOf uriScheme) | MAY MAY MAY [REC2911]
pdl-override-supported (type2 keyword) MUST | MAY MAY [REC2911]
printer-up-time (integer(1:MAX)) MUST MUST NOT | MUST NOT | [REC2911]
printer-current-time (dateTime) MAY MUST NOT | MUST NOT | [REC2911]
multiple-operation-time-out (integer(1:MAX)) MAY MUST NOT | MAY [REC2911]]
compression-supported (1setOf type3 keyword) MUST | MAY MAY [RFC2911]
job-k-octets-supported (rangeOfinteger(0:MAX)) MAY MAY MAY [REC2911]
job-impressions-supported (rangeOfinteger(0:MAX)) | MAY MAY MAY [REC2911]
job-media-sheets-supported MAY MAY MAY [REC2011]
(rangeOfinteger(0:MAX))
pages-per-minute (integer(0:MAX)) MAY MUST NOT | MUST NOT | [REC2911]
pages-per-minute-color (integer(0:MAX)) MAY MUST NOT | MUST NOT | [REC2911]
Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 21

Copyright (C) 2001, IEEE Industry Standards and Technology Organization. All rights reserved




607

608
609
610

611
612
613

614
615
616
617
618
619

620

621

622
623
624
625
626
627

628
629
630
631

632
633
634
635

636

637
638

PWG-DRAFT IPPFAX protocol October 15, 2001

5.1 printer-uri-supported (1setOf uri) [RFC 2911 section 4.4.1]

This attribute contains the set of target URI s that the Printer object supports, i.e., the URI values that a
client can supply as values of the “printer-uri” target operation attribute in requests. Asin IPP/1.1, the
Recelver MUST support this Printer Description attribute (see [RFC2911] section 4.4.1).

The values of this attribute MUST NOT depend on the Effective URL Context. Thus aclient can
determine all the URI supported by the Printer object using any ‘ipp’ or ‘ippfax’ URL, if Method 2
(Shared Printer object) is used to support |PP and IPPFAX (see section 2.3).

If an implementation supports both the IPP and IPPFAX protocols with the same security and
authorization regimes, it is RECOMMENDED that the implementation support target URI s that differ
only in the scheme. Then aclient that queries the “ printer-uri-supported” with one of these two
protocols, can query the same implementation with the other protocol just by changing the scheme to
see if the other protocol is supported no matter whether the implementation used Method 1 (Separate
Printer objects) or Method 2 (Shared Printer object) - see section 2.3.

The Receiver MUST support the ‘ippfax’ URL scheme (see section 14) for this attribute.

5.2 ippfax-versions-supported (1setOf type2 keyword)-PrinterDeseriptionattribute

attnbute—Thls attrl bute |dent|f|es the version or versr ons of the I PPFAX protocol that this Recer ver
supports, including major and minor versions, i.e., the verson numbers for which this Receiver
implementation meets the conformance requirements. The Receiver MUST support this Printer
Description attribute.

The values of this attribute MUST depend on the Effective URL Context. If this attribute is not
returned in a Get-Printer- Attrlbutes response when requested W|th an ‘ippfax’ scheme, then the Prrnter

Standard keyword values are:

‘1.0': Meets the conformance requirements of IPPFAX version 1.0 as specified in this document.

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 22
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5.3 printer-is-accepting-jobs (boolean) [RFC 2911 section 4.4.23]

This attribute indicates whether or not the Printer object is currently accepting Job Creation reguests.
Asin IPP/1.1, the Receilver MUST support this Printer Description attribute (see [RFC2911] section

4.4.23).

The values of this attribute MUST depend on the Effective URL Context.

See section 8.4 for adiscussion of how the Enable-Printer and Disable-Printer administrative
operations, if implemented, affect the value of this attribute.

5.4 operations-supported (1setOf type2 enum) [RFC 2911 section 4.4.15]

This attribute identifies the set of supported operations for this Printer object and contained Job objects.
Asin IPP/1.1, the Receiver MUST support this Printer Description attribute (see [RFC2911] section

4.4.15).

The values of this attribute MUST depend on the URL Context. For example, if the Recelver does not
support the Cancel-Job operation for |PPFAX Jobs (see section 8.2), then the Cancel-Job enum is not
returned as the value of the “ operations-supported” attribute when queried with an ‘ippfax’ uri.

5.5 document-format-supported (1setOf mimeMediaType) [REC 2911 section
4.4.22]|PrinterDeseription-attribute
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attribute tdieate-identifies which document formats the Receiver supports. Asin IPP/1.1, the Receiver
MUST support this Printer Description attribute (see [RFC2911] section 4.4.22).

The values of this attribute MUST depend on the URL Contextvalue-of the“ppfax-semanties™

operation-attribute supphied-by-theelient.  For example, if the client suppliesthe ‘ipp’ or ‘ippfax’
scheme, then the values returned indicate the document formats supported for |PP or IPPFAX jobs,

respectively. Since most document formats don'’t give the guarantee of fidelity for al implementations
and configurations, the IPPEAX document formats supported MUST be a subset of the | PP document
formats supported.

Standard mimeMediaType values for IPPFAX |obs anrd-HPR-Jebs-areinclude:

Table 3 - Document Format MIME Media Types

mimeMediaType Description Sender support | Receiver support

image/tiff TIFF format MUST MUST

image/tiffx * TIFF-FX format MAY MAY

application/octet-stream | auto-sensing ([RFC2911] section | MUST NOT MUST NOT
4.19.1)

any other MIME types | such as ‘application/pdf’ (see MAY MAY
[IANA-MT])

* Note: TIFF-FX [RFC2301] will be getting anew MIME mediatype, to distinguish it from the
TIFF-6 S and F profiles. For the purposes of this draft, the ‘imagel/tifix’ MIME type is shown as
aworking name, since it has been suggested in the email discussion by the Internet FAX WG.

When the proper MIME type is agreed by the Internet FAX WG, this document will be updated.

The Sender is not restricted to sending UIF Profile formats to the Receiver and MAY send any format
that the Receiver supports for IPPFAX Jobs. It isthe Sender's choice; the Recelver has no way of
indicating preferred formats from amongst the formatsthat the Recelver supportsfor IPPFAX Jobs.
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5.6 ippfax-uif-profiles-supported (1setOf type2 keyword)-PrinterDeseriptionattribute

W—Theweeseﬁhls attnbute I-Hdt-eateldel']tlfleSWhICh black/whlte grayscale and coI or UIF
Profiles the Recelver supports. aA Receiver MUST support this Printer Description attribute. This
attribute does not apply to additional document formats and profiles besides the UIF Profiles of the

‘imageltiff’ and ‘imageltifix’ document formats.

The returned values of this attribute MUST depend on the URL Context. If this attribute is not
returned in a Get-Printer-Attributes response when reguested with an ‘ippfax’ scheme, then the Printer
is NOT an IPPEAX Receiver.

See [ifx-uifd4] for the definition of each of these UIF Profiles and the inter-dependency requirements for
UIF Profile support. The values of this attribute MUST conform to the inter-dependency requirements
in [ifx-uif24] for UIF Profile support (for example, UIF Profile SMUST be supported and UIF Profile
C MUST be supported if UIF Profile L is supported, so the ‘uif-s keyword MUST aways be present
and the uif-c’ keyword MUST be present |f the ‘uif-I’ keyword is present) Ihe#aleeee#thlsattnieute

Standard keyword values are shown in Table 4:

Table4 - UIF Profile keywords

Keyword | MIME Type | File name Description (see [ifx- Sender Receiver
extension suffix | uif]) support | support

uif-s image/tiff Aiff, .tif UIF Profile S MUST MUST

uif-f image/tiff Aiff, tif UIF Profile F MAY MAY

uif-j imageftiffx * | .tfx * UIF Profile J MAY MAY

uif-c image/tiffx * | .tfx * UIF ProfileC MAY MAY

uif-cg image/tiffx * | .tfx * UIF Profile C with gray- | MAY MAY
scale subset

uif-I image/tiffx * | .tfx * UIF Profile L MAY MAY

uif-Ig image/tiffx * | .tfx * UIF Profile L with gray- | MAY MAY
scae subset

uif-m image/tiffx * | .tfx * UIF Profile M MAY MAY

* Note: the image/tiffx and .tfx are working names as seen on the Internet WG mailing list for

the new MIME Media Type and file name extension suffix for TIFF-FX. When the names are

finalized, this document will be updated.

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change.
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5.7 ippfax-uif-profile-capabilities (1setOf text(MAX))-PrinterDeseriptionattribute

CONNEG capablllty string expron as deflned in [|fx uif14]. A Recelver MUST support this Printer

Description attribute.

The returned values of this attribute MUST depend on the URL Context. H-theehentsupphiestheipp-
scheme-thenthe Printer MUST-NOTreturn- this-attribute—I f this attribute is not returned in a Get-
Printer-Attributes response when requested with an ‘ippfax’ scheme, then the Printer isNOT an
IPPFAX Receiver.

Each value MUST end with explicit White Space where CONNEG allows White Space to occur.
However, there is no need to break a CONNEG expression into more than one value if it al fitsinto
1023 octets.

The values taken together MUST conform to the minimum value in [ifx-uif34], plus any additional
capabilities that the Rece| ver supports ISSUELlé—aFetheeeaeldmenal—eapabMesmstﬂeteeHethe

eapablhtlesasweui’ Thus a Sender can determ| ne addltl ond capabllltles above the minimum for the UIF
Profiles that the Rece| ver supports (%e secti on 5 6) iFhe#aleese#tkwsattebeteMHSLN@Ldepend

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 26
Copyright (C) 2001, IEEE Industry Standards and Technology Organization. All rights reserved




760

761
762

763

764
765

766
767
768
769

770
771
772
773
774

775
776

7
778
779
780

781
782
783

784
785

786

787
788
789

790
791
792
793

PWG-DRAFT IPPFAX protocol October 15, 2001

5.8 ippfax-auto-notify (boolean)

This attribute indicates whether or not the Recelver automatically notifies the Receiving User when the
|PPEAX Job completesin some IMPLEMENTATION DEFINED manner, examples of which include:

1. Each Printer URL is configured for a Receiving User or a Group of Recelving Users and has a
configured Per-Printer Subscription object or equivalent that is subscribed to 'job-completed'
events and uses a supported Event Notification Delivery Method to deliver the notification to
the configured user or a designated individual for the Group, respectively.

2. Each Printer object has a pre-allocated Per-Printer Subscription Object that is subscribed to 'job-
completed' events and that an operator application uses to examine Job attributes, such as the
“job-printer-uri” Job Description attribute and/or any fields in the Job's “ippfax-recelving-user-
vcard” operation/Job Description attribute and automatically notifies the Receiving User by
email, telephone, or pager.

3. An operator/secretary launches an application that creates a Per-Printer Subscription object that
notifies the operator/secretary by some supported Delivery Method (ippget, indp, or mailto).

4. That application could examine Job attributes, such as the “job-printer-uri” Job Description
attribute and/or any fields in the Job's “ippfax-recelving-user-vcard” operation/Job Description
attribute (see section 6.2) supplied by the Sender and automatically notify the Receiving User by
email, telephone, or pager.

5. That application could access a central data base or directory for the Receiving User as indicated
in the “ippfax-recelving-user-vcard” attribute (see section 6.2) supplied by the Sender and use
the method indicated in the data base.

6. A person sits next to the Receiver and reads the start page and delivers the documents to the
Receiving User.

The returned value of this attribute MUST depend on the URL Context.

If the returned valueis ‘true’, then the Receiver is responsible for notifying the Receiving User by any
means when an |PPFAX Job completes and the Sender SHOULD NOT aso notify the Receiving User,
thereby causing annoying duplicate notifications to the Receiving User.

If this attribute is not returned in a Get-Printer-Attributes response when requested with an ‘ippfax’
scheme or the value returned is ‘false', then the Receiver MUST NOT automatically notify recipients
when |PPFAX Jobs complete. Then the Sender knows that that it has the responsibility for notifying
the Receiving User in some manner, such as:

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 27
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1. by sending an email message to the Recelving User (before or after the IPPEAX job completes,
depending on the wishes of the Sending User)

2. if the Receiver supports an appropriate “push” Event Notification delivery method, such as
‘mailto’ [ipp-mailto-method] or ‘indp’ [ipp-indp-method], use | PP Event Notification as part of
the Job Creation operation (see section 7.7) supplying the “ notify-recipient-uri” (uri) attribute
with the value of the Receiving User.

6 ldentity exchange

This section defines the attributes used by the Sender and the Recipient to identify the other._ Table 5
lists these attributes and shows the Sender and Receiver conformance requirements for Validate-Job and
Job Creation operations.

Table5 - Summary of |dentify Exchange attributes

Attribute Sender supplies Receiver supports
ippfax-sending-user-vecard (text(MAX)) MAY MUST
ippfax-receiving-user-veard (text(MAX)) SHOULD MUST
ippfax-sender-uri (uri) MUST MUST
printer-uri-supported MUST query MUST

6.1 ippfax-sending-user-vcard (Isetoftext(MAX)) operation/Job Description attribute

This attribute identifies the Sending User in MIME vCard v3.0 [REC242610, RFC242519,20] format.
The Sender SHOULB-MAY send this operation attribute in an IPPFAX Job Creation operation; a
Recelver MUST support this Print-JebJob Creation and Validate-Job operation attribute according to
the vCard v3.0 specification. The Receilver MUST support MAX (1023) octets of text. However, the
Receiver MAY ignore any image, logo, and sound parts, in which case it MUST till accept the Job
Creation request and return the ‘ successful-ok-ignored-or-substituted-attributes’ status code (see
[RFC2911] section 13.1.2.2), but NEED NOT return the attribute and its ignored valuesin the
Unsupported Attributes Group.

For asample vCard see section 16. If the Sender supplies the attribute, then the Receiver MUST use its
value to populate the Job object's corresponding Job Description attribute of the same name.
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821 The Recelver MAY choose to use thisinformation on ajob start and end sheet (banner page) for the

822 job. AsinIPP/1.1, Wwhether or not the Receiver prints a separate job start sheet depends on the “job- |
823  sheets’ Job Template attribute. The Sender can request the Receiver to print a separate start sheet if

824  the Recelver's“job-sheets-supported” Printer attribute (see [RFC2911] section 4.2.3) contains a value
825  other than ‘none’. The Sender can suppress the Receiver’s separate start sheet if the Receiver’'s “job-

826  sheets-supported” Printer attribute contains the ‘none’ value. If the Sender omits the “job-sheets’ Job
827 Template attribute, the Receiver’s “job-sheets-default” value will be used.

828 6.2 ippfax-receiving-user-vcard (text(MAX)) operation/Job Description attribute

829  Thisattribute identifies the intended Receiving User in MIME vCard format[RFC242610, RFC242519;
830 20]. The Sender SHOULD send this operation attribute in an IPPFAX Job Creation or Validate-Job
831  operation; a Receiver MUST support this Print-debJob Creation operation attribute. The Recelver

832 MUST support MAX (1023) octets of text. However, the Receiver MAY ignore any image, logo, and
833  sound parts, in which case it MUST still accept the Job Creation request and return the ‘ successful-ok-
834 ignored-or-substituted-attributes status code (see [RFC2911] section 13.1.2.2), but NEED NOT return
835 theattribute and its ignored values in the Unsupported Attributes Group.

836 For asample vCard see section 16. If the Sender supplies the attribute, then the Receiver MUST use its
837  valueto populate the Job object's corresponding Job Description attribute of the same name.

838
839

840
841

842 The Recelver MAY choose to use thisinformation on ajob start and end sheet (banner page) for the
843 job. Seediscussion under section 6.1.

844 6.3 ippfax-sender-uri (uri) operation/Job Description attribute

845
846

847  Thisattribute identifies the Sender in a similar manner to the way a Sending Station ID isused in a

848 GSTN fax device. The value of thisidentity is not specified in this document but MUST uniquely

849 identify the Sender device and be traceable to the Sender. The manufacturer of the Sender MUST

850 ensurethat the customer configures the Sender with a value for this attribute that is a syntactically valid
851 URI beforefirst attempt to send an IPPFAX Job.

852 The Sender MUST send this operation attribute with the configured value in an IPPFAX Job Creation
853  operation; a Receiver MUST support this Print-Jeb-Job Creation operation attribute.
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The Recelver MUST use its value to populate the Job object's corresponding Job Description attribute
of the same name. Thisvaueis only acomment (since it can be spoofed) and is used for logaging
purposes and has nothing to do with authentication (for which see section 9). This attribute is more
akin to an email ‘Reply-To' field.

6.4 printer-uri-supported (1setOf uri) Printer Description attribute ([RFC2911] section

4.4.1)

ThisIPP/1.1 Printer Description attribute (see [RFC2911] section 4.4.1) identifies the Recelving device,
so that no new IPPFAX Printer Description attribute is needed._ The Sender MUST query this attribute
using the Get-Printer-Attributes operation as specified in section 7.1.1 while supplying atarget “ printer-
uri” operation attribute with the ‘ippfax’ scheme.

7 Data Exchange - IPPFAX Job Submission

ThIS sectl on descrlb&s how aSender MUST submlts an IPPFAX Job to a Recelver.;-after-having

7.1 Sender Validation of the target Printer’'s capabilities

A Sender MUST validate the Printer’s capabilities in order ensure that the Receiver is capable of
rendering the document as intended by the Sender before submitting an |IPPFAX job, either by:

a) queryinges these Printer Description attributes in Table 6 using the Get-Printer-Attributes

operation (see section 4) while supplying the “Hppfax-semantiesprinter-uri” target operation
attribute with an ‘ippfax’ value-URI scheme (see section 3.1) OR

b) use aValidate-Job operation (see section 7.1.2) to validate the attributes indicated in Table 6
with an asterisk (*). The Sender MUST NOT rely solely on the IPPFAX Validate-Job operation
followed by the IPPFAX Job Creation operation, since an |PP/1.1 Printer MAY accept both
|PPFAX operations, since [RFC2911] does not require an | PP Printer to validate that the
“printer-uri” operation schemeis ‘ipp’ or that the URL is one of its “printer-uri-supported”
values. Also it might be risky for the Sender to depend on the |PP Printer to return the
unknown IPPFAX operations attributes in the Unsupported Attributes Group (though
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[RFC2911] REQUIRES an IPP Printer to do so). Therefore, the Sender MUST 4till validate the
attributes without an asterisk in Table 6 using the Get-Printer-Attributes operation.

7.1.1 Validating the Printer's IPPEAX capabilities using the Get-Printer-Attributes
operation

If the Sender requests these attributes using Get-Printer-Attributes and some of them are H-this-attribute
ts-not returned, then the Sender MUST query the Sending User to inform that person that the Printer
does not accept IPPFAX Jobs, so that the Sender has the opportunity to choose to abandon the
exchange or to fallback to the | PP mede-protocol and semantics (see section 7.2).

The order of presentation in thissection- Table 6 isthe likely order that a Sender would check the
values, though the Sender can request al of the attributes in a single Get-Printer-Attributes operation
(and the Printer can return them in any order).
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Table 6 - Recelver Attributesthat the Sender MUST validate

Attribute Section | Description and purpose

operation attributes:

printer-uri 3.1 whether or not the Get-Printer-Attributes operation
with a" printer-uri” target destination-URL with-using
the ‘ippfax’ scheme locates a valid HPPFAX-Receiver
destination

Printer Description attributes:

printer-uri-supported 5.1, 3.1 | Usethe Get-Printer-Attributes operation with a
“printer-uri” target URL containing the ‘ippfax’ scheme
to locates a valid Receiver destination. From the
response check whether the HPPFAX-Receiver-Printer
supports the IPPFAX protocol on the target URL by
comparing the target URL with one of the “ printer-uri-
supported” values, i.e., validate that the Printer isa
Recei verisedrrenthy-configured-to-aceept HPPEA X Jobs

uri-authenti cation-supported Check that the corresponding valueis ‘digest’ or
‘certificate’

uri-security-supported Check that the corresponding value is ‘'sd3’ or ‘tIs.

ippfax-versions-supported * 5.2, 3.4 | Check what version(s) of IPPFAX the Receiver
supports

printer-is-accepting-jobs * 53 Check whether the Receiver is currently configured to
accept IPPFAX Jobs

operations-supported 54 If the Sender is going to use any Job Creation
operations besides Print-Job, such as Print-URI, Create-
Job, Send-Document, or Send-URI, the Sender MUST
validate that the Recelver supports such operations

document-format-supported * 55 Check which document formats the Receiver supports

ippfax-uif-profiles-supported * 5.6 Check which UIF Profiles of the ‘image/tiff’ and
‘Image/tiffix” document formats the Receiver supports

ippfax-uif-profile-capabilities * 5.7 Check which OPTIONAL capabilities of each UIF
Profile the Recelver supports if the Sender uses any
feature that is OPTIONAL for a UIF Profile

ippfax-auto-notify 5.8 Check whether or not the Receiver automatically
notifies the intended Receiving User when the IPPFAX
Job completes.

Job Template Printer attributes:

media-supported * 7.4.1.1 | Check which mediais supported

media-ready 7.4.1.1 | Check which mediaisready (loaded, i.e., needs no
human intervention to use)

printer-resol utions-supported * 7.4.2.1 | Check which resolutions are supported

XXX-supported * 7.4 Check any other Job Template attributes that the
Sender is going to use
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* indicate that the Sender can use a VValidate-Job operation (see section 7.1.2) instead of (or in addition
to) using the Get-Printer-Attributes operation in order to validate that the Printer will process the job as
intended by the Sender using IPPFAX semantics.

#27.1.2 Validating the Printer’s IPPEAX capabilities Jeb-using the Validate-Job
operation

The Sender SHOULB-MUST either (1) validate the job attributes using the Validate-Job operation
(that doesn’t include any Document data) before sending the IPPFAX Job with the same attributes
using an IPPFAX Job Creation operation that includes the Document data or query the Printer
Description attributes indicated in section 7.1. For meaningful and complete job validation, the Sender
SHOULD-MUST supply all the same operation and Job Template attributes in the Validate-Job request
asit will supply in the subsequent Job Creation request (see section 7.3).

The Sender MUST supply the “ipp-attribute-fidelity” operation attribute with a ‘true’ value (see
[RFC2911] section 3.2.1.1 and 15.1) in both the Validate-Job and the Job Creation operations. Then
the Receiver will regject the request if any of the Job Template attributes and values are not supported,
thereby ensuring that the document is printed as intended. If the Validate-Job is rejected because of the
lack of support of one or more Job Template attributes, the Sender MUST query the user in order to
proceed without these attributes. |f the Validate-Job fails for more serious reasons, such as ‘ server-
error-not-accepting-jobs ([RFC] section 13.1.5.7), the Sender MUST inform the Sending User so that
person has the opportunity to choose to abandon the exchange or to fallback to the | PP protocol and
semantics (see section 7.2).

7.2 Fallback to the IPP ProtocolMede

If the4PPFA9(—ReeewerLa Printer object fails anv of thevalldatlon by the Sender in sectlon 7. 1 or7.1.2

er—beaeeepteeI—Lnthrseas&the Sender M UST query the Sendr ng User to |nform that person that the
Printer is not currently aeeepting-configured to accept IPPFAX requests, so that the Sender has the
opportunlty to choose to abandon the exchange or to fallback to use the I PP medeprotocol and

Hbae ton-The main |PPEAX

features that will be mrssrng in the | PP protocol are:

- Guaranteed exchange: Since |PP does not mandate any data formatsit is possible that the
Sender MAY not be able to discover acommon data format that both it and the printer
support.
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- ldentity exchange (section 6): IPP does not provide the definitive identity exchange that
IPPFAX does. In many cases thisis acceptable.

7.3 Transmission using the Print-Job or other Job Creation operation

The Sender MUST support creating |PPFAX Jobs using the Print-Job operation and MAY support
creating IPPFAX Jobs using other Job Creation operations (Print-URI, Create-Job) and Document
Creation operations (Send-Document, Send-URI) aswell. The Receiver MUST support creating
IPPFAX Jobs using the Print-Job operation and MAY support creating |PPFAX Jobs with other Job
Creations and Document Creation operations as well.

7.3.1 IPP/1.1 Validate-Job and Job Creation operation attributes

Table 7 indicates which IPP/1.1 [REC29114] operation attributes a Sender MUST or MAY supply ina
Validate-Job and a Job Creation request and a Receiver MUST or MAY support. Differencesin
conformance from IPP/1.1 are indicated with footnotes.
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950 Table 7 - IPP/1.1 Validate-Job and Job Creation operation attributes
Operation attribute Section | Sender supplies | Receiver supports
attributes-charset (charset) MUST MUST
attributes-natura-language (natural Language) MUST MUST
printer-uri (uri) 3.1 MUST MUST
requesting-user-name (name(MAX)) SHOULD MUST
job-name (name(MAX)) MAY MUST
ipp-attribute-fiddity (boolean)-with-true—value MUST with MUST

‘true’ value'
document-name (name(MAX)) MAY MUST
compression (type3 keyword) MAY MUST
document-format (mimeMediaType) * 7.3.1.1 | MUST? MUST
document-natural-language (natural L anguage) MAY MAY
job-k-octets (integer(0:MAX)) MAY MAY
job-impressions (integer(0:MAX)) MAY MAY
job-media-sheets (integer(0:MAX)) MAY MAY
ippfax-uif-profiles (1setOf type2 keyword) 7.3.1.2 | MUST MUST
ippfax-sending-user-vcard (1setOf text(MAX)) | 6.1 SHOULD MUST
ippfax-receiving-user-vcard (text(MAX)) 6.2 SHOULD MUST
ippfax-sender-uri (name(MAX)) 6.3 MUST MUST

951 * Asin IPP/1.1, Fthese attributes are NOT Job Description attributes, only Operation attributes for

952 an IPPFAX Job Creatl on and ValldateJob operatlons

953 — s et :

954

955

956

957

958

' [RFC2911] does not require the client to supply the “ipp-attribute-fidelity” and allows the client to supply either the
‘true’ or ‘false’ value.

2 The [RFC2911] does not require the IPP client to supply the “document-format” operation attribute.
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7.3.1.1 document-format (mimeMediaType) operation attribute ([REC2911] section
3.2.1.1)

This attribute identifies the MIME Media Type of the document that the Sender is sending. The Sender
MUST send-supply this operation attribute in the Validate-Job and Job Creation operations; a Receiver
MUST validate and support this operation attribute. Note: [RFC2911] does not REQUIRE the IPP
Client to supply this operation attribute.

ISSUE 01: OK to REQUIRE the Sender to supply the “document-format” of the document being sent
(unlike IPP/1.1)? What if the Sender didn’t create the document and the Receiver supports multiple
formats, such as image/tiffx and application/pdf or the Print System doesn’t know even when its own
Printer Driver creates the document, such as Windows? For Microsoft UPnP PrintBasic, we had to
define a specia default value, so that the Microsoft Print System could supply avalue (UPnP
REQUIRES that “document-format” be supplied). Or should we change this back to SHOULD asin
IPP/1.1 and as we did for “ippfax-uif-profiles’ (see next section)? Or should we still REQUIRE it, but
alow the Sender to submit ‘ application/octet-stream’ ? (Currently, we do not allow ‘ application/octet-
stream’).

If the Sender does not supply this attribute, the Receiver MUST reject the operation,-and MUST return
the ‘client-error-bad-request’ status code, and SHOULD return the ‘document-format’ attribute name
keyword in the Unsupported Attributes Group (see section 12.1).

If the Sender supplies a value that the Receive does not support, i.e., not a value of the Recelver’s
“document-format-supported” Printer Description attribute, the Receiver MUST regject the operation
and return the ‘ client-error-document-format-not-supported’ status code (IPP conformance).

If the Sender supplies a value that the Receiver determines later isincorrect when processing the
document data, the document data takes precedence. Only if the Recelver does not support the
discovered document-format, MUST the Receiver abort the job.

Standard mimeMediaType values are defined in section 5.5.
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8.3.1.37.3.1.2 ippfax-uif-profiles (1setOf type2 keyword) operation attribute

This attribute identifies the UIF Profiles of the document that the Sender is sending. The Sender MUST
SHOULD send-supply this operation attribute in the Validate-Job and Job Creation operations as a hint
to the Receiver as to what the UIF Profiles are when the document format is ‘imagel/tiff’ or
‘Imageltifix’; a Receiver MUST validate and support this operation attribute.

If the Sender does not supply this attribute, the Receiver MUST accept the job anyway and validate as

s00n as possible that the Receiver can successfully render the document data. If possible, itis
RECOMMENDED that such valldatlon happen by exam ning the flrst part of the data before returni nq
the Job Creatlon response = AMEN \

If the Sender supplies a value that the Receive does not support, i.e., not a value of the Recelver's
“Ippfax-uif-profiles-supported” Printer Description attribute, the Receiver MUST reject the operation
and return the  client-error-document-format-not-supported’ status code (IPP conformance).

If the Sender supplies avalue that the Receiver determines later is incorrect when processing the
document data, the document data takes precedence. Only if the Receiver does not support the
discovered profile, MUST the Receiver abort the job.

7.4 Job Template Attributes

Table 8 lists dl of the Job Template attributes defined in other IPP documents and shows their behavior
for IPPFAX Jobs, i.e., Jobs created using an IPPFAX URL. Asin [RFC2911], the term “Job Template
attribute” is actually up to four attributes: the “xxx” Job attributes, and the “xxx-default”, “xxx-
supported”, and possibly the “xxx-ready” Printer attributes.
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The “ Sender supplies’ column contains the following values:

MUST - the Sender MUST supply this Job Template attribute in a Job Creation request.

MUST NOT - the Sender MUST NOT supply this Job Template attribute in a Job Creation
request.

MAY - the Sender MAY supply this Job Template attribute in a Job Creation request.

The “Receiver supports’ FheHPPFAX-semanties-column contains the following values:

“Receiver- MUST-suppert™ - The Receiver MUST support the Job Template attribute for an
IPPFAX Job, i.e., MUST support the “xxx”, “xxx default” XXX~ supported” S

“Receiver- MUST NOT-suppert™ - The Receiver MUST NOT support the Job Template
attribute for an IPPFAX Job (and the IPPFAX Sender MUST NOT supply). If these
attributes are supplied in an IPPFAX Job, the Receiver MUST reject the Job Creation
operation. When querying the Receiver with the Get-Printer-Attributes operation on an
‘ippfax’ URL, the corresponding “xxx-default” and “xxx-supported” MUST NOT be
returned. Note: These are attributes which might degrade the appearance of the
document or provide a significantly non-FAX feature, such as “number-up” or “copies’,
respectively.

“same-asHPP--suppertedM A Y™ - if these Job Template attributes are supported by the
Receiver and are supplied in an IPPFAX Job, the Job Creation operation MUST be

performed as for IPP jObS us ng the | PP semantrcs spedfred in [RFC2911] l=|eweverL

The “Attribute coloring by document-format” column indicates the Receiver conformance requirements
for attribute coloring in the Get-Printer-Attributes response that depends on the “ document-
format” supplied by the client. Values: n/a, MUST, MAY.

The “Depends on URL Context” column indicates the Receiver conformance requirements for returning
vaues in the Get-Printer-Attributes response that depends on the URL Context supplied by the
client. Values: n/a, MUST, MAY.
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Table8 - IPPFAX Semanticsfor Job Template Attributes

Job Template Jeb-attribute | Sender Receiver Attribute Dependson | Reference

supply support coloringby | URL

document- | Context
format

copies MUST NOT | MUST NOT | n/a n/a [RFC2911]
cover-back MAY MAY MAY MAY [ipp-prod-print]
cover-front MAY MAY MAY MAY [ipp-prod-print]
document-overrides MAY MAY MAY MAY [ipp-coll]
finishings MAY MAY MAY MAY [RFC2911]
finishings-col MAY MAY MAY MAY [ipp-prod-print]
force-front-side MAY MAY MAY MAY [ipp-prod-print]
imposition-template MUST NOT | MUST NOT | n/a n/a [ipp-prod-print]
insert-sheet MUST NOT | MUST NOT | n/a n/a [ipp-prod-print]
job-account-id MAY MAY MAY MAY [ipp-prod-print]
job-accounting-sheets MAY MAY MAY MAY [ipp-prod-print]
job-accounting-user-id MAY MAY MAY MAY [ipp-prod-print]
job-error-sheet MAY MAY MAY MAY [ipp-prod-print]
job-hold-until MUST NOT | MUST NOT | n/a n/a [RFC2911]
job-message-to-operator MAY MAY MAY MAY [ipp-prod-print]
job-priority MUST NOT | MUST NOT | n/a n/a [RFC2911]
job-sheet-message MAY MAY MAY MAY [ipp-prod-print]
job-sheets MAY MAY MAY MAY [RFC2911]
job-sheets-col MAY MAY MAY MAY [ipp-prod-print]
media MUST (see | MUST (see MUST MUST [RFC2911]

section section 7.4.1)

7.4.1)
media-col MAY MAY MUST MUST [ipp-prod-print]
media-input-tray-check MUST NOT | MUST NOT | n/a n/a [ipp-prod-print]
multiple-document-handling | MAY MAY MAY MAY [RFC2911]
number-up MUST NOT | MUST NOT | n/a n/a [RFC2911]
orientation-requested MUST NOT | MUST NOT | n/a n/a [RFC2911]
output-bin MUST NOT | MUST NOT | n/a n/a [ipp-output-bin]
page-delivery MUST NOT | MUST NOT | n/a n/a [ipp-prod-print]
page-order-received MUST NOT | MUST NOT | n/a n/a [ipp-prod-print]
page-overrides MAY MAY MAY MAY [ipp-coll]
page-ranges MUST NOT | MUST NOT | n/a n/a [RFC2911]
pages-per-subset MUST NOT | MUST NOT | n/a n/a [ipp-coll]
presentation-direction- MUST NOT | MUST NOT | n/a n/a [ipp-prod-print]
number-up
print-quality MUST NOT | MUST NOT | n/a n/a [RFC2911]
printer-resolution MAY (see MUST (see | MUST MUST [RFC2911]

section section 7.4.2)
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7.4.2) |
separator-sheets MAY MAY MAY MAY [ipp-prod-print] ||
sheet-collate MUST NOT | MUST NOT | n/a n/a [ipp-job-prog] ||
sides MAY MAY MAY MAY [RFC2911] |
X-image-position MUST NOT | MUST NOT | n/a n/a [ipp-prod-print] ||
X-image-shift MUST NOT | MUST NOT | n/a n/a [ipp-prod-print] ||
x-sidel-image-shift MUST NOT | MUST NOT | n/a n/a [ipp-prod-print] ||
X-side2-image-shift MUST NOT | MUST NOT | n/a n/a [ipp-prod-print] ||
y-image-position MUST NOT | MUST NOT | n/a n/a [ipp-prod-print] ||
y-image-shift MUST NOT | MUST NOT | n/a n/a [ipp-prod-print] ||
y-sidel-image-shift MUST NOT | MUST NOT | n/a n/a [ipp-prod-print] ||
y-side2-image-shift MUST NOT | MUST NOT | n/a n/a [ipp-prod-print] ||

ISSUE 02: The Sender supply and the Receiver support columns have alot of “MUST NOT”. Instead
of not allowing these attributes at all, how about a MAY but restricted to the obvious default values,
i.e., “copies’=1, “number-up” =1, “job-priority” =50, “insert-sheet” =" none’ , x-image-shift=0, etc.
Otherwise, there is some interworking problems with a client that supplies these attributes with their
obvious default values.

7.4.1 media (type2 keyword | name(MAX)) Job Template attribute ([REC2911] section
4.2.11)

This Job Template attribute ([RFC2911] section 4.2.11) identifies the medium to be used for al sheets
of the job. The Sender MUST supply the “media’ Job Template attribute in the Validate-Job and Print-
JebJob Creation requests and the Receiver MUST support it, dong with the “media-default”, “media-
ready”, and “media-supported” Printer attributes.

The UIF Profiles standard [ifx-uif34] regquires REQUIRES that both the Sender and the Receiver be
able to determine the dimensions from the keyword value. Therefore, the keyword values MUST be
Media Size Self Describing names defined in the PWG Standardized Name standard [pwg-medial8].

Standard keyword values (see [ pwg-media8]) include:

‘na_letter_8.5x11in’
‘iso_ad 210x297mm’

7.4.1.1 media-supported and media-ready Job Template Printer attributes

The Sender MUST query the values of the “media-supported” and “media-ready” attributes ‘
([REC2911] section 4.2.11), since the Sender MUST supply the “media’ Job Template attribute in the
Job Creation operation. The “media-ready” attribute indicates which media are currently loaded and

will not require human intervention in order to be used. ‘
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Standard keyword values are defined in section 7.4.1.

7.4.2 printer-resolution (resolution) Job Template attribute ([RFC2911] section 4.2.12)

This Job Template attribute ([RFC2911] section 4.2.12) identifies the cross-feed and feed direction
resolutions that Printer uses for the Job. The Sender MAY supply the “printer-resolution” Job
Template attribute in the Validate-Job and Prixt-deb-Job Creation requests and the Receiver MUST
support it, along with the “ printer-resolution-default”, and “ printer-resol ution-supported” Printer
attributes.

If the Sender supplies the “printer-resolution” (resolution) Job Template attribute, the value MUST
agree with the resolution of each of the pages of the UIF Profiles document. If the supplied value
disagrees with the resolution of any of the pages of the UIF Profiles document, the Receiver MUST
obey the resolution in the UIF document, on a page by page basis.

Note: The main purpose of requiring the Recelver to support the “printer-resolution” Job Template
attribute is so that the Sender can query the corresponding “ printer-resol ution-supported” (1setOf
resolution) Printer attribute to see what resolutions are supported in addition to the ones REQUIRED
for the UIF Profiles supported._ See section 7.4.2.1.

7.4.2.1 printer-resolution-supported Job Template Printer attribute

If the Sender is using aresolution for a UIF Profile that is not one of the REQUIRED resolutions for
the UIF Profile being used, then the Sender SHOULD query the “ printer-resol ution-supported” Printer
attribute. The Receiver MUST support Attrlbute Cal or| ng by UIF proflle for the * |maqe/t|ff and
|ma:;e/t|ffx document formats. »

suppetba”—et—them—Thus Ithls attrl bute allows the Sender to determ| ne the addltl onal reeol utl ons
supported abeve-and-beyend-in addition to the resolutions required for support of each of the UIF
Profi I& W|thout having to mterpret the CONNEG express ion val ues of the “i ppfax uif- prof| le-

7.5 Confirmation using the Document Creation response

The Sender knows when the Recelver has successfully received the entire Document when the Receiver
returns the ‘ successful-ok’ status code in the Print-Job, Send-Document, or Send-URI response; the
Sender MUST then inform the Sending User by means outside the scope of this standard that the
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document has successfully been received. See section 7.6 for informing the Sending User when the
document has been successfully printed.

7.6 notification-recipient-uri operation attribute and the Get-Notifications operation

This attribute [ipp-ntfy] indicates the delivery method and the notification recipient. A Sender MUST
supply this attribute with the use-HPP-Netifieation {16} ippget’ Delivery Method [ipp-get-method] to
determine when the Document has been Delivered in order to give a positive acknowledgement to the
Sending User; a Receiver MUST support the subset of the |PP Notification specification [ipp-ntfy16]
indicated in this document and the ‘ippget’ notification delivery method [ipp-get-methodi1]. The
Receiver MUST support the ‘job-progress’ event (which is OPTIONAL in [ipp-ntfy36]), aswell as all
of the REQUIRED eventsin [ipp-ntfy16] ('non€, 'printer-state-change', 'printer-stopped’, 'job-state-
change, 'job-created’, and 'job-completed’). The Recelver MUST support the Get-Notifications
operation as defined in [ipp-get-methodt]. If the Sender subscribes to the ‘job-progress’ event, the |

Recelver MUST generate an event for every sheet, as moderated by the Printer’ s “notify-time-interval”
attribute, which the Sender can obtain using the Get-Notifications request.

. The Recewer MUST support
Subscrlptl on Creatlon for the JrPP—PHm-JebJobCreatlons operatlons that it supports, but NEED NOT
support any other notification operations, such as Create-Job-Subscriptions, Create-Printer-
Subscriptions, Get-Subscription-Attributes, Get-Subscription-Attributes, Renew-Subscription, or
Cancel-Subscription, even though [ipp-ntfy46] requires al but the Create-Job-Subscriptions operation.

If a Receiver chooses to alow other PP notification operations then it SHOULD provide a method of
restricting all other notification operations to authenticated administrators.

For the purposes of IPPFAX, the ‘job-completed’ event notifications means that the Receiver has |
delivered the IPPFAX Job somewhere; either actually delivered printed sheets to the output bin or
forwarded the job and document to some other system.

7.7 Subscription Template Attributes Conformance Requirements

Table 9 lists the conformance requirements for Subscription attributes on the Print-JobJob Creationand |
Validate-Job requests. If the Receiver supports additional Job Creation and Document Creation
operations, then these operation attributes have the same conformance on those operations.
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Table 9 - Subscription Template attributes confor mance requirements

Attribute Name (attribute syntax) Sender Conformance | Receiver Section

in Print-JebJob Conformance

Creation operations ‘
notify-recipient-uri (uri) MAY * MUST 7.6
notify-events (1setOf type2 keyword) MAY MUST 7.6
notify-attributes (1setOf type2 keyword) MAY MAY 7.6
notify-user-data (octetString(63)) MAY MUST 7.6
notify-charset (charset) MAY MUST 7.6
notify-natural-language (natural L anguage) MAY MUST 7.6
notify-lease-duration (integer(0:67108863)) MAY MUST 7.6
notify-time-interval (integer(0:MAX)) MAY MUST 7.6

* The Sender MUST supply at least this attribute in order to use Notification.

7.8 Notification Event Conformance Requirements
Table 10 lists the conformance requirements for notification events.

Table 10 - Notification Events confor mance requirements

Event Sender Conformancefor | Receiver Section
Print-JebJob Creation Conformance

none MAY MUST 7.6

job-state-changed MAY MUST 7.6
job-created MAY MUST 7.6
job-completed MUST MUST 7.6

job-progress MAY MUST * 7.6

printer-state-changed MAY MUST 7.6
printer-stopped MAY MUST 7.6

* The ‘job-progress event is OPTIONAL in [ipp-ntfy16], but is REQUIRED for IPPFAX so that |
the Sender can give page by page feedback.

7.9 Sender URI identity-Stamping

The Sender MUST place the Sender’ s identityURI, i.e., the value of the “ippfax-sender-uri” attribute
(see section 6.3), dlong with the date and time, in one of the following places, DEPENDING ON
IMPLEMENTATION:

1. On acover page automatically generated by the Sender that is sent before the rest of the
document.
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2. Merged with the first page of the document.

3. date-andtimeaAt the top of every page of the sent Document.

The Sender MAY include additional data (Sending User, Receiver identity, etc.). Asfor regular FAX, it
is RECOMMENDED that this information be represented as bit map data, so that it is more difficult for
it to be modified before it gets to the Receiver.

8 IPP Implementation of other {RP-operations

Section 4 defined the Get-Printer-Attributes operation and section 7 defined the Validate-Job and Job
Creation operations for IPPFAX. This section defines the semantics for other operations for |PPEAX.

IPPFAX restricts the use of IPP in certain cases in order to make attaching a Receiver to the Internet a
safe option — see section 9.

The Receiver MUST fully support the Print-Job, Validate-Job, and Get-Printer-Attributes operations, as
defined by HRPR/A-A-f4}this document and the Get-Notifications operation as defined in [ipp-get-
method21]. The following subsections define restrictions placed on the -HPR/A-1- Cancel-Job, Get-Job-
Attributes, and Get-Jobs operations. In astrict IPPFAX implementation, al other HPPA-1-operations
MUST NOT be accepted unless the issuer of the operation can be identified as an administrator. There
is no requirement for the Receiver to implement any of the OPTIONAL features of |PP unless explicitly
stated elsewhere in this standard. If a Receiver ishetastrietHPPEAX-Implementation and--cheesesto
allows other HPP-operations, for example, HRP-operations such as Print-URI, Create-Job, Create-Printer-
Subscriptions, etc., then it MUST provide a method of restricting available operations for non-
authorized clients to the operations specified herein.

8.1 Operation Conformance Requirements

Table 11 lists the conformance requirements for HPP-Printer operations for (1) an PP Printer (‘ipp’
URL), (2) the non-privileged IPPFAX Sender, (3) an andHlPPFAX Receiver recelving arequest from a
non-privileged User, and (4) an IPPFAX Recelver receiving arequest from an authenticated and
authorized operator or administrator.

Table 12 lists the conformance requirements for Job and Subscription operations for (1) an | PP Printer
(‘ipp’) URL, (2) the non-privileged IPPFAX Sender which MUST be on the same URL as the job was
created (the target “printer-uri” MUST match the Job’s “job-printer-uri” Job Description attribute), (3)
an IPPFAX Receiver recelving a request from the Job or Subscription Object Owner, (4) from some
other non-privileged user, and (5) if the operatl onis supported asdl - from an authentl cated and
authorlzed operator or admi nlstrator ' ' »
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Table 11 - Conformance for Printer Oper ations

Operation Name IPP/1.1 | IPPFAX IPPFAX IPPFAX Reference
Printer Sender Receiver Receiver
fromaUser | froman
Operator
Print-Job MUST MUST MUST MUST NOT 7.3
Print-URI MAY MAY MAY MUST NOT [RFC2911]
Validate-Job MUST SHOULD MUST MUST NOT 7.1.2
Create-Job MAY MAY MAY MUST NOT [RFC2911]
Get-Jobs MUST MAY MAY* MUST 8.3
Get-Printer-Attributes MUST MUST MUST MUST 4,5
Pause-Printer MAY MUST NOT MUST NOT MAY [RFC2911]
Resume-Printer MAY MUST NOT MUST NOT MAY [RFC2911]
Purge-Jobs MAY MUST NOT MUST NOT MAY [RFC2911]
Set-Printer-Attributes MAY MUST NOT MUST NOT MAY i pp-set-ops
Get-Printer-Supported-Vaues MAY MUST NOT MUST NOT MAY i pp-set-ops
Create-Printer-Subscription MAY MUST NOT MUST NOT MAY [ipp-ntfy]
Get-Subscriptions MAY MAY MUST NOT MUST [ipp-ntfy
Send-Notifications MAY MUST NOT MUST NOT MAY [ipp-indp-
method]
Get-Print-Support-Files MAY MAY MAY MAY [ipp-install]
Enable-Printer MAY MUST NOT MUST NOT MAY ops-set?2
Disable-Printer MAY MUST NOT MUST NOT MAY ops-set?2
Pause-Printer-After-Current-Job | MAY MUST NOT MUST NOT MAY ops-set?2
Hold-New-Jobs MAY MUST NOT MUST NOT MUST NOT [ops-set2]
Rel ease-Held-New-Jobs MAY MUST NOT MUST NOT MUST NOT [ops-set2]
Deactivate-Printer MAY MUST NOT MUST NOT MAY ops-set?2
Activate-Printer MAY MUST NOT MUST NOT MAY ops-set?2
Restart-Printer MAY MUST NOT MUST NOT MAY ops-set?2
Shutdown-Printer MAY MUST NOT MUST NOT MAY ops-set?2
Startup-Printer MAY MUST NOT MUST NOT MAY ops-set?2
Cancel-Current-Job MAY MUST NOT MUST NOT MAY ops-set?2
Suspend-Current-Job MAY MUST NOT MUST NOT MAY ops-set?2

Legend:

MAY* - If supported, Get-Job-Attributes and Get-Jobs MUST restrict certain attributes, such as “job-name’, and

“job-originating-user-name”. See section 8.3.
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Table 12 - Confor mance for Job and Subscription Oper ations

Operation Name PP |PPFAX |PPFAX |PPFAX |PPFAX Reference
Printer | Sender Receiver Receiver Receiver
fromJob | from from
Owner Other Operator
User
Send-Document MAY MAY MAY MUST NOT | MUST NOT | [RFC2911]
Send-URI MAY MAY MAY MUST NOT | MUST NOT | [RFC2911]
Cancel-Job MUST | SHOULD MUST NOT | MUST NOT | MAY 8.2
NOT
Get-Job-Attributes MUST | MAY MAY MAY* MAY 8.3
Set-Job-Attributes MUST | MAY MUST NOT | MUST NOT | MAY i pp-set-ops]
Hold-Job MAY MUST NOT | MUST NOT | MUST NOT | MAY [RFC2911]
Release-Job MAY MUST NOT | MUST NOT | MUST NOT | MAY [RFC2911]
Restart-Job MAY MUST NOT | MUST NOT | MUST NOT | MAY** [RFC2911]
Create-Job-Subscription MAY MAY MAY MUST NOT | MAY [ipp-ntfy
Get-Subscription-Attributes | MAY MAY MUST MUST NOT | MUST [ipp-ntfy
Get-Subscriptions MAY MAY MUST MUST NOT | MUST [ipp-ntfy
Renew-Subscription MAY MUST NOT | n/a MUST NOT | MAY [ipp-ntfy]
Cancel-Subscription MAY MUST NOT | MAY MUST NOT | MAY [ipp-ntfy]
Get-Notifications MAY MUST MUST MUST NOT | MUST 7.6
Reprocess-Job MAY MUST NOT | MUST NOT | MUST NOT | MAY** ops-set?
Resume-Job MAY MUST NOT | MUST NOT | MUST NOT | MAY ops-set?
Promote-Job MAY MUST NOT | MUST NOT | MUST NOT | MAY ops-set?
Schedule-Job-After MAY MUST NOT | MUST NOT | MUST NOT | MUST NOT | [ops-set?]
Legend:

MAY* - If supported, Get-Job-Attributes and Get-Jobs MUST restrict certain attributes, such as “job-name’, and

“job-originating-user-name”. See section 8.3.

MAY** - Restart-Job and Reprocess-Job are for the operator to recover from a problem with the job, not to make

additional copies.

Owner refers to the owner of the Job or Subscription object.

8.2 Cancel-Job operationCaneelngjobs ([REC2911] section 3.3.3)

It isinappropriate for a Sender to transmit a Document as an IPPFAX Job, receive confirmation of its
arrival and then cancdl it. Therefore:

The Sender SHOULD NOT attempt to cancel the print job once it has been sent to the Receiver.

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change.
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The Recelver MUST either (1) reject Cancel-Job operations not issued by an administrator targeted at
IPPFAX Jobs or (2) reject Cancel-Job operations targeted at |PPFAX Jobs altogether, depending on
implementation and/or policy. (The Recelver can distinguish IPPFAX Jobs from IPP Jobs by the
presence of the mandatory ‘ippfax’ scheme in the target “printer-uri” operation attribute that created the
job and that the Receiver MUST copy to the job’s *job-printer-uri” REQUIRED 1PP/1.1 Job
Description attribute (see [RFC2911] section 4.3.3) “ippfax-semantics—Job-Description-attribute—see
section-11). The Cancel-Job operation therefore becomes a privileged operation on al IPPFAX Jobs
or not supported. This behavior is achange to the IPP behavior. Which implementation choice MUST
be reflected in the value of the “operations-supported” Printer attribute (see section 5.4).

If the issuer of the operation can be identified as an administrator, then the operation MUST behave as
defined in [REC29114].

8.3 Get-Job-Attributes and Get-Jobs operations ([RFC2911 sections 3.3.4 and 3.2.6)

The public nature of IPPFAX interactions make it inappropriate for a HRPP-client to be able to query a
Receiver for certain information about jobs that it did not send.

The Recelver SHOULD restrict the job attributes that any Sender can request for any IPPFAX Jobin a
Get-Jobs or a Get-Job-Attributes operation to appropriate ones for a public service. For example, an
implementation MAY return only the following Job attributes:

job-id, job-uri

job-k-octets, job-k-octets-compl eted
job-media-sheets, job-media-sheets-compl eted,
time-at-creation, time-at-processing

job-state, job-state-reasons
number-of-intervening-jobs

The exact choice of Job attributes that a client can query for IPPFAX Jobs, including not returning any,
depends on implementation and security policy and is outside the scope of this standard (asin IPP/1.1).

This attribute set allows a client to determine the load on a Receiver (and perhaps choose an alternative
destination or warn the Sending User).

See the discussion in [REC29114] section 8.4 for a description of how a Receiver MUST behave if it |
receives arequest for an attribute outside this set.

An IPP administrator MAY read al attributes.
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1247
1248

1249 8.4 Enable-Printer and Disable-Printer operations [ipp-admin-ops]

1250 The Enable-Printer and Disable-Printer operations [ipp-admin-ops] allow a remote operator to change
1251 thevalue of the Receiver's “ printer-is-accepting-jobs’ (boolean) Printer Description attribute (see
1252 section 5.3) to ‘true’ or ‘false’, respectively. These operations are OPTIONAL for a Receiver to

1253  support.

1254  When the client suppliesthe ‘ipp’ schemein the “printer-uri” target operation attribute of these

1255  operations, the Printer MUST affect only IPP Job Creation requests. Similarly, when the client supplies
1256 the ‘ippfax’ schemein the “printer-uri” target of these operations, the Printer MUST affect only

1257 IPPFAX Job Creation requests. Thusif the implementation supports both IPP and IPPFAX with a
1258 single Printer object (implementation choice 2 in section 2.3), this attribute and these operations MUST
1259  be colored by the scheme in the “printer-uri” target operation attribute so that which implementation
1260  choice will be transparent to clients for this attribute and these operations. Therefore, for either Printer
1261 implementation choice, aclient will have to issue two of these operations in order to affect both IPP and
1262 |IPPFAX jobs, one with the ‘ipp’ scheme and the other with the ‘ippfax’ URL schemein the “ printer-
1263  uri” target operation attribute or will have to use the “ printer-alternate-uri” (uri) operation attribute (see
1264  section 3.2) in one of the operations with the other URL context.

1265 9 Security considerations

1266  IPPFAX presents an interesting challenge of balancing security and openness. Many of the envisaged
1267  usesof IPPFAX require confidentiality of the data— at the same time the Receiver typically has no prior
1268  knowledge of the Sender or the Sending User. Thislast point will normally rule out all user-based

1269  authentication and access control. Thisis the reason for the restriction placed on querying and canceling
1270  IPPFAX Jobs.

1271 9.1 Privacy

1272  Any exchange between a Sender and a Recelver MUST be carried using the privacy mechanism
1273  specified in IPP/1.1 namely TLS [rfc22469]. In some cases thiswill also result in mutual authentication |
1274 of the Sender and Receiver (in the case where both sides have certificates).

1275 The Recaver MUST-MAY haveaTLS certificate. ‘

1276  The Sender MAY have acertificate. A Recelver MAY decide to rgect requests that come from
1277  Sendersthat do not have a certificate and return the ‘ client-error-not-authenticated’ status code.

1278 A Sender can either use its own certificate or it can use one associated with the Sending User. ‘
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Senders and Receivers SHOULD do what current browsers do, namely, be deployed with the public

keys of a number of the top Certificate Authorities. If a Sender gets a public key from a Recelver that it

doesn’t recognize, the Sender MUST query the Sending User to seeif the Sending User trusts the

Receiver before sending the IPPEAX job to the Receiver.

The distribution of private keys to Senders or Receivers is outside the scope of this document, but it is

done over the network, it MUST be over a secure channel. See Internet Key Exchange (IKE)

[REC2409].

9.2 uri-authentication-supported (1setOf type2 keyword) ([RFC2911] section 4.4.2)

This attribute (see [RFC2911] section 4.4.2) identifies the Client Authentication mechanism associated

with each URI listed in the "printer-uri-supported” attribute (see section 5.1).

Table 13 - Authentication Requirements

“ uri-authenti cation-supported”

Sender support and usage

keyword

Recelver support and usage

none MUST NOT MUST NOT ISSUE 03: What
do we mean by “public mode” in
section 9.5? If wemean TLS
without client authentication,
then Table 13 needsto allow
‘non€e’, doesn't it?
reguesting-user-name MUST NOT MUST NOT
basic MAY support and MAY use MAY support and MAY use
when the TLS channel is secured | when the TLS channdl is secured
with Data Privacy using the with Data Privacy using the
cipher suites indicated below* or | cipher suites indicated below* or
stronger. stronger.
digest MUST support and MUST use, | MUST support and MAY use,
including the MD5 and MD5- including the MD5 and MD5-
sess algorithms and Message sess algorithms and Message
| ntegrity, unless using Integrity
‘certificate’
certificate SHOULD support and MAY use | MUST support and MAY use

when not using any of the above

* TLS DHE DSS WITH_3DES EDE CBC_SHA mandated by [RFC2246].

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change.
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1291 Table 14 compares the Digest Authentication requirements for | PP clients, |PP Printers, |PPEAX
1292  Senders, and |IPPFAX Receivers.
1293 Table 14 - Digest Authentication Confor mance Reguirements
Feature PP Client | PP Printer IPPEFAX Sender | IPPFAX
Receiver
MD5 and MD5-sess | MUST support SHOULD support | MUST support | MUST support
MUST use SHOULD use MUST use MUST use
The Message MUST support SHOULD support | MUST support | MUST support
Integrity feature NEED NOT use NEED NOT use MUST use MUST use
1294
1295 9.3 uri-security-supported (1setOf type2 keyword) (JRFC2911] section 4.4.3)
1296 This attribute (see [RFC2911] section 4.4.3) identifies the security mechanisms used for each URI listed
1297  inthe "printer-uri-supported" attribute (see section 5.1).
1298 Table 15 - Security (Integrity and Privacy) Requir ements
uri-security- Sender support and usage Recelver support and usage
supported
none MUST NOT MUST NOT
2 MUST NOT MUST NOT
53 MAY support and use for compatibility with MAY support and use for
deployed infrastructure compatibility with deployed
infrastructure
tls TLS Data Integrity - MUST support and MUST | MUST support and MUST use
use
TLS Data Privacy - MUST support and MAY MUST support and MAY use
use. The Sender MUST query the Sending User
before omitting
1299
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Table 16 compares the TL S conformance reguirements for |PP clients, |PP Printers, |PPFAX Senders,

and |IPPFAX Receivers.

Table 16 - Transport Layer Security (TLS) Conformance Requirements

TLS Feature |PP Client |PP Printer IPPFAX Sender IPPFAX
Receiver
Server MUST support SHOULD support | MUST support MUST support
Authentication SHOULD use NEED NOT use MUST use MUST use
Client MAY support MAY support SHOULD support | MUST support
Authentication* NEED NOT use | NEED NOT use NEED NOT use | NEED NOT use
Data Integrity MAY support SHOULD support | MUST support MUST support
NEED NOT use | SHOULD use MUST use MUST use
Data Privacy MAY support SHOULD support | MUST support MUST support
NEED NOT use | NEED NOT use NEED NOT** NEED NOT use
use.

* The 'certificate' keyword value for the "uri-authenticatior‘rsjppcﬁd" attribute [RFC2911].

** The Sender MUST query the Sending User before omitting the Data Privacy encryption.

Senders and Receivers MUST support the TLS DHE DSS WITH 3DES EDE CBC SHA cipher

suite as mandated by RFC 2246 [RFC2246]. All stronger cipher suites are OPTIONAL ; weaker cipher
suites MUST NOT be supported or used.

A Receiver MAY support Basic Authentication (described in HTTP/1.1 [RFC2617]) for Client
Authentication if the TLS channel is secured with Data Privacy. TLS with the above mandated cipher
suite or stronger can provide such a secure channel.

9.4 Using IPPFAX with TLS

The Sender MUST use only TLSfor all IPPEFAX operations on the IPPFAX URL. Theclient MUST
start the transaction in TLS, rather than using HT TP upgrade requests. The following paragraph of
[RFC2818] further explains:

The agent acting asthe HTTP client should also act asthe TLS client. |t should initiate a
connection to the server on the appropriate port and then send the TLS ClientHello to begin the
TLS handshake. When the TL S handshake has finished. The client may then initiate the first
HTTP request. All HTTP data MUST be sent as TLS "application data’. Normal HTTP
behavior, including retained connections should be followed.

Contrast this IPPEAX requirement with the | PP requirement in section 8.2 of [RFC2910]. The
following client actions compare | PP with IPPFAX from aclient’s point of view:

|PP/1.1 sequence:
1. Start TCP connection

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 51
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Zero or more HTTP/IPP requests

HTTP/IPP request with Upgrade to TL S header
TLS handshake

finish the HTTP/IPP request securely

Send more HTTP/IPP requests securdly ...

o |01 | (oo N

|PPFAX seguence:
1. Start TCP connection
2. Send TLS ClientHello
3. rest of TLS handshake
4. Send HTTP/IPPFAX requests securdly ... (which usually will be a Get-Printer-Attributes,
followed by Vaidate-Job and/or Print-Job operations).

The client MUST pass the certificate, whether by value or by referencein the TLS record layer.

9.5 Access control

It is expected that the majority of IPPFAX Receivers will operate in a public mode. However a Receiver
MAY protect itself using any method specified in [REC29114] (digest authentication [REC20699] for
example) to restrict access to any or al of its functionality.

ISSUE 03 (repeat): What do we mean by “public mode’. If we mean TLS without client
authentication, then Table 13 needsto allow ‘none’, doesn't it?

However, the primary intent of IPPEAX-Fax is to create a controlled public access mode. It therefore
does not really make much sense to combine IPPFAX and user authentication therethey are achieving
the same thing.
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9.6 Reduced feature set

An administrator or device implementer MAY choose to setup up adevice so that it only works as a
IPPFAX Receiver (i.e., offers no 'native' | PP operations and does not accept 1PP Jobs). In this mode it
offers arestricted set of features and MAY be more safely connected to the Internet.

A Receiver that is operating in this mode SHOULD do so by rejecting any non-IPPFAX request and
return a‘ server-error-operation-not-supported’ error status code. For job operations attempted on
IPPFAX Jobs, the Receiver SHOULD return the ‘client-error-not-authorized' error status code, unless
the Sender is authenticated as the system administrator and the Receiver supports such access.

10 Gateways to other systems

A common scenario will be where IPPFAX acts as an on-ramp or off-ramp to other Document
transmission systems.

10.1 Off-Ramps

In the IPPFAX 'Off-ramp' scenario the user with a Document to send uses an IPPFAX Sender to
transmit a Document to an |PPFAX Receiver within a gateway that in turn transmitsit to some other
destination, i.e. GSTN FAX. Handling Off-ramps is beyond the scope of this document, but may be a
future IPPFAX extensions building on the Off-ramp work of the Internet FAX WG.Table 9liststhe

C ) amn

Operation-anelor-Job-DessHptoR- AttHBuIeS ;g.” ESEQ"E"“.Q E. cFaukt E.l'“d Supported

e e I e e e =
uriScheme)

e b N/A
B
- ” . I I
(rangeCHnteger(l:MAXY))

ook
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10.2 On-Ramps

In the IPPFAX On-Ramp scenario the user originally sent the Document using some other mechanism
to some intermediate agent. The intermediate agent, acting as an IPPFAX Sender, then uses the
IPPFAX protocol to transmit the Document to an HPRPFAX-Receiver which MAY be either afina
destination or an Off-Ramp. IPPFAX has no specific support for on-ramps.

11 Attribute Syntaxes
No new atribute syntaxes are defined. lssuliu:’.O—GK—thanegePHeLeHheﬂew—eetetStHngszle

12 Status codes

In addition to the status codes defined in [REC29114] and [ipp-get-methodl], the following additional
semantics are defined for [RFC2911] status codeis-defineds:-

12.1 client-error-missing-reguired-attributebad-request (0x040019) [REC2911 section
13.1.4.1]

The client has failed to supply one or more attributes in a request which are REQUIRED to be supplied.
The requirement can be because of the Printer’ s current configuration or because of some other
attributes that the client supplied. The Printer MUST reject the request, MUST return the ‘ client-error-

missiAg-required-attributebad-request’ status code, and SHOULD return aleng-with-the keyword

attribute name(s) (but not the values) of the missing attribute(s) in the Unsupported Attributes Group in
the response.
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13 Conformance Requirements

This section summarizes the conformance requirements for IPPFAX Senders and IPPFAX Receivers
that are defined elsawhere in this document.

1.

The Sender MUST supply and the Receiver MUST support (1) the “Hppfax-semantiesprinter-
uri” operation attribute with the ‘ippfax’ scheme, (2) the “version-number” parameter with the
IPP/1.1 1.1’ value, and (3) the “ippfax-version-number” with the IPPFAX ‘1.0’ valuein al
operations to get the IPPFAX semantics as described in section 3.

If the Receiver supports multiple contexts (1PP and/or |PPFAX) and supports suitably-
authenticated administrative operations for controlling them, then the Printer object MUST
support the “ printer-alternate-uri” attribute in such administrative operations as described in
section 3.2.

The Sender-MUST-query-and-the Recelver MUST support the attributes-using-the-Get-Printer-
Attributes operation as described in sections 4.

The Receiver MUST support the Printer Description attributes as specified in section 5.

The Sender MUST validate that that target Printer’ s is |PPFAX capable using the Get-Printer-
Attributes and Validate-Job operations as specified in section 7.1.

The Sender MUST supply and the Receiver MUST support the operation/Job Description
attributes for Identify Exchange as described in section 6.

The Sender MUST support submitting and the Receiver MUST accept IPPFAX Jobs as defined
in section 7-and-Fable 5 Fable 6, Fable 7-and Fable 8.

The Sender MUST place the Sender’ s identity on every page as required in section 7.9.

The Sender and Recelver MUST support the operations as indicated in section 8.

. The Sender and Receiver MUST support the | PP Notification for Job Creation operations, the

‘ippget’ Delivery Method, the Get-Notifications operation for the events indicated in sections
7.6,7.7,and 7.8

. The Sender and Receiver MUST support the security mechanismsindicated in section 9,
including TLS.
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14 IPPEFAX URL Scheme

This section is intended for use in registering the ‘ippfax’ URL scheme with IANA and fully conforms
to the requirements in [RFC2717].

14.1 IPPEAX URL Scheme Applicability and Intended Usage

This document defines the ‘ippfax’ URL (Uniform Resource Locator) scheme for specifying the
location of an IPPFAX Receiver which implements the IPPFAX Protocol specified in this document.

The ‘ippfax’ URL scheme defined in this document is based on the ABNF for the basic hierarchical

URL syntax in [RFC2396]; however relative URL forms, parameters, and/or query parts are NOT
dlowed in an IPPFAX URL. The ‘ippfax’ URL scheme is case-insensitive in the host name or host
address part; however the path part is case-sensitive, asin [RFC2396]. Codepoints outside [US-ASCII]
MUST be hex escaped by the mechanism defined in [RFC2396].

The intended usage of the ‘ippfax’ URL schemeis COMMON.

14.2 IPPEAX URL Scheme Associated IPPFAX Port

All IPPEFAX URLswhich do NOT explicitly specify a port MUST be used over IANA-assigned well-
known system port xxx [TBA by IANA] for the IPPFAX protocol.

See: IANA Port Numbers Registry [IANA-PORTREG].

14.3 IPPEAX URL Scheme Associated MIME Type

All IPPEAX protocol operations (requests and responses) MUST be conveyed in an ‘ application/ipp’
MIME mediatype [RFC2910] asregistered in [IANA-MT]. IPPFAX URLs MUST refer to IPPFAX
Receivers which support this ‘ application/ipp’ operation encoding.

See: IANA MIME Media Types Registry [IANA-MT].

14.4 IPPEAX URL Scheme Character Encoding

The IPPFAX URL scheme defined in this document is based on the ABNF for the HTTP URL scheme
defined in HTTP/1.1 [RFC2616], which is derived from the URI Generic Syntax [RFC2396] and further
updated by [RFC2732] and [RFC2373] (for IPv6 addressesin URLS). The IPPFAX URL schemeis
case-insengitive in the 'scheme’ and 'host’ (host name or host address) part; however, the 'abs path' part
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is case-sensitive, asin [RFC2396]. Code points outside [US-ASCII] MUST be hex escaped by the
mechanism specified in [RFC2396].

14.5 IPPEAX URL Scheme Syntax in ABNFE

The | PP protocol places alimit of 1023 octets (NOT characters) on the length of a URI (see section
4.1.5'uri' in [RFC2911]). An IPPEAX Recaeiver MUST return 'client-error-request-value-too-long' (see
section 13.1.4.10 in [RFC2911]) when a URI received in arequest is too long.

Note: |PPFAX Receivers ought to be cautious about depending on URI lengths above 255 bytes,
because some older client or proxy implementations might not properly support these lengths.

IPPFAX URLSs MUST be represented in absolute form. Absolute URLS always begin with a scheme
name followed by a colon. For definitive information on URL syntax and semantics, see "Uniform
Resource Identifiers (URI): Generic Syntax and Semantics' [RFC2396]. This specification adopts the
definitions of "port”, "host", "abs path", and "query"” from [RFC2396], as updated by [RFC2732] and
[RFC2373] (for IPv6 addressesin URLS).

The IPPFAX URL scheme syntax in ABNF is as follows:

i ppfax URL = "ippfax:"™ "//" host [ ":" port ] [ abs path [ "?" query ]]

If the port is empty or not given, IANA-assigned well-known system port xxx [TBA by IANA] is
assumed. The semantics are that the identified resource (see section 5.1.2 of [RFC2616]) is located at
the IPPFAX Notification Recipient listening for HT TP connections on that port of that host, and the
Request-URI for the identified resource is 'abs _path'.

Note: The use of IP addressesin URLs SHOULD be avoided whenever possible (see [RFC1900]).

If the 'abs path' is not present in the URL, it MUST be given as /" when used as a Request-URI for a
resource (see section 5.1.2 of [RFC2616]). If aproxy receives ahost name which is not a fully qualified
domain name, it MAY add its domain to the host name it received. |f aproxy receives afully qualified
domain name, the proxy MUST NOT change the host name.
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14.6 IPPFAX URL Examples

The following are examples of valid IPPEFAX URLSs for Notification Recipient objects (using DNS host
names):

i ppfax://abc.com
| ppfax://abc. com | i stener

Note: The use of |P addressesin URLs SHOULD be avoided whenever possible (see [RFC1900]).

The following literal |Pv4 addresses:

192.9.5.5 ; IPv4 address in | Pv4d style
186.7.8.9 ; IPv4 address in | Pv4d style

are represented in the following example IPPFAX URLS:

i ppfax://192.9.5.5/1i stener
i ppfax://186.7.8.9/1isteners/tom

Thefollowing literal 1Pv6 addresses (conformant to [RFC2373]):

::192.9.5.5 ; IPv4 address in | Pv6 style
. FFFF: 129. 144.52. 38 ; IPv4 address in | Pv6 style
2010: 836B: 4179: : 836B: 4179 ; | Pv6 address per RFC 2373

are represented in the following example IPPFAX URLS:

ippfax://[::192.9.5.5]/1i stener
i ppfax://[::FFFF: 129. 144,52, 38]/1i st ener
i ppfax://[2010: 836B: 4179::836B: 4179] /11 steners/tom

14.814.7 IPPEAX URL Comparisons

When comparing two IPPFAX URLsto decide if they match or not, the comparer MUST use the same
rules as those defined for HTTP URI comparisons in [RFC2616], with the sole following exception:

Thisis an unapproved IEEE-ISTO PWG Proposed Standard, subject to change. 62
Copyright (C) 2001, IEEE Industry Standards and Technology Organization. All rights reserved




1658
1659

1660

1661
1662

1663
1664
1665
1666
1667
1668
1669
1670
1671
1672
1673
1674

1675

1676

1677

1678

1679
1680
1681
1682
1683
1684
1685
1686
1687
1688
1689
1690
1691
1692

PWG-DRAFT IPPFAX protocol October 15, 2001

A port that is empty or not given MUST be treated as equivalent to the well-known system
registered port (> 1024) xxx [TBA by IANA] for that IPPFAX URL ;

15 IANA Considerations

IANA shall register the ippfax URL scheme as defined in section 14 according to the procedures of
[RFC2717] and assign a wel-known-registered (>1024) system port.

Operation Attri butes:

printer-alternate-uri (uri) operation attribute |EEE-ISTO 5102.1 3.2
I ppf ax-versi on-nunber (type2 keywor d) | EEE- | STO 5102.1 3.4
i ppfax-uif-profile-requested (type2 keyword) | EEE-1 STO 5102.1 4.2

Printer Description Attributes:

I ppf ax-versions-supported (1lsetO type2 keyword) | EEE-|1STO 5102.1 5.2
i ppfax-uif-profil es-supported (lsetO type2 keyword)
| EEE- | STO 5102.1 5.6
i ppfax-uif-profile-capabilities (1lsetO text(MAX))
| EEE- | STO 5102.1 5.7
i ppfax-auto-notify (bool ean) | EEE- |1 STO 5102.1 5.8
16 Appendix B: vCard Example
The following ASCII text is a complete vCard v3.0 [REC242610, REC242519.-20] example:
BEGIN:VCARD
VERSION:3.02:2
N:Moore;Paul
FN:Paul Moore
ORG:Peerless Systems Networking
TEL;CELL;VOICE:1+(206)--251-7008
ADR;WORK:;;10900 NE 8th St;Bellvue;WA ;98004;United States of America
EMAIL;PREF;INTERNET:pmoore@peerless.com
REV:19991207T215341Z
END:VCARD
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1693 17 Appendix C: Generic Directory Schema for an IPPFAX Receiver

1694  This section defines a generic schemafor an entry in adirectory service. A directory service isameans
1695 by which service users can locate service providers. In IPPEAX environments, this means that

1696  Receivers (IPPFAX Printers) can be registered (either automatically or with the help of an

1697  administrator) as entries of type printe-PRINTER in the directory using an implementation specific
1698  mechanism such as entry attributes, entry type fields, specific branches, etc. Directory clients can search
1699  or browse for entries of type printerPRINTER. Clients use the directory service to find entries based on |
1700  naming, organizational contexts, or filtered searches on attribute values of entries. For example, a client
1701 canfind al printersin the "Loca Department” context. Authentication and authorization are also often
1702  part of adirectory service so that an administrator can place limits on end users so that they are only
1703 alowed to find entries to which they have certain accessrights. IPPEAX itself does not require any
1704  specific directory service protocol or provider.

1705 Note: Some directory implementations alow for the notion of "aliasing”. That is, one directory entry
1706  object can appear as multiple directory entry objects with different names for each object. 1n each case,
1707  each dliasrefers to the same directory entry object which refersto asingle IPPEAX Printer object.

1708 The generic IPPFAX schemais a subset of HPP-Printer] PPFAX Job Template and Printer Description
1709  attributes (Table 1, Table 2, and [RFC2911] sections 4.2 and 4.4). These attributes are identified as
1710  either RECOMMENDED or OPTIONAL for the directory entry itself. This conformance labeling is
1711  NOT the same conformance labeling applied to the attributes of IPPEAX Printers objects. The

1712  conformance labeling in this Appendix is intended to apply to directory templates and to IPPEAX
1713  Printer implementations that subscribe by adding one or more entries to a directory.

1714 RECOMMENDED attributes SHOULD be associated with each directory entry. OPTIONAL

1715  attributes MAY be associated with the directory entry (if known or supported). In addition, al

1716  directory entry attributes SHOULD reflect the current attribute values for the corresponding | PPFAX |
1717  Printer object.

1718 Thenamesof attributesin directory schema and entries SHOULD be the same as the IPPFAX Printer |
1719  attribute names as shown, as much as possible.

1720  In order to bridge between the directory service and the IPPEAX Printer object, one of the |
1721 RECOMMENDED directory entry attributes is the Printer object's "printer-uri-supported” attribute.
1722  Thedirectory client queries the "printer-uri-supported” attribute (or its equivalent) in the directory entry
1723  and then the IPPFAX client addresses the IPPEAX Printer object using one of its URIs. The "uri-

1724 security-supported" attribute identifies the protocol (if any) used to secure a channel. _If a Printer object
1725  supports both PP and IPPFA X, there should be two separate directory entries in order to represent
1726  thesetwo services.

1727  Fhetolowing-attributes Table 18 defines the generic schemafor directory entries of abstract type
1728 PRINTER.: In the future this schema could also be directory entries of type FAX. In either case, the
1729  concrete type MUST be IPPFAX. If aPrinter object supports both PP and IPPFAX, there should be
1730 two separate directory entries in order to represent these two services, one with concrete type | PP and
1731 the other with concrete type IPPFAX, respectively.
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1732 Table 18 - Generic Schema Directory Entries
Attribute Conformance Reference
All of the attributes in [RFC2911] section 16 Appendix | As stated in [REC2911]
E Generic Directory Schema, plus. [REC2911] section 16
|ppfax-vers onsrsupported (1setOf type2 keyword) RECOMMENDED section 5.2

RECOMMENDED section 1.1
RECOMMENDED section5:5
RECOMMENDED section 5.6

1733

1734
1735

1736

1737
1738

1739
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1903 1) send it to majordomo@pwg.org
1904 2) leave the subject line blank
1905 3) put the following two lines in the message body:
1906 subscribe ipp
1907 end
1908
1909 | mplementers of this specification document are encouraged to join the IPP Mailing List in order to
1910 participate in any discussions of clarification issues and review of registration proposals for
1911 additional attributes and values. In order to reduce spam the mailing list rejects mail from non-
1912 subscribers, so you must subscribe to the mailing list in order to send a question or comment to the
1913 mailing list.
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