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This document may be copied and furnished to others, and derivative works that comment on, or
otherwise explain it or assist in its implementation may be prepared, copied, published and distributed, in
whole or in part, without restriction of any kind, provided that the above copyright notice, this paragraph
and the title of the Document as referenced below are included on all such copies and derivative works.
However, this document itself may not be modified in any way, such as by removing the copyright notice
or references to the IEEE-ISTO and the Printer Working Group, a program of the IEEE-ISTO.

Title: Cloud Printing Requirements and Model

The IEEE-ISTO and the Printer Working Group DISCLAIM ANY AND ALL WARRANTIES, WHETHER
EXPRESS OR IMPLIED INCLUDING (WITHOUT LIMITATION) ANY IMPLIED WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

The Printer Working Group, a program of the IEEE-ISTO, reserves the right to make changes to the
document without further notice. The document may be updated, replaced or made obsolete by other
documents at any time.

The IEEE-ISTO takes no position regarding the validity or scope of any intellectual property or other
rights that might be claimed to pertain to the implementation or use of the technology described in this
document or the extent to which any license under such rights might or might not be available; neither
does it represent that it has made any effort to identify any such rights.

The IEEE-ISTO invites any interested party to bring to its attention any copyrights, patents, or patent
applications, or other proprietary rights which may cover technology that may be required to implement
the contents of this document. The IEEE-ISTO and its programs shall not be responsible for identifying
patents for which a license may be required by a document and/or IEEE-ISTO Industry Group Standard
or for conducting inquiries into the legal validity or scope of those patents that are brought to its attention.
Inquiries may be submitted to the IEEE-ISTO by e-mail at: ieee-isto@ieee.org.
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The Printer Working Group acknowledges that the IEEE-ISTO (acting itself or through its designees) is,
and shall at all times, be the sole entity that may authorize the use of certification marks, trademarks, or
other special designations to indicate compliance with these materials.

Use of this document is wholly voluntary. The existence of this document does not imply that there are
no other ways to produce, test, measure, purchase, market, or provide other goods and services related
to its scope.
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About the IEEE-ISTO

The IEEE-ISTO is a not-for-profit corporation offering industry groups an innovative and flexible
operational forum and support services. The IEEE-ISTO provides a forum not only to develop standards,
but also to facilitate activities that support the implementation and acceptance of standards in the
marketplace. The organization is affiliated with the IEEE (http://www.ieee.org/) and the IEEE Standards
Association (http://standards.ieee.orqg/).

For additional information regarding the IEEE-ISTO and its industry programs visit:

http://www.ieee-isto.org

About the IEEE-ISTO PWG

The Printer Working Group (or PWG) is a Program of the IEEE Industry Standards and Technology
Organization (ISTO) with member organizations including printer manufacturers, print server developers,
operating system providers, network operating systems providers, network connectivity vendors, and
print management application developers. The group is chartered to make printers and the applications
and operating systems supporting them work together better. All references to the PWG in this document
implicitly mean “The Printer Working Group, a Program of the IEEE ISTO.” In order to meet this
objective, the PWG will document the results of their work as open standards that define print related
protocols, interfaces, procedures and conventions. Printer manufacturers and vendors of printer related
software will benefit from the interoperability provided by voluntary conformance to these standards.

In general, a PWG standard is a specification that is stable, well understood, and is technically
competent, has multiple, independent and interoperable implementations with substantial operational
experience, and enjoys significant public support.
For additional information regarding the Printer Working Group visit:

http://www.pwg.org

Contact information:

The Printer Working Group
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c/o The IEEE Industry Standards and Technology Organization
445 Hoes Lane

Piscataway, NJ 08854

USA
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About the Cloud Imaging Work Group

Cloud-based applications and solutions are increasingly common, and Cloud-based printing, scanning,
and facsimile (collectively called "Cloud Imaging") are emerging in several different forms. Adopting
standard protocols and schemas now will help interoperability, speed adoption, and address privacy,
security, and legal issues involved in Cloud Imaging.

For additional information regarding Cloud Imaging visit:
http://www.pwg.org/Cloud/

Implementers of this specification are encouraged to join the Cloud Imaging mailing list in order to
participate in any discussions of the specification. Suggested additions, changes, or clarification to this
specification, should be sent to the Cloud Mailing list for consideration.
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125 1. Introduction

126 This specification introduces a set of requirements and model for Cloud printing from a variety of clients
127 and operating systems with secure traversal of firewalls to any compliant system or output device.

128 Legacy solutions are based on the sender and printer residing on the same network or being directly
129 connected. However, in Cloud computing, clients and printers are frequently on different networks and
130 legacy solutions are no longer functional.
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131 2. Terminology

132 2.1 Conformance Terminology

133 Capitalized terms, such as MUST, MUST NOT, RECOMMENDED, REQUIRED, SHOULD, SHOULD
134 NOT, MAY, and OPTIONAL, have special meaning relating to conformance as defined in IETF Key

135 words for use in RFCs to Indicate Requirement Levels [RFC 2119] The term CONDITIONALLY

136 REQUIRED is additionally defined for a conformance requirement that applies to a particular capability or
137 feature.

138 2.2 Printing and Cloud Terminology

139 Cloud Printing, as defined in this specification, is consistent with the model implicit in PWG MFD Model
140 and Common Semantics v1.0 [PWG 5108.01], except that Cloud Printing places a set of Cloud-based
141 components between the Client and the Print Service Device. Normative definitions and semantics of
142 printing terms used in this specification are derived from [PWG 5108.01], with most of the terms in the
143 more general model being implicitly prefaced by “Cloud”. These Cloud Printing specific components and
144 processes are described in detail in Section 4 of this specification. The definitions of Cloud Printing

145 specific terms below are summary statements provided for reference convenience and are in no way
146 supplant the detailed definitions provided in Section 4.

147 Association: Association — unspecified method by which the cloud service becomes aware of which
148 printers the client can send print jobs, request status, and limitations on print jobs to include access to
149 features or specific capabilities by providing User Credentials.

150 Client-side and Printer-side: Cloud Printing is distinguished by inserting a set of elements in the Cloud
151 environment between the Job Originator and the Printer. The path between the Job Originator and the
152 Cloud is referred to as the “Client-side”. The path between the Cloud and the Printer is referred to as the
153 “Printer-side”. The distinction is made because, in many cases, details of Client-side interaction can be
154 considered independently from Printer-side interactions.

155 Cloud Printing: an arrangement that uses Cloud-based components to allow a User to locate a Print
156 Service appropriate to the User's needs and access rights, to submit a Print Job Request intended for
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157 eventual processing by that Print Service, and to query that status of the request and the resulting Print
158 Job.

159 Cloud Print Client (Client): the software component that implements the interface between the User
160 and the Cloud-based Cloud Printing components. Specifically, the Client implements the interface

161 between the User and the Cloud service to create an Association and to enumerate available Cloud Print
162 Services; and the Client implements the interface between the User and the selected Cloud Print Service
163 to submit a Print Job and to query Job and Printer Status.

164 Cloud Print Manager: the software component that implements the interface between the Print Service
165 Device(Printer) and a cloud-based environment called the Cloud Service, for registration of the Printer;
166 and that implements the interface between the Printer and one or more cloud-based components called
167 Cloud Print Service(s) for Job retrieval, Job Management and Job Status notifications.

168 Cloud Print Service: a cloud-based software component that implements the Service supporting Client
169 submission of Job requests and Client Job Status queries. A Cloud Print Service communicates with one
170 and only one Cloud Print Manager and is created when a Print Service within the Printer managed by the
171 Cloud Print Manager is registered with the Cloud Service. The Cloud Print Service acts to the Cloud Print
172 Client as the Cloud Based proxy for the actual Print Service.

173 Device: An abstract object representing a hardware component that implements one or more Imaging
174 Services [PWG 5108.01],.

175 Job Originator: The User that submits the initial request to create the Job [PWG 5108.01].

176 Printer: A Device implementing Print Services; a Print Service Device

177 Registration: unspecified process by which a Cloud Printer Manager makes itself known to the Cloud
178 Service. This prompts the creation of a Cloud-based Cloud Print Service corresponding to a Print Service
179 in the Device managed by the Cloud Print Manager.

180 User: As defined in the MFD Model and Semantics Standard [PWG 5108.01], Users include the

181 Administrators, Job Owners, Operators, members of the Job Owner's group and other authenticated

182 entities.
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183
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184 3. Requirements

185 3.1 Rationale for Cloud Print Model and Requirements

186 Cloud-based applications and solutions are increasingly common, and Cloud-based printing, scanning,
187 and facsimile (collectively called "Cloud Imaging") are emerging in several different forms. Adopting

188 standard protocols and schemas now will help interoperability, speed adoption, and address privacy,
189 security, and legal issues involved in Cloud Imaging.

190 Cloud printing has many potential implementation methods to comply with the need for security, and that
191 the components can be located or contained within different locations.

192 The cloud can be a private cloud, a public cloud, or some hybrid federation of the two. The actual print
193 device may be located at the users location, part of the service provider, at a remote user’s location, or
194 remotely as a pay to print destination.

195 3.2 Consideration of Print Use Cases

196 Each of the Cloud Printing use cases in this section require establishing a connection to a Cloud-based
197 entity (typically involving authentication and authorization of the prospective Job Originator), although it is
198 possible that this connection may not have been made specifically for printing. The printing process

199 follows the network printing process, and the use cases for network printing apply.

200 3.3 Cloud Print Functional Requirements

201 For these requirements the following scenario applies. This sets a scenario where a transversal is

202 required between the user and the cloud service, and between the printer and the cloud service. User is
203 not part of the cloud service domain and is not directly connected to the printer domain and the Printer is
204 not part of the cloud service domain. This section describes the functional requirements for any Cloud
205 Print end-to-end solution.
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206 1. User to be able to connect to the Cloud Service from a variety of devices, operating systems, and
207 applications.

208 2. User to provide acceptable credentials to the Cloud Service

209 3. User to be able to select the print destination.

210 4. User to be able to submit a Print Job including a document (direct or by reference) and the print job
211 attributes.

212 5. Cloud Service to return a response that indicates the Print Job submission is acceptable or rejected.
213 6. Cloud Service to return a status of printing completed, or the print job failed.

214 7. Printer to be registered with the Cloud Service by the Printer owner, including the user rights

215 associated with the printer. User rights include paid printing, and other printer capabilities that may be
216 restricted to certain users.

217 8. Printer to provide to the Cloud Service it's attributes, including supported document formats, paper
218 sizes and types, finishing options, and operational status.

219 9. Printer to initiate all communications with the Cloud Service.

220 10. When the Cloud Service has a job available for printing, the printer to return acceptance or rejection
221 of the job.

222 11. Printer to return operational status when requested

223 12. At end of printing, Printer to return a completion status

224 13. If unable to complete job, or job is canceled, Printer to return status indicating such activity occurred.
225 14. All communications between the Client and the Cloud Service, and between the printer and the
226 cloud, to be made via a secure connection ensuring data integrity and confidentiality.
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15. Support and describe a Job ticket and Document Data retention policy, e.g.,

job document data is discarded immediately after processing, discarded after 1 day, saved indefinitely,

etc.

16. All interactions between the Printer and the Cloud Service to be logged following the common log
format.

3.4 Out of scope

From the Charter of the Cloud Imaging working group [ ] and the recognition that Cloud Printing may use
different paths and elements within the cloud that are not within the province of the Printer Working
Group, the detailed definition of the following elements and aspects of Cloud Printing is out of scope for
this specification, although the general functions performed by these things in Cloud Printing may be
identified in the Model discussion.

1.
2.

© N O N

Defining Cloud federation interfaces and associated protocols and technologies.

Defining the interface between the physical Printer Device and the component that provides the interface between the Printer and
the Cloud (later called the Cloud Print Manager); this component may be part of the Printer device in which case it is an “internal”
interface; or it may be external, possibly serving multiple physical Printers, in which case it is assumed to use already standardized
Printer interfaces.

Defining new protocols for authentication, authorization, and access control (AAA), enumeration, transport, notification, or device
management.

Defining new document file formats.

Defining new abstract job tickets.

Defining specific interfaces within the Cloud Environment established to support Cloud Printing (later termed the Cloud service).
Defining the interface by which Printers are registered with the Cloud.

Defining the interface by which Users, including potential Job Originators are associated with the Cloud.

Defining the interface between the User and the local component that provides the User’s interface with the cloud (the User Client),
this being part of an application (or operating system) than can be assumed to be proprietary.

3.5 Design Requirements

The design requirements can be divided into Client-side interactions between the User and the Cloud
and “Printer-side” interactions between the Printer and the Cloud. Considering the Out-of-Scope items,
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256 the design requirements are limited to defining or referencing an existing definition of the User Client to
257 Cloud interface on the Client-side, and the Cloud Print Service to Cloud Print Manager interface on the
258 Printer-side. These definitions will, however, assume or impose some characteristics of the otherwise
259 out-of-scope components.

260 3.5.1 Client-side Design Requirements

261 The User, operating though a Client, must establish a connection with the Cloud elements supporting the
262 functions necessary for Cloud Printing. The authentication and authorization of the User, and the

263 methods by which the printers that he can use are located are out of scope. However, the following are in
264 scope and must be addressed by this specification:

265 3.5.1.1 Selecting a Printer

266 The cloud can determine, on the basis of User Association and Printer Registration, what printers can be
267 used by the User. The User will select a printer from a group of printers, possibly indirectly on the basis
268 of his requirements, or possible directly by reviewing the requested printer capabilities.

269 Req 1. The User, operating though the Client, must be able to communicate to the Cloud the

270 attributes needed of the printer, and the Cloud must be able to provide a list of printers that can be
271 used by the User that include the required attribute values. From the scenarios, attributes include but
272 are not limited to the applicable items in the Standard set of printing capabilities (e.g., Table 8 in

273 IPP/2.0 [PWG5100.12]), and those identified in Section 5.6 of JPS3 [PWG 5100.13].

274

275 Req 2: The User, operating through the Client, must be able obtain the values of specific

276 configuration, capabilities and/or status items of an identified printer. The values that may be queried
277 include but are not limited to the applicable attributes in the Standard set of printing capabilities (e.g.,
278 Table 8 in IPP/2.0 [PWG5100.12]), and those identified in Section 5.6 of JPS3 [PWG 5100.13]. This
279 requirement especially includes access to printer status element values
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3.5.1.2 Submitting a Job Request
3.5.1.3 Specifying Handling of the Printed Documents

Specifying to whom, when and where the printed job is to be made available.

3.5.1.4 Determining Job Request Status and Job Status

As part of the job request submission process, and possibly as an aspect of Printer selection, a Job
Originator will want to check on the progress of his request.

Req 3: User, operating through the Client, must be able to determine the status of a submitted Job
Request, and if that request has been accepted by a printer, the status of the resulting Job.

Users with appropriate rights are able to check on their Print Requests and the associated status.

Req 4: Users with proper authorization must also be able to determine what Jobs and Print Requests
exist within the printer or service they are authorized to access, and the state of these Print Requests
and jobs.

3.5.2 Printer-side Requirements

Although the registration of the printer with the Cloud Service, including communication of printer
capabilities and possibly User access restrictions, is out of scope, the communication of status and
possibly changes in capabilities is not.

3.5.2.1 Communication Printer Status and Configuration Changes
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3.5.2.2 Communicating Job Status

3.5.2.3 Handling a Job Request

3.5.2.4 Handling of Printed Document

(Accepting Specification Of How A Job Is To Be Delivered)
3.5.2.5 Access of a Referenced Document

Optional capability for printers capable of print-by-reference.

3.5.3 Transforms

3.5.4 Notification events
TBD

3.5.5 Privacy and security policies
TBD

3.5.6 Logging
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316 4. Cloud Print Model

317 4.1 Cloud Print Model Overview

318 An overall representation of printing in a cloud environment is shown in Figure 1. In a cloud environment,
319 an individual Client may not be aware of the components and services needed to enable printing to a
320 device that may be located at an external location, including appropriate tracking, security, and

321 transforms required to produce and deliver the requested output—Fhe-components-are-each-desecribed
322 belew. The operationsinteractions-between-compenents are described in the set of sequence diagrams
323 in Section 4.2.

324 On the Printer-side, the printer is reqgistered with the Cloud service, this process provides the Cloud

325 Service with the details about the Printer. The Cloud Service then creates a Cloud Print Service which
326 will respond to requests initiated from the Cloud Print Manager. On the Client-side, the user connects to
327 the Cloud Service and is provided an enumerated list of available devices. The User can select a Printer
328 represented by the Cloud Print Service by location, or by any desirable attribute(s). The user submits a
329 job to the selected Cloud Print Service. The Cloud Print Service may perform a Transform or other

330 maodification to the Print Job prior to placing the Print Job in a list of available Jobs. The Cloud Print

331 Manager initiates the communication with the Cloud Print Service and requests a list of Print Jobs. The
332 Cloud Print Manager retrieves the Print Job and processes the Print Job. During and after completion of
333 the Print Job, The Cloud Print Manager sends the status information to the Cloud Print Service. The
334 User can determine current status of the Print Job from the Cloud Print Service.

335

336

337

338

339

340
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| Legend
| Continuous lines with arrow - defined interfaces in specifications

| Dashed lines - out of scope for this model

| Notes
| Printer registration — Activity by which the cloud service becomes aware of the printer, including location, capabilities, and

features
Association — Activity by which the cloud service determines which printers the client can initiate print jobs, request status, and

I any limitations on print jobs to include access to features or specific capabilites.
| Enumeration — A Process that delivers to the client a list of printers available to the client.
| Print Job/status — Process by which client initiates a print job and receives status on the print job.
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359  Figure 1 Cloud Printing functional Model

360 4.2 Sequence Diagrams
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4.2.1 Print Process with printing completed.
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Figure 2 Print process sequence diagram
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4.2.2 Print Processing showing exception handling

Cloud Print Service

Cloud Print Manager

‘ Printer ‘

Print
initiated

Interim Statu

User updated Witﬁet]obElements %‘
status !

‘ Client ‘ Client-side Printer-side
User initiates print | | |
I I I
request ! ! !
Printlob Y |
| | |
I I
i i i
I I )
I I ~
I I I
I I I
I I
i i i
I I 1,
I I ~
I I I
I I I
| | ==
User requests ! ! !
status GetJobElements :ﬁ: i
I I I
I I I
I I I
i i i
I I I
I I =
User requests ! ! !
status, gets GetJobElements | i !
error status | | <
| | |
User cancels job Operation?? _ s |
[
i i !
I I I
i i i
I I I
| | (==
i i i
I I I
I I I
I I =
I I I
i i i
I
I I I
I I
I I
I I

Figure 3 Print Processing, Exception Handling
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4.2.3 Print Processing showing configuration/capability updates

Figure 4 Print Processing, Configuration update
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4.3 Cloud Print Objects

TBD

4.4 Cloud Print Operations

TBD

4.5 Cloud Registration Objects
TBD

4.6 Cloud Print Service
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5.

9.

Conformance Requirements

Provide a list of conformance requirements for the document.

. Internationalization Considerations

For interoperability and basic support for multiple languages, conforming implementations MUST support
the UTF-8 [RFC3629] encoding of Unicode [UNICODE] [ISO10646] and the Unicode Format for 1258
Network Interchange [RFC5198].

. Security Considerations

Cloud printing -requires printer and print job status, job ticket and print data to transverse a firewall. All
communications with the Cloud Service will be initiated by the Cloud Print Manager.

Reference document to follow????

. IANA Considerations

There are no requirements for IANA registration for this specification.
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11.311.4 Interim revision — October 2, 1012

Incorporated changes from the virtual f-f meeting, corrected cut and paste error that dropped Out of
scope (3.4) and design requirements (3.5). Revised remainder according to meeting minutes.

11.411.5 Interim revision — October 1, 2012

Major changes — Updated definitions to remove cloud print provider, replacing that item with cloud
service. Revised cloud print functional requirements per multiple meetings. Updated drawings to reflect
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11.511.6 Interim revision:July 23, 2012

Major changes - Implemented changes to scope to remove requirements relating to client association
and printer registration.Revised sequence drawings and cloud model drawing.
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Added Figurel
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Incorporated corrections from meeting minutes of ftp:/ftp.pwg.org/pub/pwa/cloud/minutes/cloud-f2f-
minutes-20120319.pdf

11.911.10 Initial Revision: March 19, 2012

| Page 28 of 28 Copyright © 20132 The Printer Working Group. All rights reserved.


ftp://ftp.pwg.org/pub/pwg/cloud/minutes/cloud-f2f-minutes-20120319.pdf
ftp://ftp.pwg.org/pub/pwg/cloud/minutes/cloud-f2f-minutes-20120319.pdf

