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Journey with ISO SC 27 WG 3

2017

54th SC 27 WG 3 
and Comment 
Resolution 
meeting, 
2017.04.18 -
2017.04.22, 
Hamilton

2017

55th SC 27 WG 3 
and Comment 
Resolution 
meeting, 
2017.10.30 -
2017.11.03, 
Berlin

2018

56th SC 27 WG 3 
and Comment 
Resolution 
meeting, 
2018.04.16 -
2018.04.20, 
Wuhan

2018

57th SC 27 WG 3 
and Comment 
Resolution 
meeting, 
2018.09.30 -
2018.10.04, 
Gjovik

2019

58th SC 27 WG 3 
and Comment 
Resolution 
meeting, 
2019.04.01 -
2019.04.05, 
TelAviv

2019

59th SC 27 WG 3 
and Comment 
Resolution 
meeting, 
2019.10.14 -
2019.10.18,  
Paris

2020

60th SC 27 WG 3 
and Comment 
Resolution 
meeting, 
2020.04.20 -
2020.04.24,  
St.Petersberg 
Virtual (via 
Zoom)

2020

61st SC 27 WG 3 
and Comment 
Resolution 
meeting , 
2020.09.12 -
2020.09.16,  
Warsaw Virtual 
(via Zoom)

2021

62nd SC 27 WG 3 
meeting , 
2021.04.12 -
2021.04.15, 
Virtual (via 
Zoom)

2021

63rd SC 27 WG 3 
meeting , 
2021.10.25 -
2021.10.28, 
Virtual (via 
Zoom)



Topics

• History of the standards

• What are the standards?

• What is new in the ISO 4th edition?

• Recent Progress

• [WG3 N2075] Liaison Statement from WG3 to CCUF

• [WG3 N2087] ISO/IEC JTC 1/SC 27/WG 3 
Recommendations 62nd Meeting, Virtual (via Zoom) 
April 12th – 15th, 2021

• [WG 3 N2083] ToR for PWI Roadmap for the 
maintenance of ISO/IEC 15408 and ISO/IEC 18045 

• CCUF ISO Standards project



History of Criteria for IT Security

ISO/IEC 15408 
& 18045 

1st Ed.

ISO/IEC 15408 
& 18045 
2nd Ed.

ISO/IEC 15408 
& 18045 
3rd Ed.

V1 1998 V2 1999 V3 2006

ISO/IEC 15408 
& 18045 
4th Ed.
(2021)

ISO IPRs

process-focused

Technical input-focused

different strengths

“Common Criteria” under CCRA

different nations

Various Security Evaluation & 
Testing Standards CCUF & CCDB → ISO/IEC SC 27



https://www.commoncriteriaportal.org/cc/



https://www.commoncriteriaportal.org/files/ccfiles/CCPART1V3.1R5.pdf

ISO IPRs



What are these Standards?

• A framework (ISO/IEC 15408 Part 1) that explains how to generate 
specifications that can be evaluated by Labs under scheme policies

• Protection Profiles (PP)  (product-type specification of 
requirements)

• Security Targets (ST) (product-level specification of 
requirements)

• Catalogues of security requirements

• Functional security requirements (Part 2)

• Assurance security requirements (Part 3)

• How to evaluate a Security Target or PP

• Core methodology for evaluation (ISO/IEC 18045)

• Specifying methodologies for specific product-type evaluations





What is new in the ISO 4th Edition? (1/2)

• Input from stakeholders for the 21st Century
• Terms and definitions consolidated, reviewed and revised

• Security evaluation approaches allowing both:
• Specification-based : Exact Conformance added

• Attack-based : “Traditional EAL approach”

• Addition of modularity and composition techniques to the model

• Enhanced specification for packages

• Updated Security Policy definition

• Updated to include state-of-the art for the highest levels of evaluation (EAL 6 
and EAL 7) 

4th Ed transition Guidance describing the changes more fully is in ISO/IEC 22216



What is new in the ISO 4th Edition? (2/2)

• The general model has been significantly revised (Part 1)

• New & changed security functional requirements (Part 2)

• Updated security assurance requirements (Part 3)

• Adds support in developing evaluation methodologies for specific 
technologies/product types (New part 4)

• All pre-defined packages of assurance packages moved to a (new) part 5
• For example this is where the evaluation assurance level (EALs) are now found

• (To facilitate use by scheme/MRA policies)

• Updated the common evaluation methodology (ISO/IEC 18045 aka “CEM”)

4th Ed transition Guidance describing the changes more fully is in ISO/IEC 22216



Progress with the 4th Edition

• Draft International Standard (DIS) 
ballots completed
• 27 nations approved. 5 nations had 

mostly editorial comments

• The Final Draft International 
Standard (FDIS) stage where nations
indicate their Final Approval before 
publishing was initiated and 
approved by SC 27.

• The standards are expected be 
published before the end of 2021(?).

Began 2017

Working Drafts (2) 2017

Committee Drafts (3) 2018-2019

Draft International Standard 2020 Spring

Final Draft International Standard 2021 Spring

Publish 2021 (?)



https://ccusersforum.onlyoffice.com/Products/Projects/TMDocs.aspx?prjID=534176#2402615
>> ISO-IECJTC1-SC27-WG3_N2075_LS_to_CCUF.zip
>> ISO-IECJTC1-SC27-
WG3_N2087_ISOIEC_JTC_1SC_27WG_3_Recommendations_62nd_Meeting_Virtual_via_Zoom_
April_12th__15th_2021.pdf





>> ISO-IECJTC1-SC27-WG3_N2075_LS_to_CCUF.zip
>> WG3_LIAISON_STATEMENT_TO_CCUF_Virtual_April_2021_final.pdf

https://ccusersforum.onlyoffice.com/Products/Projects/TMDocs.aspx?prjID=534176#2402615



>> ISO-IECJTC1-SC27-WG3_N2075_LS_to_CCUF.zip
>> WG3_LIAISON_STATEMENT_TO_CCUF_Virtual_April_2021_final.pdf

https://ccusersforum.onlyoffice.com/Products/Projects/TMDocs.aspx?prjID=534176#2402615



https://ccusersforum.onlyoffice.com/Products/Projects/TMDocs.aspx?prjID=534176#2402615
>> ISO-IECJTC1-SC27-WG3_N2075_LS_to_CCUF/ISO-IECJTC1-SC27-
WG3_N2083_ToR_for_PWI_Roadmap_for_the_maintenance_of_ISOIEC_15408_and_ISOIEC_18045.pdf

https://ccusersforum.onlyoffice.com/Products/Projects/TMDocs.aspx?prjID=534176#2402615


The Proposal

• The group of experts proposes to identify and 
study the various issues raised and assess the 
feasibility and level of effort involved in 
addressing these. 

• A roadmap (in the form of a technical report) 
would be the key output from the study. 



Motivation

• During the recent revision of ISO/IEC 15408 and ISO/IEC 
18045 the editors identified a number of aspects that 
could benefit from further consideration. 
• Simplification
• Streamlining
• Clarification

• A discussion with experts, of these and other items, 
was held during the WG3 meeting on 12 April 2021 and 
several topics were noted as to be addressed (in the 
priority order proposed by the editors):

https://ccusersforum.onlyoffice.com/Products/Projects/TMDocs.aspx?prjID=534176#2402615
>> ISO-IECJTC1-SC27-WG3_N2075_LS_to_CCUF/ISO-IECJTC1-SC27-
WG3_N2083_ToR_for_PWI_Roadmap_for_the_maintenance_of_ISOIEC_15408_and_ISOIEC_18045.pdf

https://ccusersforum.onlyoffice.com/Products/Projects/TMDocs.aspx?prjID=534176#2402615


• 1. Simplification: Improve the comprehension and the use of the standard: 
• a. The repetitive/duplicative nature of the documents makes it very hard to maintain their consistency 

when updating (especially when using a word processor for editing rather than a more structured 
document production system), 

• b. improvements to the readability and usability of the standard could be made by simplifying concepts 
and explanations without reducing its value, or making fundamental changes. 

• 2. Streamlining: The documents could also be streamlined so that they are more readily 
applied by specification–based as well as attack–based approaches to evaluations (as 
described in ISO/IEC TR 22216) supporting both types of use without undesired side 
effects.

• 3. Clarification: Clearer presentation of requirements separating them from parts of text 
containing guidelines, explanations and examples, specifically for Part 1. Additionally, 
work on a unified terminology for all parts, possibly creating a separate part following the 
advice from ISO Editors, and using results from the Study Period that took place in 2019 
on Concepts and Terminology in support to ISO/IEC 15408/18045. 

https://ccusersforum.onlyoffice.com/Products/Projects/TMDocs.aspx?prjID=534176#2402615
>> ISO-IECJTC1-SC27-WG3_N2075_LS_to_CCUF/ISO-IECJTC1-SC27-
WG3_N2083_ToR_for_PWI_Roadmap_for_the_maintenance_of_ISOIEC_15408_and_ISOIEC_18045.pdf

https://ccusersforum.onlyoffice.com/Products/Projects/TMDocs.aspx?prjID=534176#2402615


• 4. Some changes proposed during the initial study period were found to be 
impractical to implement in the time available and were deferred for later 
consideration, 

• 5. There are already other SC27 standards making use/proposing the use of at 
least some parts of ISO/IEC 15408 and ISO/IEC 18045 - e.g. ongoing work on 
cloud services, QKD, patch management, verification of cryptographic protocols, 
etc. - consideration should be given as to how best to take account of those, 
whether that be through adding further requirements/activities to the 
standards, or by providing a framework that adapts to the differing needs via 
supporting documents (placing these, which have been used for many years by 
the smartcard community for example, on a more formal footing).

https://ccusersforum.onlyoffice.com/Products/Projects/TMDocs.aspx?prjID=534176#2402615
>> ISO-IECJTC1-SC27-WG3_N2075_LS_to_CCUF/ISO-IECJTC1-SC27-
WG3_N2083_ToR_for_PWI_Roadmap_for_the_maintenance_of_ISOIEC_15408_and_ISOIEC_18045.pdf

https://ccusersforum.onlyoffice.com/Products/Projects/TMDocs.aspx?prjID=534176#2402615


Call for contributions



Terms of Reference/process

• The ‘rapporteurs’ group will analyse the contributions, including 
those made previously, together with the simplification, streamlining, 
and clarification items seen as essential foundations by the editors, 
and assess the likely effort involved in each. 

• This will result in a draft roadmap for discussion within WG3 (possibly 
including further consultation with CCDB/CCUF etc.) which would be 
published as a technical report. 

• The report would be updated appropriately as the ecosystem of users 
gains practical experience in using the new revisions of ISO/IEC 15408 
and ISO/IEC 18045, and as the use of the standards by the security 
evaluation community evolves.



Thank you! 
Kwangwoo Lee 

CCUF & SC 27 WG 3 Liaison officer

kwangwoo.lee@hp.com

kwsec.lee@gmail.com

To join this project, please send a request to Kwangwoo Lee or mgmt@ccusersforum.org

mailto:kwangwoo.lee@hp.com
mailto:kwsec.lee@gmail.com


About

• Most part of this presentation was made on behalf of the whole 
editing team working under ISO/IEC JTC 1/SC 27/WG 3

• In editor roles we do not represent our sponsor organizations, or 
national bodies

• Thanks are due to the many experts who have significantly 
contributed to the development of the standards

• In addition the editors of ISO/IEC 15408 and ISO/IEC 18405 deserve 
thanks for the great many hours of their lives dedicated to making 
these standards evolve


