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,17(51(7B'5$)7 3ULQWHU :RUNLQJ *URXS
�GUDIW�LHWI�LSS�VHFXULW\����W[W!

0DUFK ��� ���� ([SLUHV 6HSWHPEHU ��� ����

,QWHUQHW 3ULQWLQJ 3URWRFRO����� 6HFXULW\

6WDWXV RI WKLV PHPR

7KLV GRFXPHQW LV DQ ,QWHUQHW�'UDIW� ,QWHUQHW�'UDIWV DUH ZRUNLQJ
GRFXPHQWV RI WKH ,QWHUQHW (QJLQHHULQJ 7DVN )RUFH �,(7)�� LWV DUHDV� DQG LWV
ZRUNLQJ JURXSV� 1RWH WKDW RWKHU JURXSV PD\ DOVR GLVWULEXWH ZRUNLQJ GRFXPHQWV
DV ,QWHUQHW�'UDIWV� ,QWHUQHW�'UDIWV DUH GUDIW
GRFXPHQWV YDOLG IRU D PD[LPXP RI VL[ PRQWKV DQG PD\ EH XSGDWHG�
UHSODFHG� RU REVROHWHG E\ RWKHU GRFXPHQWV DW DQ\ WLPH� ,W LV
LQDSSURSULDWH WR XVH ,QWHUQHW�'UDIWV DV UHIHUHQFH PDWHULDO RU
WR FLWH WKHP RWKHU WKDQ DV �ZRUN LQ SURJUHVV��

7R OHDUQ WKH FXUUHQW VWDWXV RI DQ\ ,QWHUQHW�'UDIW� SOHDVH FKHFN
WKH ��LG�DEVWUDFWV�W[W� OLVWLQJ FRQWDLQHG LQ WKH ,QWHUQHW�'UDIWV
6KDGRZ 'LUHFWRULHV RQ IWS�LV�FR�]D �$IULFD�� QLF�QRUGX�QHW �(XURSH��
PXQQDUL�R]�DX �3DFLILF 5LP�� GV�LQWHUQLF�QHW �86 (DVW &RDVW�� RU
IWS�LVL�HGX �86 :HVW &RDVW��

$EVWUDFW

7KLV GRFXPHQW LV RQH RI D VHW RI GRFXPHQWV ZKLFK WRJHWKHU GHVFULEH
DOO DVSHFWV RI D QHZ ,QWHUQHW 3ULQWLQJ 3URWRFRO �,33�� ,33 LV DQ
DSSOLFDWLRQ OHYHO SURWRFRO WKDW FDQ EH XVHG IRU GLVWULEXWHG
SULQWLQJ RQ WKH ,QWHUQHW� 7KH SURWRFRO LV KHDYLO\ LQIOXHQFHG E\
WKH SULQWLQJ PRGHO LQWURGXFHG LQ WKH 'RFXPHQW 3ULQWLQJ $SSOLFDWLRQ
�,62�,(& ����� '3$� VWDQGDUG� ZKLFK GHVFULEHV D GLVWULEXWHG SULQWLQJ
VHUYLFH� 7KH IXOO VHW RI ,33 GRFXPHQWV LQFOXGHV�

,QWHUQHW 3ULQWLQJ 3URWRFRO����� 5HTXLUHPHQWV
,QWHUQHW 3ULQWLQJ 3URWRFRO����� 0RGHO DQG 6HPDQWLFV
,QWHUQHW 3ULQWLQJ 3URWRFRO����� 6HFXULW\
,QWHUQHW 3ULQWLQJ 3URWRFRO����� 3URWRFRO 6SHFLILFDWLRQ
,QWHUQHW 3ULQWLQJ 3URWRFRO����� 'LUHFWRU\ 6FKHPD

7KLV GRFXPHQW GHDOV ZLWK WKH VHFXULW\ FRQVLGHUDWLRQV IRU ,33�

7DEOH RI &RQWHQWV

��� ,QWURGXFWLRQ

��� ,QWHUQHW 3ULQWLQJ (QYLURQPHQWV
��� &OLHQW� FRQWHQW DQG SULQWHU LQ WKH VDPH VHFXULW\ GRPDLQ
��� &OLHQW DQG SULQWHU LQ RQH VHFXULW\ GRPDLQ� FRQWHQW LQ DQRWKHU
��� &OLHQW DQG FRQWHQW LQ RQH VHFXULW\ GRPDLQ� SULQWHU LQ DQRWKHU
��� 3ULQWHU DQG FRQWHQW LQ RQH VHFXULW\ GRPDLQ� FOLHQW LQ DQRWKHU

3:* GUDIW�LHWI�LSS�VHFXULW\�W[W >�@
([SLUHV 6HSWHPEHU ��� ����
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��� 3ULQWHU� FRQWHQW DQG FOLHQW DOO LQ GLIIHUHQW VHFXULW\ GRPDLQV
��� 6HFXULW\ 6HUYLFHV

��� %DVLF FRQFHSWV
��� 0LVFHOODQHRXV

��� ,33 6HFXULW\ WKUHDWV DQG PHWKRGV RI DWWDFN
��� 7KUHDWV
��� 0HWKRGV RI DWWDFN
��� 4XDOLW\ RI VHUYLFH

��� $WWDFNV YV� VHFXULW\ VHUYLFHV
��� 4XDOLW\ RI VHUYLFH YV� VHFXULW\ VHUYLFHV
��� 5HTXLUHG VHFXULW\ VHUYLFHV SURYLGHG E\ FXUUHQW VHFXULW\ PHWKRGV
��� )XUWKHU UHIHUHQFHV�
��� $XWKRU
V $GGUHVV
���� 2WKHU &RQWULEXWRUV

��� ,QWURGXFWLRQ

,W LV UHTXLUHG WKDW WKH ,QWHUQHW 3ULQWLQJ 3URWRFRO EH DEOH WR RSHUDWH
ZLWKLQ D VHFXUH HQYLURQPHQW� :KHUHYHU SRVVLEOH� ,33 RXJKW WR PDNH XVH
RI H[LVWLQJ VHFXULW\ SURWRFROV DQG VHUYLFHV� ,33 ZLOO QRW LQYHQW QHZ
VHFXULW\ IHDWXUHV ZKHQ WKH UHTXLUHPHQWV GHVFULEHG LQ WKLV GRFXPHQW FDQ
EH PHW E\ H[LVWLQJ SURWRFROV DQG VHUYLFHV� ([DPSOHV RI VXFK VHUYLFHV
LQFOXGH 6HFXUH 6RFNHWV �66/�� 'LJHVW $FFHVV $XWKHQWLFDWLRQ LQ +773�
DQG WKH &RQWHQW 0'�� +HDGHU )LHOG LQ 0,0(�

,W LV GLIILFXOW WR DQWLFLSDWH WKH VHFXULW\ ULVNV WKDW PLJKW H[LVW LQ
DQ\ JLYHQ ,33 HQYLURQPHQW� )RU H[DPSOH� LI ,33 LV XVHG ZLWKLQ D JLYHQ
FRUSRUDWLRQ RYHU D SULYDWH QHWZRUN� WKH ULVNV RI H[SRVLQJ SULQW GDWD
PD\ EH ORZ HQRXJK WKDW WKH FRUSRUDWLRQ ZLOO FKRRVH WR QRW XVH
HQFU\SWLRQ RQ WKDW GDWD� +RZHYHU� LI WKH FRQQHFWLRQ EHWZHHQ WKH
FOLHQW DQG WKH 3ULQWHU LV RYHU D SXEOLF QHWZRUN� WKH FOLHQW PD\ ZLVK
WR SURWHFW WKH FRQWHQW RI WKH LQIRUPDWLRQ GXULQJ WUDQVPLVVLRQ WKURXJK
WKH QHWZRUN ZLWK HQFU\SWLRQ�

)XUWKHUPRUH� WKH YDOXH RI WKH LQIRUPDWLRQ EHLQJ SULQWHG PD\ YDU\ IURP
RQH XVH RI WKH SURWRFRO WR WKH QH[W� 3ULQWLQJ SD\UROO FKHFNV� IRU
H[DPSOH� PLJKW KDYH D GLIIHUHQW YDOXH WKDQ SULQWLQJ SXEOLF LQIRUPDWLRQ
IURP D ILOH�

6LQFH ZH FDQQRW DQWLFLSDWH WKH VHFXULW\ OHYHOV RU WKH VSHFLILF WKUHDWV
WKDW DQ\ JLYHQ ,33 SULQW DGPLQLVWUDWRU PD\ EH FRQFHUQHG ZLWK� ,33 PXVW
EH FDSDEOH RI RSHUDWLQJ ZLWK GLIIHUHQW VHFXULW\ PHFKDQLVPV DQG
VHFXULW\ SROLFLHV DV UHTXLUHG E\ WKH LQGLYLGXDO LQVWDOODWLRQ� 6HFXULW\
SROLFLHV PLJKW YDU\ IURP YHU\ VWURQJ� WR YHU\ ZHDN� WR QRQH DW DOO�
DQG FRUUHVSRQGLQJ VHFXULW\ PHFKDQLVPV ZLOO EH UHTXLUHG�

7KLV GRFXPHQW ZLOO GHVFULEH WKH YDULRXV HQYLURQPHQWV ZLWKLQ ZKLFK ,33
PXVW RSHUDWH� ,W ZLOO WKHQ LQWURGXFH VHFXULW\ UHODWHG WHUPLQRORJ\ XVHG
LQ WKLV GRFXPHQW� GHVFULEH WKH YDULRXV VHFXULW\ VHUYLFHV DYDLODEOH DQG
WKH SRVVLEOH WKUHDWV DQG PHWKRGV RI DWWDFN� )LQDOO\� LW ZLOO SURYLGH D
PDSSLQJ RI WKUHDWV WR VHUYLFHV DQG GLVFXVV KRZ H[LVWLQJ VHFXULW\ PHWKRGV
DGGUHVV WKHVH UHTXLUHPHQWV�

��� ,QWHUQHW 3ULQWLQJ (QYLURQPHQWV

3:* GUDIW�LHWI�LSS�VHFXULW\�W[W >�@
([SLUHV 6HSWHPEHU ��� ����
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7KH SULQWLQJ HQYLURQPHQWV GHVFULEHG LQ WKLV VHFWLRQ PXVW WDNH LQWR
DFFRXQW WKH IDFW WKDW WKH FOLHQW� WKH 3ULQWHU� DQG WKH GRFXPHQW WR EH
SULQWHG PD\ DOO H[LVW LQ VHSDUDWH VHFXULW\ GRPDLQV� 7KLV LV FRPSOLFDWHG E\ WKH
IDFW WKDW ,33 DOORZV GRFXPHQWV WR EH LQFOXGHG LQ WKH SULQW UHTXHVW RU WKH\ PD\
EH SULQWHG E\ UHIHUHQFH� :KHQ SULQWLQJ E\ UHIHUHQFH D 3ULQWHU PD\ IHWFK WKH
GRFXPHQW IURP WKH FOLHQW� EXW PRUH RIWHQ WKH GRFXPHQW ZLOO EH RQ DQRWKHU
QHWZRUN QRGH� )XUWKHUPRUH� WKHUH DUH DW OHDVW WZR SDUWLHV WKDW KDYH DQ
LQWHUHVW LQ WKH YDOXH RI WKH LQIRUPDWLRQ EHLQJ SULQWHG�

WKH FOLHQW� WKH SHUVRQ DVNLQJ WR KDYH WKH LQIRUPDWLRQ SULQWHG

WKH DXWKRU� WKH SHUVRQ ZKR RULJLQDWHG WKH LQIRUPDWLRQ� 7KLV EULQJV
LQWR WKH SLFWXUH WKH QHHG WR ZRUU\ DERXW FRS\ULJKWV DQG SURWHFWLRQ
RI WKH FRQWHQW�

7KLV UHTXLUHV FRQVLGHUDWLRQ RI WKH IROORZLQJ ,QWHUQHW SULQWLQJ
HQYLURQPHQWV� :KHUH H[DPSOHV DUH SURYLGHG WKH\ VKRXOG EH FRQVLGHUHG
LOOXVWUDWLYH RI WKH HQYLURQPHQW DQG QRW DQ H[KDXVWLYH VHW�

��� &OLHQW� &RQWHQW DQG 3ULQWHU LQ WKH VDPH VHFXULW\ GRPDLQ

7KLV HQYLURQPHQW ZRXOG EH W\SLFDO RI WKH WUDGLWLRQDO RIILFH ZKHUH
XVHUV SULQW WKH RXWSXW RI RIILFH DSSOLFDWLRQV RQ VKDUHG ZRUN�JURXS
SULQWHUV� RU ZKHUH EDWFK DSSOLFDWLRQV SULQW WKHLU RXWSXW RQ ODUJH
SURGXFWLRQ SULQWHUV� 'RFXPHQWV PD\ EH LQFOXGHG LQ D SULQW UHTXHVW
RU SULQWHG E\ UHIHUHQFH� 'HSHQGLQJ XSRQ FRPSDQ\ SROLFLHV VHFXULW\
FRXOG UDQJH IURP QRQH WR YHU\ VHFXUH�

��� &OLHQW DQG 3ULQWHU LQ RQH VHFXULW\ GRPDLQ� &RQWHQW LQ DQRWKHU

,Q WKLV HQYLURQPHQW� SULQWLQJ FDQ RQO\ EH GRQH E\ UHIHUHQFH �,I WKH
FOLHQW KDV DOUHDG\ REWDLQHG WKH FRQWHQW� WKHQ LW LV LQ WKH FOLHQW
V
VHFXULW\ GRPDLQ�� ([DPSOHV RI WKLV HQYLURQPHQW LQFOXGH SULQWLQJ D
GRFXPHQW� VXFK DV VRIWZDUH GRFXPHQWDWLRQ� IURP D SXEOLFO\ DYDLODEOH
VRXUFH RQ WKH ,QWHUQHW� RU D FRS\ RI D FRQWUDFW RU SXUFKDVH RUGHU IURP
D EXVLQHVV SDUWQHU� RQ D ORFDO 3ULQWHU� &RQWUROOLQJ DFFHVV WR FRQWHQW
ZRXOG EH D PDMRU FRQFHUQ LQ WKLV HQYLURQPHQW�

��� &OLHQW DQG &RQWHQW LQ RQH VHFXULW\ GRPDLQ� 3ULQWHU LQ DQRWKHU

([DPSOHV RI WKLV HQYLURQPHQW LQFOXGH SULQWLQJ D GRFXPHQW FUHDWHG E\ WKH FOLHQW
RQ D SXEOLFO\ DYDLODEOH SULQWHU� VXFK DV DW D FRPPHUFLDO SULQW VKRS� RU
SULQWLQJ D FRQWUDFW RQ D EXVLQHVV SDUWQHU
V SULQWHU� 7KLV ODWWHU RSHUDWLRQ
ZRXOG EH IXQFWLRQDOO\ HTXLYDOHQW WR VHQGLQJ WKH
FRQWUDFW WR WKH EXVLQHVV SDUWQHU DV D IDFVLPLOH� 'RFXPHQWV PD\ EH
LQFOXGHG LQ WKH SULQW UHTXHVW RU SULQWHG E\ UHIHUHQFH� 6RPH FUHGHQWLDOV DUH
UHTXLUHG IRU WKH SULQWHU WR IHWFK D GRFXPHQW QRW LQ LW
V VHFXULW\ GRPDLQ�

��� 3ULQWHU DQG &RQWHQW LQ RQH VHFXULW\ GRPDLQ� &OLHQW LQ DQRWKHU

3ULQWLQJ LQ WKLV HQYLURQPHQW LV E\ UHIHUHQFH RQO\� ([DPSOHV ZRXOG
LQFOXGH DQ HPSOR\HH DW KRPH FRQQHFWLQJ WR KLV RIILFH WKURXJK WKH
,QWHUQHW WR SULQW D GRFXPHQW RQ D SULQWHU DW ZRUN� RU D VWXGHQW
XVLQJ WKH ,QWHUQHW WR FRQQHFW WR WKH FROOHJH OLEUDU\ DQG DVNLQJ

3:* GUDIW�LHWI�LSS�VHFXULW\�W[W >�@
([SLUHV 6HSWHPEHU ��� ����
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WR KDYH WKH UHVXOWV RI D OLWHUDWXUH VHDUFK SULQWHG RQ WKH OLEUDU\
V
SULQWHU� $XWKHQWLFDWLRQ RI WKH XVHU DQG FRQWUROOLQJ DFFHVV WR SULQW
UHVRXUFHV ZRXOG EH PDMRU FRQFHUQV LQ WKLV HQYLURQPHQW�

��� 3ULQWHU� &RQWHQW� DQG &OLHQW DOO LQ GLIIHUHQW VHFXULW\ GRPDLQV

3ULQWLQJ LQ WKLV HQYLURQPHQW LV E\ UHIHUHQFH RQO\� ([DPSOHV LQFOXGH D
SHUVRQ DW KRPH XVLQJ WKH ,QWHUQHW WR SULQW D GRFXPHQW IURP D UHPRWH
VLWH� DW D FRPPHUFLDO SULQW VKRS� $XWKHQWLFDWLRQ DQG FRQWUROOLQJ
DFFHVV WR FRQWHQW DQG WR SULQW UHVRXUFHV ZRXOG EH FRQFHUQV LQ WKLV
HQYLURQPHQW�

��� 6HFXULW\ 6HUYLFHV

7KLV VHFWLRQ LQWURGXFHV FRPPRQ VHFXULW\ WHUPV XVHG LQ WKLV SDSHU�

��� %DVLF &RQFHSWV

$$$� 2YHUDOO WHUP IRU VHFXULW\� 7KH WKUHH $
V DUH JHQHUDOO\ WDNHQ WR EH

$XWKHQWLFDWLRQ� $XWKRUL]DWLRQ� DQG $XGLWLQJ DOWKRXJK LW PD\ PHDQ
$XWKHQWLFDWLRQ� $XWKRUL]DWLRQ 	 $FFRXQWLQJ LQ VRPH FRQWH[WV�

6HFXULW\ 'RPDLQ� 6HFXULW\ GRPDLQ UHIHUV WR WKH GRPDLQ ZLWKLQ ZKLFK D
VSHFLILF VHW RI VHFXULW\ SROLFLHV DQG PHFKDQLVPV GHILQH DFFHVV WR
UHVRXUFHV ZLWKLQ WKDW GRPDLQ�

$XWKHQWLFDWLRQ� 7KH SURFHVV RI UHOLDEO\ GHWHUPLQLQJ WKH LGHQWLW\ RI D
FRPPXQLFDWLQJ SDUW\� 7KHUH DUH WKUHH FODVVLF ZD\V RI DXWKHQWLFDWLQJ
RQHVHOI� VRPHWKLQJ \RX NQRZ� VRPHWKLQJ \RX KDYH DQG VRPHWKLQJ \RX DUH�
7KH WZR HQWLWLHV LQYROYHG LQ WKH FRPPXQLFDWLRQ FRXOG XVH WKH IROORZLQJ
WZR ZD\V WR DXWKHQWLFDWH WKHPVHOYHV�

6LQJOH HQWLW\ DXWKHQWLFDWLRQ� 2QO\ RQH RI WKH HQWLWLHV LV DXWKHQWLFDWHG E\ WKH
RWKHU� ,Q WKH FDVH RI ,33 WKLV PD\ HLWKHU E\ WKH HQG XVHU RU WKH 3ULQWHU�

0XWXDO DXWKHQWLFDWLRQ� %RWK WKH SDUWLHV DXWKHQWLFDWH HDFK RWKHU�

$XWKRUL]DWLRQ� 7KH JUDQWLQJ RI ULJKWV WR D XVHU� SURJUDP RU SURFHVV WR
DFFHVV D UHVRXUFH VXFK DV D 3ULQWHU� $XWKRUL]DWLRQ PD\ DOVR DSSO\ WR
FRQWHQW EHLQJ SULQWHG RU WR SURWHFW D UHVRXUFH IURP XQDXWKRUL]HG XVH�
7KLV FDQ EH DFKLHYHG E\ WKH XVH RI DFFHVV FRQWURO OLVWV �$&/� RU
FDSDELOLWLHV�

$XGLWLQJ� .HHS D UHFRUG RI HYHQWV WKDW PLJKW KDYH VRPH VLJQLILFDQFH�
VXFK DV ZKHQ D 3ULQWHU LV XVHG DQG E\ ZKRP� 7R UHFRUG LQGHSHQGHQWO\
DQG ODWHU H[DPLQH V\VWHP DFWLYLW\� $XGLW GDWD LV JHQHUDOO\ XVHG IRU
VHFXULW\ FRQFHUQV �H�J� LQWUXVLRQ GHWHFWLRQ DQG FRQVLVWHQF\ FKHFNV��

$FFRXQWLQJ� .HHS D UHFRUG RI HYHQWV WKDW PLJKW KDYH VRPH VLJQLILFDQFH�
VXFK DV ZKHQ DFFHVV WR D 3ULQWHU RFFXUUHG� ZKR DFFHVVHG LW� ZKDW SULQW
UHVRXUFHV ZHUH XVHG� $FFRXQWLQJ GDWD LV JHQHUDOO\ XVHG IRU FRPPHUFLDO
FRQFHUQV �H�J� ELOOLQJ DQG FKDUJHV��

��� 6HFXULW\ 6HUYLFH $WWULEXWHV

3:* GUDIW�LHWI�LSS�VHFXULW\�W[W >�@
([SLUHV 6HSWHPEHU ��� ����
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$QRQ\PLW\� 7KH DELOLW\ WR FRPPXQLFDWH VR WKDW WKH RWKHU SULQFLSDO FDQ
W ILQG
RXW WKH LGHQWLW\ RI WKH VHQGHU�

,QWHJULW\� .HHSLQJ LQIRUPDWLRQ IURP FRUUXSWLRQ RU XQDXWKRUL]HG
PRGLILFDWLRQ HLWKHU PDOLFLRXVO\ RU DFFLGHQWDOO\� ,QWHJULW\ SURWHFWV
DJDLQVW IRUJHU\ RU WDPSHULQJ� 0DQ\ GRFXPHQW SULQWLQJ DSSOLFDWLRQV� VXFK DV
SD\UROO� DEVROXWHO\ UHTXLUH LQWHJULW\�

1RQ�5HSXGLDWLRQ� 7KHUH LV SURRI ZKR VHQW D PHVVDJH WKDW D UHFLSLHQW FDQ VKRZ
WR D WKLUG SDUW\ DQG WKH WKLUG SDUW\ FDQ LQGHSHQGHQWO\ YHULI\ WKH VRXUFH�

&RQILGHQWLDOLW\� 3URWHFWLRQ IURP WKH XQDXWKRUL]HG GLVFORVXUH RI SULQW
GDWD� ERWK GXULQJ WUDQVSRUW� LQ VWRUDJH� DQG RQ WKH SULQWHU�

��� (QFU\SWLRQ &RQFHSWV

(QFU\SWLRQ� 7R VFUDPEOH LQIRUPDWLRQ VR WKDW RQO\ VRPHRQH NQRZLQJ WKH
DSSURSULDWH VHFUHW FDQ REWDLQ WKH RULJLQDO LQIRUPDWLRQ� 7KLV PLJKW
DSSO\ WR WKH GRFXPHQW EHLQJ SULQWHG� RU WR WKH HQWLUH SULQW UHTXHVW�

1RQFH� ,Q RUGHU WR SUHYHQW DQ DWWDFNHU IURP ODXQFKLQJ D UHSOD\ DWWDFN�
D YHU\ ODUJH UDQGRP QXPEHU RU VHTXHQFH QXPEHU WKDW LV GLIIHUHQW HYHU\
WLPH WKH FU\SWRJUDSKLF SURWRFRO LV UXQ LV XVHG� $ QRQFH FDQ DOVR EH
FUHDWHG IURP D WLPH VWDPS WKDW LQGLFDWHV WKH FXUUHQW GDWH DQG WLPH
XS WR PLOOLVHFRQGV DFFXUDF\�

3XEOLF .H\� 'XDO NH\ �56$�3*3 VW\OH� FU\SWRJUDSK\� 8VHV WZR GLIIHUHQW
NH\V� HLWKHU RQH IRU HQFU\SWLRQ DQG WKH RWKHU IRU GHFU\SWLRQ� $OVR
FDOOHG D DV\PPHWULF FU\SWRJUDSK\�

6HFUHW .H\� 6LQJOH NH\ FU\SWRJUDSK\� $OVR FDOOHG V\PPHWULF FU\SWRJUDSK\�

6HVVLRQ .H\� $ VKRUW OLYHG 6HFUHW .H\ XVHG E\ WZR SULQFLSDOV IRU WKH
SXUSRVH RI VHFXUH FRPPXQLFDWLRQV EHWZHHQ WKHP�

��� $XWKRUL]DWLRQ &RQFHSWV

$&/� $FFHVV &RQWURO /LVW� $ OLVW RI WKH VXEMHFWV DXWKRUL]HG WR DFFHVV D
3ULQWHU� D SULQW UHVRXUFH� RU D GRFXPHQW� 7KH OLVW XVXDOO\ LQGLFDWHV
ZKDW W\SH RI DFFHVV LV DOORZHG IRU HDFK XVHU�

*URXSV� $ QDPHG VHW RI XVHUV� FUHDWHG IRU FRQYHQLHQFH LQ VWDWLQJ
DXWKRUL]DWLRQ SROLF\�

5ROHV� $ VSHFLILF IXQFWLRQ D SULQFLSDO SOD\V ZLWK UHVSHFW WR DQRWKHU
SULQFLSDO� ([DPSOHV LQFOXGH D SULQW DGPLQLVWUDWRU� D SULQWHU RSHUDWRU�
RU DQ HQG�XVHU� ,I D SULQFLSDO KDV PXOWLSOH IXQFWLRQV ZLWK UHVSHFW WR
DQRWKHU SULQFLSDO� LW KDV PXOWLSOH UROHV �H�J� $ SHUVRQ FDQ KDYH ERWK
DGPLQLVWUDWRU DQG RSHUDWRU UROHV IRU D 3ULQWHU��

&DSDELOLW\� $Q LGHQWLILHU WKDW VSHFLILHV DQ REMHFW� VXFK DV D 3ULQWHU�
DQG WKH DFFHVV ULJKWV IRU WKH VXEMHFW ZKR SRVVHVV WKH FDSDELOLW\� 6HH
DOVR �&HUWLILFDWH � 7LFNHW � 7RNHQ�

3:* GUDIW�LHWI�LSS�VHFXULW\�W[W >�@
([SLUHV 6HSWHPEHU ��� ����
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3UR[\ $JHQW� $ SULQFLSDO WKDW KDV EHHQ DXWKRUL]HG WR ZRUN RQ WKH EHKDOI RI
DQRWKHU�

3UR[\� $ WRNHQ WKDW JUDQWV WKH ULJKWV RI D SULQFLSDO WR DQRWKHU�

5HVWULFWHG 3UR[\� $ WRNHQ WKDW JUDQWV WKH ULJKWV RI D SULQFLSDO WR
DQRWKHU ZKLOH SODFLQJ UHVWULFWLRQV RQ WKH SULYLOHJHV JUDQWHG�

&HUWLILFDWH � 7LFNHW � 7RNHQ� 'LIIHUHQW QDPHV IRU D REMHFW XVHG WR
JUDQW SULYLOHJHV� :KLOH WKHVH WHUPV KDYH LQGLYLGXDO PHDQLQJV LQ
VSHFLILF FRQWH[WV �.HUEHURV JHQHUDWHV WLFNHWV� SK\VLFDO REMHFWV
DUH WRNHQV�� WKHUH LV QR JHQHUDO DJUHHPHQW RQ KRZ WKH\ GLIIHU�
:H ZLOO XVH &HUWLILFDWH � 7LFNHW � 7RNHQ ODUJHO\ LQWHUFKDQJHDEO\�
&DSDELOLW\ 	 3UR[\ DUH UHODWHG WHUPV� EXW ZLWK QDUURZHU IRFXV�

&5/� &HUWLILFDWH 5HYRFDWLRQ /LVW� $ OLVW RI UHYRNHG FHUWLILFDWHV�

��� 0LVFHOODQHRXV

'HQLDO RI 6HUYLFH� $Q DFWLRQ WKDW SUHYHQWV D V\VWHP RU LWV
UHVRXUFHV IURP IXQFWLRQLQJ HIILFLHQWO\ DQG UHOLDEO\�

��� ,33 6HFXULW\ 7KUHDWV DQG 0HWKRGV RI $WWDFN

7KH SXUSRVH RI D VHFXULW\ V\VWHP LV WR UHVWULFW DFFHVV WR LQIRUPDWLRQ
DQG UHVRXUFHV WR MXVW WKRVH XVHUV ZKLFK DUH DXWKRUL]HG WR KDYH DFFHVV�
7R SURGXFH D V\VWHP WKDW LV GHPRQVWUDEO\ VHFXUH DJDLQVW VSHFLILF
WKUHDWV� LW LV XVHIXO WR FODVVLI\ WKH WKUHDWV DQG PHWKRGV RI DWWDFN E\
ZKLFK HDFK RI WKHP PD\ EH DFKLHYHG�

��� 7KUHDWV

6HFXULW\ WKUHDWV IRU ,33 IDOO LQWR WKH IROORZLQJ EURDG FDWHJRULHV�

5HVRXUFH VWHDOLQJ� 7KH XQDXWKRUL]HG XVH RI IDFLOLWLHV� VXFK DV SULQWHUV�
VSHFLILF SULQWHU IHDWXUHV� PHGLD� IRQWV� RU ORJRV HWF� UHVXOWLQJ LQ VRPH YDOXH
WR WKH SHUSHWUDWRU�

9DQGDOLVP� 6LPLODU WR UHVRXUFH VWHDOLQJ� EXW XVXDOO\ ZLWKRXW JDLQ WR WKH
SHUSHWUDWRU� 2IWHQ UHVXOWV LQ GHQLDO RI VHUYLFH WR RWKHU DXWKRUL]HG XVHUV�

/HDNDJH� 7KH DFTXLVLWLRQ RI LQIRUPDWLRQ E\ XQDXWKRUL]HG LQWHUFHSWRUV
GXULQJ WUDQVPLVVLRQ�

7DPSHULQJ� 7KH LQWHUFHSWLRQ DQG DOWHULQJ RI LQIRUPDWLRQ GXULQJ
WUDQVPLVVLRQ�

��� 0HWKRGV RI $WWDFN

7KH PHWKRGV E\ ZKLFK VHFXULW\ YLRODWLRQV FDQ EH SHUSHWUDWHG LQ WKH ,33
HQYLURQPHQW GHSHQG XSRQ REWDLQLQJ DFFHVV WR H[LVWLQJ FRPPXQLFDWLRQ
FKDQQHOV RU HVWDEOLVKLQJ FKDQQHOV WKDW PDVTXHUDGH DV FRQQHFWLRQV WR
D XVHU ZLWK VRPH GHVLUHG DXWKRULW\� 7KHVH PHWKRGV DUH�

0DVTXHUDGLQJ� 6XEPLVVLRQ RI SULQW MREV RU SHUIRUPLQJ RWKHU ,33
RSHUDWLRQV XVLQJ WKH LGHQWLW\ DQG SDVVZRUG RI DQRWKHU XVHU ZLWKRXW
WKHLU DXWKRULW\� RU E\ XVLQJ DQ DFFHVV WRNHQ RU FDSDELOLW\ DIWHU WKH

3:* GUDIW�LHWI�LSS�VHFXULW\�W[W >�@
([SLUHV 6HSWHPEHU ��� ����
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DXWKRUL]DWLRQ WR XVH LW KDV H[SLUHG�

(DYHVGURSSLQJ� 2EWDLQLQJ FRSLHV RI GRFXPHQWV DQG MRE LQVWUXFWLRQV
ZLWKRXW DXWKRULW\� HLWKHU GLUHFWO\ IURP WKH QHWZRUN RU E\ H[DPLQLQJ
LQIRUPDWLRQ WKDW LV LQDGHTXDWHO\ SURWHFWHG LQ VWRUDJH�

'RFXPHQW WDPSHULQJ� ,QWHUFHSWLRQ GRFXPHQWV RU RWKHU SULQW MRE UHODWHG
LQIRUPDWLRQ DQG DOWHULQJ WKHLU FRQWHQWV EHIRUH SDVVLQJ WKHP RQ WR WKH
SULQWHU RU SULQW VHUYHU�

5HSOD\LQJ� ,QWHUFHSWLQJ DQG VWRULQJ SULQW MREV RU GRFXPHQWV� DQG KDYH
WKHP VXEPLWWHG DJDLQ ODWHU� ([DPSOH� 6WRFN &HUWLILFDWH 3ULQWLQJ�

6SDPPLQJ� 6HQGLQJ LUUHOHYDQW RU QRQVHQVLFDO SULQW MREV RU RWKHU ,33

RSHUDWLRQV WR D SULQWHU RU SULQW VHUYHU ZLWK WKH REMHFWLYH RI
RYHUORDGLQJ WKH V\VWHP DQG SUHYHQW OHJDO XVHUV WR JHW VHUYLFH�

0DOLFLRXV 'RFXPHQW &RQWHQW &RGH� 6HQGLQJ GRFXPHQWV WKDW FRQWDLQ
PDOLFLRXV FRGH ZKLFK ZLOO EULQJ WKH SULQWHU VRIWZDUH LQWR D ORRS
RU HYHQ UXLQ KDUGZDUH FRPSRQHQWV LQ WKH SULQW GHYLFH� ([DPSOH� 8VLQJ
3RVW6FULSW DV D SURJUDPPLQJ ODQJXDJH WR UXQ WKH SULQWHU LQWR DQ
LQILQLWH ORRS�

��� 4XDOLW\ RI 6HUYLFH

/LDELOLW\� 5HVSRQVLELOLW\ RI WKH XVHU IRU WKH SULQWHG FRQWHQW� 7KLV
KROGV WKH XVHU DFFRXQWDEOH IRU PDNLQJ SD\PHQWV� XVDJH RI VSHFLDO
UHVRXUFHV OLNH WUDQVSDUHQFLHV� FRORU SULQWLQJ� HWF� 7KH SULQWHU LV
DOVR UHVSRQVLEOH IRU WKH VHUYLFHV SHUIRUPHG DQG ZLOO EH KHOG
UHVSRQVLEOH IRU LW�

3URYDELOLW\ RI 6HUYLFH� 7KH SULQWHU VKRXOG EH DEOH WR SURYH WKDW LW
SHUIRUPHG FRUUHFWO\ DFFRUGLQJ WR WKH MRE DWWULEXWHV ZKLFK WKH
FOLHQW�XVHU KDG LQGHHG LVVXHG� ([DPSOH� 7KH SULQWHU VKRXOG EH DEOH
WR SURYH WKDW WKH MRE UHTXHVW ZDV LQGHHG D PRQRFKURPH ZKHQ WKH XVHU
FODLPV LW LVVXHG D FRORU FRS\�

3D\PHQW DQG $FFRXQWLQJ 6\VWHP� ,W LV D PLVWDNH WR FKDUJH WKH ZURQJ
SHUVRQ ZKHQ VRPHRQH KDV LVVXHG D SULQW UHTXHVW�

3:* GUDIW�LHWI�LSS�VHFXULW\�W[W >�@
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��� $WWDFNV 9V� 6HFXULW\ 6HUYLFHV

7KH IROORZLQJ WDEOH GHILQHV KRZ WKH VHUYLFHV GHVFULEHG KHUH DGGUHVV
VHFXULW\ DWWDFNV� $ �&� LQ WKH WDEOH UHIHUV WR FOLHQW VLGH VHUYLFHV�
DQ �6� VHUYHU VLGH VHUYLFHV� &$  &OLHQW $XWKHQWLFDWLRQ� 6$  6HUYHU
$XWKHQWLFDWLRQ� '&  'DWD &RQILGHQWLDOLW\� ',  'DWD ,QWHJULW\� 15  
1RQ�UHSXGLDWLRQ� 76  7LPH 6WDPS DQG 1RQFH�

$WWDFNV?6HUYLFHV &$ 6$ '& ', 15 76

0DVTXHUDGLQJ
�� 8VHU�&OLHQW <HV

�,QFRUUHFW VRXUFH �
PLVXVH RI UHVRXUFHV�

�� 3ULQWHU�6HUYHU <HV <HV <HV �6�
�,QFRUUHFW GHVWLQDWLRQ�

(DYHVGURSSLQJ <HV

'RFXPHQW 7DPSHULQJ
�� LQFRUUHFW UHQGHULQJ <HV

RI GDWD DQG MRE DWWULEXWHV

�� JXDUDQWHH VHFXULW\ <HV <HV
PDUNV �ZDWHUPDUNLQJ�
ILQJHUSULQWLQJ� VHFXULW\
EDQQHUV�

5HSOD\LQJ <HV

'HQLDO RI 6HUYLFH <HV <HV�&� <HV
�6SDPPLQJ�

'RFXPHQW 0DOLFLRXV
&RQWHQW &RGH
�� FRUUXSWLRQ RI KDUGZDUH <HV <HV <HV

UHVRXUFHV
�� FRUUXSWLRQ RI SULQWHU <HV <HV

VRIWZDUH

3:* GUDIW�LHWI�LSS�VHFXULW\�W[W >�@
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��� 4XDOLW\ RI 6HUYLFH YV� 6HFXULW\ 6HUYLFHV

7KH IROORZLQJ WDEOH GHILQHV KRZ WKH VHUYLFHV GHVFULEHG KHUH DGGUHVV
VHFXULW\ DWWDFNV� $ �&� LQ WKH WDEOH UHIHUV WR FOLHQW VLGH VHUYLFHV�
DQ �6� VHUYHU VLGH VHUYLFHV� &$  &OLHQW $XWKHQWLFDWLRQ� 6$  6HUYHU
$XWKHQWLFDWLRQ� '&  'DWD &RQILGHQWLDOLW\� ',  'DWD ,QWHJULW\� 15  
1RQ�UHSXGLDWLRQ� 76  7LPH 6WDPS DQG 1RQFH�

4XDO RI 6HUYLFH�6HUYLFHV &$ 6$ '& ', 15 76

/LDELOLW\ IRU
�� SULQWHG FRQWHQW <HV <HV
�� IRU VHUYLFHV <HV <HV

SHUIRUPHG

3URYDELOLW\ RI <HV�6� <HV
VHUYLFH

'HIHDWLQJ SD\PHQW <HV <HV�&� <HV
RU DFFRXQWLQJ
V\VWHP

3:* GUDIW�LHWI�LSS�VHFXULW\�W[W >�@
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��� 5HTXLUHG 6HFXULW\ 6HUYLFHV SURYLGHG E\ FXUUHQW VHFXULW\ PHWKRGV

7KH IROORZLQJ WDEOH GHVFULEHV KRZ FXUUHQW VHFXULW\ PHWKRGV DGGUHVV
WKH UHTXLUHPHQWV GLVFXVVHG LQ WKLV SDSHU� 6HFXULW\ PHWKRGV ZRXOG EH
LQYRNHG E\ VWDQGDUG PHDQV� L�H� ,33 ZRXOG XVH WKH 85/
KWWSV���ZZZ�[\]�FRP�SULQWHU�� WR QDPH D SULQWHU WKDW UHTXLUHV 66/�

5HTXLUHPHQWV +773���� 66/ �9�� 66/ �9�� /'$3
$XWKHQWLFDWLRQ
VLQJOH HQWLW\ <HV <HV 1R
PXWXDO 1R 1R <HV

$XWKRUL]DWLRQ
$&/ �� �� ��
&DSDELOLW\ �� �� ��

1RQ�UHSXGLDWLRQ

,QWHJULW\ �� <HV <HV

&RQILGHQWLDOLW\ �� <HV <HV

$GPLQLVWUDWLRQ
&HUWLILFDWH
0JPW� �� �� �� <HV

6HFXUH &RPP�

3:* GUDIW�LHWI�LSS�VHFXULW\�W[W >��@
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��� 5HIHUHQFHV

>�@ &� .DXIPDQQ� 5� 3HUOPDQ DQG 0� 6SHFLQHU� 1HWZRUN 6HFXULW\

>�@ '� 5XVVHOO DQG *�7� *DEJHPL 6U�� &RPSXWHU 6HFXULW\ %DVLFV

>�@ $� )UHLHU� 3� .DUOWRQ DQG 3� .RFKHU� 7KH 66/ 3URWRFRO 9HUVLRQ ����
,QWHUQHW 'UDIW �GUDIW�IUHLHU�VVO�YHUVLRQ�����W[W!� 0DUFK ����

>�@ .� +LFNPDQ DQG 7� (OJDPDO� 7KH 66/ 3URWRFRO� ,QWHUQHW 'UDIW �
GUDIW�KLFNPDQ�QHWVFDSH�VVO����W[W! �GHOHWHG�� )HEUXDU\ ����

>�@ ;����� 7KH 'LUHFWRU\ �� 2YHUYLHZ RI &RQFHSWV� 0RGHOV� DQG 6HUYLFH�
&&,77 5HFRPPHQGDWLRQ ;����� 'HFHPEHU ����

>�@ :� <HRXQJ� 7� +RZHV� DQG 6� .LOOH� /LJKWZHLJKW 'LUHFWRU\ $FFHVV
3URWRFRO� 5)& ����� ����������� �:RUN LV DORV XQGHUZD\ LQ WKH
,(7) WR SURGXFH DQ H[WHQGHG YHUVLRQ RI /'$3��

>�@ 5� 5LYHVW� 7KH 0'� 0HVVDJH 'LJHVW $OJRULWKP� 5)& ����� $SULO ����

>�@ 0� 0DKO� 7� +RZHV� 6� .LOOH� /LJKWZHLJKW 'LUHFWRU\ $FFHVV 3URWRFRO
�Y��� :RUN LQ SURJUHVV� ,QWHUQHW 'UDIW
�GUDIW�LHWI�DVLG�OGDSY��SURWRFRO����W[W!� 2FWREHU ��� ����

>�@ -� )UDQNV� 3� +DOODP�%DNHU� -� +RVWHWOHU� 3� /HDFK� $� /XRWRQHQ�
(� 6LQN� DQG /� 6WHZDUW� $Q ([WHQVLRQ WR +773� 'LJHVW $FFHVV
$XWKHQWLFDWLRQ� 5)& ����� -DQXDU\ ����

>��@ -� 0\HUV DQG 0� 5RVH� 7KH &RQWHQW 0'�� +HDGHU )LHOG� 5)& �����
2FWREHU ����

3:* GUDIW�LHWI�LSS�VHFXULW\�W[W >��@
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��� $XWKRU
V $GGUHVV

5RJHU GH%U\
+8&����*
,%0 &RUSRUDWLRQ
3�2� %R[ ����
%RXOGHU� &2 ����������

-HUU\ +DGVHOO
����
,%0 &RUSRUDWLRQ
5W� ���
6RPHUV� 1�<� �����

'DQLHO 0DQFKDOD
;HUR[ &RUSRUDWLRQ
��� $YLDWLRQ %OYG�
(O 6HJXQGR� &$ �����

;DYLHU 5LOH\
;HUR[ &RUSRUDWLRQ
��� $YLDWLRQ %OYG�
(O 6HJXQGR� &$ �����

���� 2WKHU &RQWULEXWRUV

6FRWW ,VDDFVRQ
&DUO�8QR 0DQURV

3:* GUDIW�LHWI�LSS�VHFXULW\�W[W >��@
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