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About the IEEE-ISTO

The IEEE-ISTO is a not-for-profit corporation offering industry groups an innovative and flexible operational forum
and support services. The IEEE-ISTO provides a forum not only to develop standards, but also to facilitate activities
that support the implementation and acceptance of standards in the marketplace. The organization is affiliated with
the IEEE (http://www.ieee.ord/) and the IEEE Standards Association (http://standards.ieee.org/).

For additional information regarding the IEEE-ISTO and its industry programs visit http://www.ieee-isto.org.

About the IEEE-ISTO PWG

The Printer Working Group (or PWG) is a Program of the IEEE Industry Standards and Technology Organization
(ISTO) with member organizations including printer manufacturers, print server developers, operating system
providers, network operating systems providers, network connectivity vendors, and print management application
developers. The group is chartered to make printers and the applications and operating systems supporting them
work together better. All references to the PWG in this document implicity mean “The Printer Working Group, a
Program of the IEEE ISTO.” In order to meet this objective, the PWG will document the results of their work as open
standards that define print related protocols, interfaces, procedures and conventions. Printer manufacturers and
vendors of printer related software will benefit from the interoperability provided by voluntary conformance to these
standards.

In general, a PWG standard is a specification that is stable, well understood, and is technically competent, has
multiple, independent and interoperable implementations with substantial operational experience, and enjoys
significant public support.

For additional information regarding the Printer Working Group visit: http://www.pwg.org

Contact information:

IPP Web Page: http://www.pwg.org/ipp/
IPP Mailing List: ipp@pwg.org

To subscribe to the ipp mailing list, send the following email:
1) send it to majordomo@pwg.org
2) leave the subject line blank
3) put the following two lines in the message body:
subscribe ipp
end

Implementers of this specification are encouraged to join the IPP Mailing List in order to participate in any
discussions of clarifications or review of registration proposals for additional names. Requests for additional
extensions, for inclusion in this specification, should be sent to the IPP Mailing list for consideration. In order to
reduce spam the mailing list rejects mail from non-subscribers, so you must subscribe to the mailing list in order to
send a question or comment to the mailing list.
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1 Introduction and Summary

This IPP specification extends the Job semantics of the IPP Model and Semantics [rfc2911] object model. This
specification -by-definesing the Close-Job operation and some new Operation attributes for use in Job Creation and
Document Creation operations. The Printer copies the Job attributes to the corresponding Job Description attributes
which the clients may query. The Document Creation Operation attributes that-describe the centents-of-the
Document Content and permit the Printer to reject requests that it cannot process correctly. Corresponding "xxx-
default” and "xxx-supported” Printer attributes are defined. Fhe-Printercopies-these-Operation-attributesto-the
eeﬁespenmng—DeserHe#aﬁnbu%eSANhrehﬁrem&maquepyLThls specification also defines some additional values

for the "job-state-reasons” Job Description attribute. Each of the operations and attributes defined in this
specification are independent of each other and OPTIONAL for a Printer to support.

The intent is to propose this specification as an IPP extension and which will be referenced as part of the PWG
Semantic Model. The purpose for these extensions is so that the print industry can have a common semantic
specification for use in IPP, the PWG Semantic Model [pwg-sm], the PWG Print Service Interface (PSI) project [pwg-

| psi], the PWG IPP Fax (IPPFAX) project [NEED-REFippfax], and the Free Standards Group Job Ticket API [fsg-jt].
Note: There are a number of footnotes which relate this IPP specification to the PWG Semantic model and other
PWG projects, such as the Print Service Interface (PSI) [pwg-psi].

1.1 Scope

Table 1 summarizes the new operations defined in this specification. Fhe—new-operation-is-summarized-in-Table-1-

Table 1 - Summary of operations

Operation Name Printer Brief Description
support

Close-Job REQUIRED | Closes a multi-document Job.
OPTIONAL

Table 2 summarizes theFhis-specification-defines-new Operation attributes defined in this specification for use with
Job Creation operations. The Prlnter coples these Operat|on attrlbutes to correspondlnq Job Descrlpt|on attributes
defined in this specification. y

corresponding Job Description-attributes.
Table 2 - Summary of New-Job Creation Operation/Bescription attributes
Operation attribute Printer Description
support
ipp-attribute-fidelity (boolean)-* MUST Allows the client to indicate whether or not the Printer MUST

support all Job Template and-Document Template-attributes.
Defined in [rfc2911] section 3.2.1.2 and 15.

job-mandatory-attributes (1setOf MUSTMAY | Allows the client to list which Job Template and-Document |

Page 8 of 50 Copyright © 2003 IEEE-ISTO. All rights reserved.
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type2 keyword) | | Templateattributes that the Printer MUST support.

Table 3 summarizes the Operation attributes defined in this specification for use with Document Creation operations.
These Operation attributes that-allow the client to provide-hints*-er-supply descriptions of the Document Content
reguirements-to the Printer about individual Document ©bject-cContents at request time-as-summarized-in-Table-2.
This specification does not define corresponding Document Description attributes, since this specification does not
include or depend on a Document object?.

Table 3 - Summary of Document Creation Operation Attributes

Operation attribute Printer Description

support
document-charset (charset) CMUST? The charset of the Document content
document-digital-signature (type2 MAY The type of digital signature, if any used in the Document
keyword) ObjeeteContent.
document-format-details (1setOf CMUST* The details of the Document Object-cContent, including when
collection) its package of files (zip, multipart/related), such as application

and operating system that created the document, the intended
device type (when the format is device-dependent), the natural
languages of the document.

document-format-target MAY The document format that the Printer is to convert to for
(documentFormat) Printers that convert document formats.
document-format-version (text(127)) | MAY The version of the document format.
document-format-version-target MAY The document format level or version that the Printer is to
(text(127) convert to for Printers that convert document formats.
document-format-natural-language MAY The primary natural language of the Document Content.
(naturalLanguage)

job-mandatory-attributes (1setOf MAY The Job Template attributes that the client is requesting that
type2 keywords) the Printer MUST support or reject the Job.
output-device-requested MAY The output device that the client is requesting for a Printer that
(name(127) represents multiple output devices.

Table 4 summarizes the Job Template attributes defined in this specification for use with Job Creation operations.

These Job Template attributes are defined to apply to the Job as a whole, independent of the value of the "multiple-
document-handling" Job Template attribute ([rfc2911] section 4.2.4) whose 'separate-documents-collated-copies' and
'separate-documents-uncollated-copies' which cause the Printer to produce separate Output Documents.

Table 4 - Summary of Job Template Attributes

Job Template attribute Printer Description
support
job-copies (integer(1:MAX)) MAY The number of copies of the entire Job.

2 For Document Description attributes that correspond to the Operation attnbutes deflned for Document Creation

operations, see the Document object defined in [ippdoc].

® The Printer MUST support the “document-charset” operation/Decument-Deseription attributes if the Printer supports
a document-format in which the charset may be ambiguous in the Document content, such as ‘application/vnd.hp-
PCL’ where the charset escape sequence MAY be omitted from the data (see section 4.2.1).

* The Printer MUST support the “document-format-details” operation/Document-Description attributes, if the Printer
supports a packaging document format, such as ‘application/zip’ or ‘multipart/related’

Copyright © 2003 IEEE-ISTO. All rights reserved. Page 9 of 50
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job-cover-back (collection) MAY The cover for the back of the entire Job.
job-cover-front (collection) MAY The cover for the front of the entire Job.
job-finishings (1setOf type2 enum) MAY The finishing for the entire Job.
job-finishings-col (1setOf collection) | MAY The finishing characteristics for the entire Job.

2 Terminology

This section defines terminology used throughout this document.

2.1 Conformance Terminology

Capitalized terms, such as MUST, MUST NOT, REQUIRED, SHOULD, SHOULD NOT, MAY, and OPTIONAL, have

special meaning relating to conformance as defined in RFC 2119 [rfc2119]. All of the operations and attributes
defined in the specification are independently OPTIONAL. If an implementation supports the-an operation or

attribute extension defined-in-this-decumentdescribed in this specification, then these terms apply to the

implementation of that operat|on or attribute; otherW|se they do not. lhesetetm&deﬁneeememmeetethis

For example the term REQUtREI}MUST in thls document means “REQHLREI}MUST if this OPTIONAL Deeumeht
Object—specificationoperation or attribute is implemented”.

The term CONDITIONALLY REQUIRED means that the Printer MUST support the feature, if the specified condition
is true. The term CMUST means MUST if the specified “condition” is true.

2.2 Other Terminology

This document uses the same terminology as [rfc2911], such as “client”, “Printer™, “attribute”,
Operation attribute”,

“keyword”, “Job Template attribute”,

n o«

attribute value”,
response", and “support”

operation”, “request”,

with the same meaning. In addition, the following terms are deflned for use in this document:

supplied value and performs the indicated semantics.
mandatory-attributes” Operation attribute, the client is indicating which supplied Job Template and-Document
TFemplate-attributes the Printer MUST Honor.

Document Creation operation - operations that ereate-accept Document ebjectsContent. Specifically: Create-
Beeument-Print-Job, Print-URI, Send-Document and Send-URI. Note: the Print-Job and Print-URI are both Job
Creation and Document Creation operations.

Honor - a Printer is said to Honor an attribute supplied by the client, if the Printer supports that attribute and the

If the client supplies the “ipp-attribute-fidelity” or “job-

Job Attribute - an Operation attribute or a Job Template attribute that applies to the Job (object) as a whole. For
example, “job-name” is an Operation attribute and “job-priority” is a Job Template attribute.

® [rfc2911] uses the terms “Printer object” and “Printer” interchangeably to mean the same thing. For simplicity, this
document uses the term “Printer” exclusively, except for definitions copied directly from [rfc2911]. None the less, the
intent is as in [rfc2911]: a Printer is an object that MAY be hosted in the device or in a server as in [rfc2911].

Page 10 of 50
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Job Creation operation - operations that create Job objects, specifically: Print-Job, Print-URI, and Create-Job as
defined in [rfc2911].

Operation attribute - an attribute supplied by a client in the Operation Attribute group of a request in order to affect
the behavior of the operation or an attributer returned by the Printer in the Operation Attributes group in an operation
response in order to report the results of the operation. For some Operation attributes the Printer copies the values

supplied by the client to corresponding Job Description er-Decument-Deseription-attributes.

3 New Job operations-and-semantic-extensions-to-Job-operations
This section defines the new Close-Job operation-and-the-semantic-extensions-to-Job-creation-operations.

®* The PWG Semantic Model [pwg-sm] calls the Operation attributes supplied by the client: Job Description attributes

or Document Description attributes for the Job Creation and Document Creation operations, respectively. The [pwg-
sm] also calls Job Template attributes and Document Template attributes: Job Processing and Document Processing
attributes, respectively. Each Processing attribute is defined to be a Job Processing or a Document Processing
attribute, but is not both. The client can supply both Job Processing and Document Processing attributes in a Job
Creation operation, in which case the Document Processing attributes server as defaults for the Document objects. |
The Printer copies all of these client’s supplied attributes to the Job or Document object. Read-only Job and

Document attributes that the Printer sets are called Job Status and Document Status attributes (instead of

Description attributes).
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3.1 Close-Job

| This REQUIRED-OPTIONAL operation closes the Job’. The Printer MUST support this operation. The client
SHOULD issue this operation to close the job, instead of supplying the “last-document” Operation attribute with a
‘true’ value in a Document Creation operation (or a Send-Document operation with no data - see [rfc2911] section
3.3.1). The Printer MUST support both means of closing jobs for backward compatibility with [rfc2911].

If the Job has already been closed (either by a Close-Job operation or by the client supplying the “last-document”
operation attribute with a ‘true’ value), the Printer MUST reject the request and return the ‘client-error-not-possible’
(see [rfc2911] section 13.1.4.5) status code.

Access Rights: The authenticated user (see [rfc2911] section 8.3) performing this operation must either be the job
owner (as determined in the Create-Job operation) or an operator or administrator of the Printer (see [rfc2911]
sections 1 and 8.5). Otherwise, the Printer MUST reject the operation and return: ‘client-error-forbidden’, 'client-error-
not-authenticated', or ‘client-error-not-authorized' as appropriate.

3.1.1 Close-Job Request

The client supplies the following groups as part of the Close-Job Request:
Group 1: Operation Attributes

Natural Language and Character Set:
First, the client MUST supply the "attributes-charset" and "attributes-natural-language” Operation attributes
as described in [rfc2911] section 3.1.4.1. The Printer MUST copy these values to the corresponding Job
Description attributes described in [rfc2911] sections 4.3.19 and 4.3.20.

Target:
Next, the client MUST supply either (1) the "printer-uri" (uri) plus "job-id" (integer(1:MAX)) or (2) the "job-uri"
(uri) Operation attribute(s) which define the target Job object for this operation as described in [rfc2911]
section 3.1.5. The client MAY supply the remaining Operation attributes in any order following:

Requesting User Name:
The "requesting-user-name" (name(MAX)) attribute SHOULD be supplied by the client as described in
[rfc2911] section 8.3.

Page 12 of 50 Copyright © 2003 IEEE-ISTO. All rights reserved.
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3.1.2 Close-Job Response

The Printer MUST return the following sets of attributes to the client as part of the Close-Job response:
Group 1: Operation Attributes
Status Message:
In addition to the REQUIRED status code returned in every response, the response OPTIONALLY includes a
"status-message" (text(255)) and/or a "detailed-status-message" (text(MAX)) Operation attribute as
described in [rfc2911] sections 13 and 3.1.6.

Natural Language and Character Set:
The "attributes-charset" and "attributes-natural-language" attributes as described in [rfc2911] section 3.1.4.2.

Group 2: Unsupported Attributes
See [rfc2911] section 3.1.7 for details on returning Unsupported Attributes.
Group 3: Job Object Attributes
In addition, the Printer MUST return the same Job status attributes that [rfc2911] REQUIRES for the Send-
Document and Send-URI operation responses (which are the same as for the Print-Job response - [rfc2911]
section 3.2.1.2):
"job-uri" (uri) - see [rfc2911] section 4.3.1
"job-id" (integer(1:MAX)) - see [rfc2911] section 4.3.2
"job-state" (typel enum) - see [rfc2911] section 4.3.7
"job-state-reasons" (1setOf type2 keyword) - see [rfc2911] section 4.3.8
The Printer MAY return:

"job-state-message” (text(MAX)) - see [rfc2911] section 4.3.9
"number-of-intervening-jobs" (integer(0:MAX)) - see [rfc2911] section 4.3.15

4 Operation Attributes for Job Creation and Document Creation operations

This section defines seme-new-Operation/Description attributes and-lists-the-Operation/Description-attributes-that
have-been-defined-in-thisspecification-that-are-used-for use in Job Creation operations_and/or Document Creation
Qeratlons and—e*tends%emus&te%he—Deee%eﬁmeFeaﬂewepeﬁaﬂens

In-addition,-somenew Job-Description
—Note: As in [rfc2911] Operation attributes
relate to the operatlon and do not depend on the prmtmg capab|I|t|es of the Printer.

Table 6 lists the nrew-Operation attributes and their attributes syntaxes supplied in Job Creation and Document
Creation operations and the attribute syntaxes of their corresponding "xxx-default" and "xxx-supported" Printer
Description attributes, if any. A "-" indicates that there isn't a "xxx-default" or "xxx-supported" Printer Description
attribute.

Copyright © 2003 IEEE-ISTO. All rights reserved. Page 13 of 50
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Operation attribute: Operation Printer: Default Printer: Supported Values
attribute syntax Value attribute syntax
attribute name " xxx" attribute syntax "xxx-supported"
"xxx-default"
document-charset charset charset 1setOf charset
document-digital-signature type2 keyword type2 keyword 1setOf type2 keyword
document-format documentFormat documentFormat 1setOf documentFormat
document-format-details 1setOf collection 1setOf collection 1setOf type2 keyword®
document-source-application-name name(MAX) name(MAX) -
document-source-application-version text(127) text(127) -
document-source-os-name name(40) name(40) -
document-source-os-version text(40) text(40) -
document-format mimeMediaType mimeMediaType -
document-format-device-id text(127) text(127) -
document-format-version text(127) text(127) -
document-natural-language naturalLanguage naturalLanguage -
document-format-target documentFormat documentFormat 1setOf DocumentFormat
document-format-version text(127) text(127) 1setOf text(127)
document-format-version-target text(127) text(127) 1setOf text(127)
document-natural-language naturalLanguage naturalLanguage 1setOf naturalLanguage
job-mandatory-attributes 1setOf type2 keyword | - -
output-device-requested name(127) - 1setOf name(127)

Table 7 lists the Operation attributes that clients supply at-the Job-Leveland/orthe Document-Levelandin Job and
Document Creation operations and whether the Printer copies (indicated by “0 ") the supplied value to the
corresponding Job Description® attribute.

Legend:

“Creation column indicates which operations the whetherthe-Operation attribute can be supplied

operationstev | in: atthe-Jeb-Level{PJ=Print-Job, PU=Print-URI, and-CJ=Create-Job, } and-at-the

chomalodn Decument-Level{SD=Send-Document, and SU=Send-URI}-.

'y the Operation attribute is defined for use with the indicated operations.

“yO” the Operation attribute is defined for use with the indicated operations and has a
corresponding Job Description attribute (see Table 10) defined to which the Printer
MUST-MAY copy this Operation attribute. See Table 6Table-8 for the-correspoending
Job-and-Document-Deseription-attributes-and-whether there are corresponding “xxx-
default” and “xxx-supported” Printer Description attribute defined.

the Operation attribute is not defined for the indicated operation.

“Conformance” | column indicates the conformance requirements for what the client supplies in a
request and the Printer supports in a request.

“Section” column indicates where the Operation attribute is defined in this spec.

® There is also a "document-format-details-implemented" (1setOf collection), see section 8.7.

® The operations defined for Document Creation operations do not have corresponding Document Description
attributes defined in this specification, since this specification does not assume that there is a Document object. See
[ippdoc] for the corresponding Document Description attributes.
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Table 7 - Operation Attributes supplied at-the Jeb-and-Document-Levels-in Job and Document Creation

Requests
Operation attribute name for Attribute Syntax Level Conformance Section
Job and Document Creation SuppliedCreation
requests Operatlons
CJ PJ, SD, Client Printer
PU Su supply | support
document-charset charset - yE- yE- MAY CMUST" | 84.2.1
document-digital-signature type2 keyword - yE- yE- MAY MAY 84.2.2
document-format documentFormat - y y MAY MUST 84.2.3
document-format-details 1setOf collection - yE- yE- MAY CMUST* | 84.2.4
document-source-application-name name(MAX) - yE- yE- MAY MAY 8§4.2.4.1
Sg'fzsui(r)nnent—source—appl|cat|on— text(127) - yE- yE- MAY MAY §4.24.2
document-source-os-name name(40) - yE- yE- MAY MAY §4.2.4.3
document-source-os-version text(40) - yE- yE- MAY MAY 84.2.4.4
document-format mimeMediaType - yE- yE- MUST MUST 8§4.2.45
document-format-device-id text(127) - yE- yE- MAY MAY 8§4.2.4.6
document-format-version text(127) - yE- yE- SHOULD | MUST 8§4.2.4.7
document-natural-language naturalLanguage - yE- yE- MAY MAY §4.2.4.8
document-format-target documentFormat - y y MAY MAY 84.2.5
document-format-version text(127) - yE- yE- MAY MAY §4.2.6
document-format-version-target | text(127) - y y MAY MAY 84.2.7
document-natural-language naturalLanguage - yE- yE- MAY MAY §4.2.8
ipp-attribute-fidelity boolean yO ® |yO® |- MAY MUST 84.1.1,
job-mandatory-attributes 1setOf type2 yO yO MAY MUST 84.1.2
keyword
output-device-requested name(127) yO- |y0O MAY MAY §4.1.3

4.1 Operation attributes for Job Creation operations

This section defines additional operation attributes that the client MAY supply in Job Creation operations (Print-Job,

Print-URI, and Create-Job).

4.1.1 ipp-attribute-fidelity (boolean) ([rfc2911] section 3.2.1 and 15)

This REQUIRED Operation attribute specifies the policy for the Printer to use (see [rfc2911] §3.2.1.1) when the
client supplies unsupported Job Template attributes' or value in a Job Creation operation-era-subseguent-Document
Creation-operationforthisjeb. The value ‘true’ indicates that total fidelity to client--supplied Job Template and

" The Printer MUST support the “document-charset” Operation/Document Description attributes, if the Printer
supports a charset-ambiguous document format (see section 4.2.1).

» The Printer MUST support the “document-format-details” Operation/Document Description attributes if the Printer
supports a packaging MIME type document format, such as ‘application/zip’ or ‘multipart/related’.

¥ The Printer MUST-MAY copy the “ipp-attribute-fidelity” Operation attribute to the corresponding (new) Job
Description attribute defined i in this speC|f|cat|on, if supported-so-that the Printer can remember-its value for

“ The value of the “ipp-attribute-fidelity” Operation attribute has no effect on other Operation attributes supplied by
the client, only on Job Template attributes supplied by the client.

Copyright © 2003 IEEE-ISTO. All rights reserved. Page 15 of 50
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396 | DeocumentTemplate-attributes and values is required for this Job Creation operation-and-all-subseguentDocument
397 | Creation-operationsforthisjob. If the client supplies the value false or omits the attribute, then the Pnnter MUST

398 accept the Job Creation operation-a

399 | unsupported-attributes-orvaluesinthem.

400 The Pnnter MUST copy this attribute to the correspondlng (new) Job Descnpt|0n attribute (see section 6.1)-and-use
401 ,

402
403

404 | behovierethe Documentlovel{see

405 4.1.2 job-mandatory-attributes (1setOf type2 keyword) Operation attribute

406 | This REQUIREDOPTIONAL® Operation attribute identifies which Job Template attributes the Printer MUST Honor in

407 | this Job Creation request-and-all-subsequentBDocument Creationrequestsfor-thisJob. The Printer MUST reject this

408 | Job Creation operation-erany-subsequent-Document-Creation-operations-for-thisjob, if the client supplies an
409 unsupported Job Template-er-Bocument Femplate-attribute or value in the request that is also identified in this list.

410 | The client MAY supply this attribute in a Job Creation operation. If the Printer supports the "job-mandatory-
411 attributes" Operation attribute, Fthe Printer MUST support this attribute in Job Creation operations and the Validate-
412  Job operation.

413
414
415
416
417
418
419
420

421  The Printer MUST copy this attribute to the corresponding “job-mandatory-attributes” Job Description attribute (see

422 | section 6.3) for auditing and trouble shooting purposes*®-and-use-its-value-forvalidating-subseguent-Decument
423 | CSreoodepcposnbonciorinio el

424  The values of the “job-mandatory-attributes” attribute are the keyword attribute names that identify Job Template
425 attributes, for example, ‘job-hold-until’, ‘job-finishings’ (see section 5.1.4), ‘copies’ and ‘media’. In order to identify a
426 member attribute of a collection attribute, the keyword names of both the collection attribute and the member

427 attribute are given separated by a period (.) character. For example, to make the “media” attribute of the “cover-
428  front” collection attribute mandatory, supply the keyword value: ‘cover-front. media’.

429 | The Printer MUST accept any keyword values whether or not the corresponding Job Template attributes are

430 | supported by the Printer and MUST NOT return those unsupported keywords in the Unsupported Attributes Group in
431 | the response. If the client supplies this "job-mandatory-attributes" Operation attribute in a Job Creation operation
432 | with values that represent Job Template attributes that the Printer doesn't support, the Printer MUST otherwise

433 accept the attribute anyway. The Printer MUST reject this Job Creation er-a-subsequent-Document Creation

434 | eperation-only if the client actually supplies any of the identified Job Template attributes that the Printer doesn't

435  support. Because the Printer doesn't reject when the "job-mandatory-attributes” Operation attribute has the

®* The Pnnter uses the "job- mandatorv—attnbutes Job Descrlptlon attnbute for valldatlnq subsequent Document

Creation operations for this job when also supporting [ippdoc].
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436 unsupported attribute keyword names, the client MAY supply all of the attribute keyword names that the client
437  supports without having to tailor the list to the particular Printer that the client is submitting the Job Creation
438 operation, thereby, simplifying client use of this attribute.

439
440
441
442

443  4.1.3 output-device-requested (name(127))

444  This OPTIONAL Operation attribute specifies the name of the target output device for a Printer that fans-out to

445 multiple devices (see [rfc2911] section 2.1). This allows the client to control which output device the Printer selects.
446 If this attribute is omitted, the Printer selects whichever output device seems best for the job in an implementation
447 dependent manner. The client can discover which output devices the Printer supports by querying the Printer's
448 "output-device-requested-supported” Printer attribute (see section ).

449 If the Printer supports this Operation attribute, the Printer MUST support it only on Job Creation operations, not
450  subsequent Document Creation operations_for this Job.

451 If the Printer supports this Operation attribute, the Printer MUST support the "output-device-assigned" Job
452 Description attribute with the same values (see [rfc2911] section 4.3.13).

453 If a client supplies this “output-device-requested” Operation attribute with a value that the Printer doesn't support, the
454 Printer MUST perform one of the following actions depending on implementation: (1) reject the request OR (2)

455 accept the request and either (a) put the Job in the 'pending-held’ state or (b) process the job ignoring the attribute.
456 See section 4.2 below for more details.

457

458 4.2 Operation/Beseription attributes_for Document Creation operations

459  Therestofthis section defines the semantics for the Operation attributes that a client MAY supply in a Jeb-Document

460  Creation operation_(Print-Job, Print-URI, Send-Document and Send-URI)-and-theircerresponding-Beseription
461  attributes. Note: Print-Job and Print-URI are both Job Creation and Document Creation operations. The following

462  statements apply to all of these Operation/Beseription attributes and are not repeated in each attribute Description:

463 If the Printer doesn’t support the “xxx” Operation attribute, the Printer MUST ignore the “xxx” attribute (as with any
464  OPTIONAL Operation attribute) and return the “xxx” attribute with the supplied value as unsupported in the
465 Unsupported attributes group as specified in [rfc2911] section 3.1.7.

466 If the Printer supports the “xxx” Operation attribute, the Printer MUST also:

467

468

469

470 1. support the corresponding "xxx-default" and "xxx-supported" Printer Description attributes as well, if defined
471 (see Table 6 and section 8) and vice versa.

472 2. validate the values supplied by the client in the "xxx" Operation attribute against the values indicated in the
473 Printer's corresponding "xxx-supported" Printer Description attribute (see section 8). If the values do not
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‘ that—the—tlnnter—deesﬁqet—se%pert—the—lgnntepMusterform one of the actlons |nd|cated for that Operatlon

unless specified otherwise, such as (1) reject the request, (2) accept the request and either (a) hold the job
for operator intervention or (b) print the Job ignoring the attribute. In all of these cases, the Printer MUST
return the Operation attribute with the unsupported value in the Unsupported Attributes group in the
response (see [rfc2911] section 3.1.7).

4.2.1 document-charset (charset)
‘ This CONDITIONALLY REQUIRED Operation attribute identifies the charset of the Document eContent.

If a client supplies the “document-charset” Operation attribute in a Document Creation operation with a value that the
Printer doesn’t support, the Printer MUST reject the job and return the status code: ‘client-error-charset-not-
supported’ (see [rfc2911] section 3.1.4.14), since the interpretation of the content will be mis-understood by the
Printer..

The standard values for these attributes are Internet Media types (sometimes called MIME types). For further details
see the description of the 'mimeMediaType' attribute syntax in [rfc2911] section 4.1.9.

| The Printer MUST support this attribute if it supports a document format for which the Document Object-eContent can
be ambiguous with respect to the charset being used to encode the data. For example, the ‘application/vnd.hp-PCL’
MAY omit the charset escape sequence. Although [rfc2854] strongly RECOMMENDS that ‘text/html’, include a “;
charset=charset’ parameter in the MIME type itself (that is, explicitly in the value of the “document-format” attribute),
often the charset= parameter is not present in the MIME type and the Printer MUST assume a charset. Thus a

| Printer that supports the text/html MIME type MUST support the “document-charset” operation/Deseription attributes.
Also many text files use the various 8-bit ISO 8859 charsets in which the lower half is US-ASCII and the upper half is
various Latin sets (about 8 or 9), Greek, Cyrillic, Hebrew, and Arabic. Shift JIS is another example where the left half
is US-ASCII, but the right half can be one of a number of things. But if the data doesn't contain the charset escape
sequences, this attribute can help the Printer know what the charset is in the Document. Such document formats are
called “charset-ambiguous” document formats. Finally, even though [rfc2046] REQUIRES the “; charset=" MIME
type parameter if the file contains other than US-ASCII, in practice, the “; charset=" MIME type parameter is often
omitted, thus making ‘text/plain’ a charset-ambiguous document format. See the discussion in [rfc2911] section 4.1.9
and [rfc2046].

Printer MAY also check the Document content while processing to see that the document data meets the coding
requirements for the supplied charset. If the data contains something that is outside the charset encoding, the
Printer MUST either (1) hold the job or (2) abort, and SHOULD NOT continue printing square boxes for encoded
characters that are outside the charset supplied by the client.

Many other document formats, such as ‘application/postscript’ and ‘application/pdf’, are not charset-ambiguous, so
that Printers that support only such formats MAY omit support of the “charset” Operation/ Description attributes.

If the Printer supports the "document-charset” Operation attribute, it MUST also support the corresponding

| “document-charset”Desecription-attribute (see-section-1-1-1)-and-the-"document-charset-default" and "document-

charset-supported” Printer Description attributes as well and vice versa (see sections 8.1 and 8.2).

4.2.2 document-digital-signature (type2 keyword)
This OPTIONAL Operation attribute identifies the technology of digital signature in the Document content.

| If a client supplies this “document-digital-signature” Operation attribute in a Document Creation operation with a

value that the Printer doesn’t support, the Printer MUST perform one of the following actions depending on

implementation: (1) reject the request OR (2) accept the request, set the Job's "job-state-reasons" attribute to
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517 'digital-signature-type-not-supported’ (see section 7.1), and either (a) put the Job in the 'pending-held’ state or (b)
518 process the job ignoring the attribute. See section 4.2 above for more details.

519 If the Printer supports this attribute and the value supplied by the client, the Printer MAY verify the signature
520 according to the rule for that signature format and “document-format”. If the signature does not verify, then the
521 Printer MUST perform one of the following actions depending on implementation (which MAY depend on the
522  “document-format” and a site-established policy):

523 1. ignore the signature (and MAY indicate on the printed output some how) and MUST set the Job's "job-state-
524 reasons" Job Descnpt|0n attnbute to the d|g|tal S|gnature d|d not venfy vaIue anthheLDeeumen{Ls

525 verify-value-(see
526 section 7.1).

527 2. putthe job on hold and wait for human intervention and MUST set the Job's "job-state-reasons” Job

528 Description attribute to the jOb dlgltal signature-wait' and d|g|tal S|gnature d|d not- venfy values and—the
529 ,
530 value-(see section 7.1), OR

531 3. abort the job depending on implementation and/or site configuration and MUST set the Job's "job-state-
532 reasons" Job Descnpt|0n attribute to the 'job- aborted -by-system' and d|g|tal S|gnature d|d not- venfy vaIues
533 :

534 net—venf%value(see section 7. 1)

535 Different PDLs have different techniques of embedding the signature. If the Printer supports the "document-digital-
536  signature" attribute and the supplied “document-format”, the Printer MUST accept the document. However, if the
537 Printer either doesn’t support the value of the “document-digital-signature’ Operation attribute or doesn’t support the
538 technique used by the supplied “document-format” attribute, the Printer MUST either (1) ignore the signature or (2)
539 put the job on hold and wait for human intervention, depending on implementation. If the Printer doesn't support the
540  supplied value, the Printer MUST return the “document-digital-signature” attribute with its value as unsupported in the
541 Unsupported attributes group as specified in [rfc2911] section 3.1.7.

542  The following standard keyword values are defined:

543 'dss': Digital Signature Standard (DDS) [dss].

544 ‘none’: There is not a digital signature in the Document content. If this attribute is supported, the ‘none’
545 value MUST be supported.

546 'pgp": PGP Message Exchange Formats [rfc1991].

547 ‘smime": Enhanced Security Services for S/IMIME [rfc2634].

548 'xmldsig’ XML Digital Signature [xmldsig].

549  4.2.3 document-format (mimeMediaType)

550 This REQUIRED Operation attribute (see [rfc2911] section 3.2.1.1) indicates the document format of the supplied
551 Document Content. If a client supplies the “document-format” Operation attribute with a value that the Printer doesn’t
552  support, the Printer MUST reject the job and return the status code: ‘client-error-document-format-not-supported’

553 (see [rfc2911] section 3.1.4.11), since the Printer cannot process the data.

554  The standard values for this attribute are Internet Media types (sometimes called MIME types). For some MIME

555  types, such as ‘text/plain’ [rfc2046], the “; charset=" parameter is defined which specifies the charset of the Document
556 content. The Printer MUST support the charset MIME parameter as well as the “document-charset” Operation

557 attribute (section 4.2.1) if the Printer supports any text MIME type, such as ‘text/plain’ or ‘text/html’. For further

558 details see the description of the 'mimeMediaType' attribute syntax in [rfc2911] section 4.1.9 and [rfc2046] and the
559  “document-charset” Operation attribute (section 4.2.1).
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560 Many printer languages in the Printer MIB do not have a MIME type registered with IANA." This-specification-It is the
561 intent of the PWG to registers all of the Printer MIB v2 XXX Printer Languages as 'application/vnd.PWG-XXX'. If a
562 Printer Language already has a registered MIME Media type or gets a registration in the future, then that MIME Type
563 MUST be used in preference to the 'application/vnd.PWG-XXX' MIME Type. For example, PostScriptl] has the

564 MIME Media type: 'application/postscript' and PCL has the MIME Media Type: "application/vnd.HP-PCL, so those
565 MIME Media types MUST be used instead of 'application/vnd.PWG-PS' and 'application/vnd.PWG-PCL'. For

566 example, the NEC NPDL printer language from the Printer MIB does not have a MIME type registered with IANA.
567  Therefore, the “document-format” = ‘application/vnd.PWG-NPDL’ MUST be used.

568 Note: It is proposed that CIP4 [cip4] register the YYY document formats with IANA as ‘application/vnd.CIP4-YYY'
569 that CIP4 is using that don't have a registered MIME Media type. For example, TIFF/IT [is012639] would be

570 registered as: ‘application/vnd.CIP4-TIFF-IT'. Then CIP4 would keep a list of TIFF/IT versions. For example:
571 TIFF/IT-CT/P1:1998' to use with the "document-format-version" attribute (and the CIP4 JDF equivalent

572 MimeTypeVersion attribute).

573 ACTION ITEM (Tom): Get CIP4 buy-in to use the same flat file (which will require an additional field for the
574 JDF FileType attribute. ACTION ITEM (Tom and Ira): Propose a format for the file.

575 See also the “document-format-version” Operation attribute in section 4.2.6 and the “document-format-details”
576 Operation attribute in section 4.2.4.

577 4.2.4 document-format-details (1setOf collection)

578  This CONDITIONALLY REQUIRED Operation attribute supplied in Document Creation operations summarizes the
579 details of the Document content, including any files contained in the Document. See Table 8 for a list of the member
580 attributes along with the client and Printer conformance requirements.

581 If a Printer supports a packaging MIME type, such as ‘multipart/related’ or ‘application/zip’, the Printer MUST support
582 | this “document-format-details” Operation attribute-and-the corresponding-Description-attribute {see section1-1.1). If
583 a Printer does not support a packaging MIME type, it MAY omit support of the “document-format-details” Operation
584  attribute and Description attribute. The purpose of the “document-format-details” Operation attribute is to describe
585 the details of the document format or formats in the supplied Document, including the packaging format itself, so that
586  the Printer knows what to expect.

587 | If a client supplies the “document-format-details” Operation attribute in a Document Creation request with member
588 attributes and/or values that the Printer doesn’t support, the Printer MUST perform one of the following actions

589 depending on implementation: (1) reject the request OR (2) accept the request and either (a) put the Job in the

590 'pending-held’ state or (b) process the job ignoring the attribute. See section 4.2 above for more details. However, if
591 the “document-charset” or the “document-format” member attributes are the ones in question, the Printer MUST
592 reject the request, same as for the “document-charset” and “document-format” Operation attributes (see sections
593  4.2.1 and 4.2.3) and return the ‘client-error-charset-not-supported' (see [rfc2911] section 13.1.4.16) or the ‘client-
594  error-document-format-not-supported’ (see [rfc2911] section 13.1.4.11), respectively.

595 For a packaging format, the “document-format-details” attribute does not provide means to associate each collection
596  value with particular document in the archive file, so it does not provide a “manifest™ of the packaging. One of the
597 packaging collection values MAY describe the packaging format itself, in which case that collection value MUST be
598 the first collection value. The remaining collection values provides the summary of the details of the contained files in
599 any order.

” Companies are urged to register there Printer languages with IANA using the ‘application/vnd.XX-yyy vendor tree.
There has also been a long standing PWG proposal to register all of these as ‘application/vnd.pwg-yyy.

' If the client wants to achieve a “manifest”, that is a complete list of each file in a packaging, then the client needs to
extract each file from the package and submit each one as a separate Document object. Note: the client can re-
compress each file before sending, so the compression isn't lost when sending each document separately.
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There MUST NOT be any duplicate collection values, that is, no collection values with all the same member attribute
values; it's a set, not a sequence. So 100 PostScript files with the same details in a .zip file:

(1) MAY have one collection value with the “document-format” member attribute = ‘application/zip’ MIME type

value and MAY have additional member attributes that give details about the .zip file itself and

(2) MUST have one collection value containing a “document-format” member attribute =
‘application/postscript’ and MAY have additional member attributes that give the details about the PostScript

files.

If a file in a packaging file is itself a packaging file, the single “document-format-details” (1setOf collection) Operation
attribute SHOULD contain the flattened distinct collection values for all files at all nested levels. Therefore, the
“document-format-details” collection attribute is not recursively defined and MUST NOT contain the “document-
format-details” attribute as a member attribute.

Table 8 - "document-format-details” member Operation attributes

Client Printer Member Top Level
Member Attribute Name Attribute Syntax . Attribute Attribute
supplies Support . .
Section Section
document-source-application-name name(MAX) MAY MAY 42.4.1 N/A
document-source-application-version | text(127) MAY MAY 4.2.4.2 N/A
document-source-0s-name name(40) MAY MAY 4243 N/A
document-source-os-version text(40) MAY MAY 4244 N/A
document-format mimeMediaType MUST MUST 4.2.4.5 4.2.3
document-format-device-id text(127) MAY MAY 4.2.4.6 N/A
document-format-version text(127) SHOULD MUST 4247 42.6
document-natural-language 1setOf MAY MAY 4.2.4.8 4.2.8
naturalLanguage

The client can determine which member attributes of the “document-format-details” are supporter by querying the
Printer’'s “document-format-details-supported” (1setOf type2 keyword) Printer Description attribute (see section 8.6).
The client can determine a supported set of document details by querying the Printer’s “document-format-details-
implemented” (1setOf collection) Printer Description attribute (see section 8.7).

Table 8 shows that three of the member attributes also have comparable top level Operation attributes defined with
the same names. See the sections listed in the rightmost column. These three high level attributes have
corresponding “xxx-default” and “xxx-supported” Printer Description attributes. These values are also for use with
the corresponding three member attributes. The remaining member attributes do not have any corresponding “xxx-
default” and “xxx-supported” Printer Description attribute. The client MAY query the Printer's "document-format-
details-implemented" Printer Description attribute to determine what values the Printer has implemented. However,
the Printer MAY accept other values, such as later or earlier versions.

If a client supplies this “document-format-details” Operation attribute with a member attribute with a value that the
Printer doesn’t support, the Printer MUST perform one of the following actions: (1) reject the request OR (2) accept
the request and either (a) put the Job in the 'pending-held’ state or (b) process the job ignoring the attribute. See
section 4.2 above for more details.

4.2.4.1 document-source-application-name (name(MAX))

This OPTIONAL member Operation attribute identifies the application that generated the document. The
version number MUST NOT be included (see the "document-source-application-version" attribute).
Examples: “Photoshop”, “Microsoft Word".
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4.2.4.2 document-source-application-version (text(127))

This OPTIONAL member Operation attribute identifies the version number of the application that created the
document. The intent of this attribute is for purposes of affecting the interpreting by the Printer for any
formats for which the source application version might have different semantics. Examples:

“8.1 (4331)" for Winzip, “5.0.5 10/26/2001" for Acrobatl], “2000 (9.0.4119 SR-1)” for Microsoftdd Word

When populating the “document-source-application-version-implemented” member attribute of the
“document-format-details-implemented” Printer Description attribute, some of the trailing information MAY be
omitted, so that a substring match of the Printer’s value with the value supplied by the client is sufficient for a
match. For example, the Printer’s value MAY be “8.1", “5.0”, and “2000", respectively, as compared to the
corresponding example values above that MAY be supplied by the client.

If the client omits this member attribute or supplies a zero length string, that matches with any version.
Similarly, the Printer's member attribute MAY be omitted or be a zero length string to indicate any.

4.2.4.3 document-source-os-name (name(40))

This OPTIONAL member Operation attribute identifies the name of the operating system on which the
document was generated. Valid values are the operating system names defined in the IANA Operating
System name registry [os-names] with the version number portion removed (see the “document-source-os-
version” attribute). IANA Operating System Names are consist of up to 40 uppercase US-ASCI! letters,

hyphen (“-*), period (“.”), and slash (*/") characters. The zero length string represents unknown®.

Example IANA OS Registry values: ‘AlX, ‘DOS’, ‘LINUX’, ‘MACOS’, ‘MSDOS’, ‘MVS’, ‘NETWARE’, ‘0OS/2’,
‘SUN’, ‘'SUN-OS’, ‘UNIX’, ‘'VMS’, ‘WINDOWS'.

4.2.4.4 document-source-os-version (text(40))

This OPTIONAL member Operation attribute identifies the version of the operating system on which the
document was generated. Valid values include the version portion of any of the operating system names
defined in the IANA Registry [0s-names]. The value MUST NOT include the name portion of the registered
OS name (see “document-source-os-name” attribute). The zero length string represents unknown®.

Example values for the indicated “document-source-os-name” value are:
For ‘AIX": ‘370, ‘PS/2’
For ‘LINUX': ‘1.0, ‘1.2, ‘2,0, '2.2", 2.4’
For ‘MVS':. ‘SP’
For ‘NETWARE" ‘3',‘3.11", '4.0’, ‘4.1, '5.0°
For ‘'SUN-OS": ‘3.5, ‘4.0
For ‘UNIX": ‘BSD’, V', V.1, ‘'V.2", V.3, ‘PC’
For ‘WINDOWS': ‘95, ‘98', ‘CE’, ‘NT’, ‘NT-2’, ‘NT-3’, ‘NT-3.5", ‘NT-3.51", ‘NT-4, ‘NT-5’, ‘2000, ‘XP’
[not registered yet]

4.2.4.5 document-format (mimeMediaType)

This REQUIRED member Operation attribute identifies the document format (see [rfc2911] §3.2.1.1) of the
collection value of which it is a member. The client MUST supply and the Printer MUST support this member
attribute in each collection value. The values for this member attribute are Internet Media types (sometimes

¥ The IANA Registry of OS Names does have an “UNKNOWN?” value. However, that value is not being used for the
“document-creator-os-name” and “document-creator-os-version” attributes. Instead, a zero length string indicates
unknown, so that clients don’'t have to make a special case check for the UNKNOWN token and localize UNKNOWN
to the language of the user while the client is not localizing any other OS name or version values.
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called MIME types) and have the same values and semantics as for the top level “document-format”
eOperation/Becument-Deseription attribute with the same name (see section 4.2.3 for the semantics).

4.2.4.6 document-format-device-id (text(127))

This OPTIONAL member Operation attribute identifies the type of device for which the document was
formatted, including manufacturer and model. This attribute is intended to identify document formats that are
not portable, e.g., PDLs that are device dependent. The value of this variable MUST exactly match the IEEE
1284-2000 Device ID string (see [IEEE1284] clause 6), except the length field MUST NOT be specified. See
the Microsoft Universal Plug and Play [upnp] section 2.2.6 Deviceld parameter for details and examples.
Here is an example showing only the required fields for a PostScript document:

MANUFACTURER: ACME Co. ; COMVAND SET: PS; MODEL: Laser Beam 9;

4.2.4.7 document-format-version (text(127))

This REQUIRED member Operation attribute identifies the level or version of the document format identified
by the “document-format” member attribute. The client MAY supply and the Printer MUST support this
member attribute if the Printer supports the “document-format-details” Operation/Document-Deseription
attribute. The semantics and supported values of this “document-format-version” member attribute MUST be
the same as for the top level “document-format-version” Operation/Becument-Description attribute with the
same name (see section 4.2.6 for the semantics).

4.2.4.8 document-natural-language (naturalLanguage)

This OPTIONAL member Operation attribute specifies the natural language(s) of the collection value of
which it is a member. The values for this attribute are natural language codes (with optional country codes)
and have the same values and semantics as for the top level “document-natural-language”
(naturalLanguage) operation/Becument-Description attribute with the same name (see section 4.2.8 for the
semantics).

4.2.5 document-format-target (mimeMediaType)
This OPTIONAL Operation Jeb-Femplate-attribute specified the document format that the Printer is to produce.

If a client supplies the “document-format-target” Operation attribute with a value that the Printer doesn’t support as
indicated by the Printer's "document-format-target-supported" attribute (see section 8.9), the Printer MUST reject the
job and return the status code: ‘client-error-document-format-not-supported’ (see [rfc2911] section 3.1.4.11), since
the Printer cannot produce the requested data. For this error, the Printer MUST also return the "document-format-
target" attribute with its unsupported value in the Unsupported Attributes group in the response in order to distinguish
this case from the "document-format" Operation attribute value being unsupported..

The values of this attribute are MIME Media Types as defined for the "document-format" Operation attribute (see
section 4.2.3). Support of this Job-Template-Operation attribute is intended for Printers that perform document
format conversion as part of their service.

ISSUE 01: Sheuld-we-OK that we defined the "document-format-target” and "document-format-version-target”
attributes to be Operation/Beseription attributes (SM Description attributes) instead of Job Template attributes (SM
Document Processing attributes), so that the Printer MUST perform the requested action without the client having to
use the "ipp-attribute-fidelity" or "job-mandatory-attributes" operation attribute_and so the client can supply different

values for different documents without requiring the Document Object [ippdoc]?

Copyright © 2003 IEEE-ISTO. All rights reserved. Page 23 of 50




| Page 24 of 50 IPP Job Extensions, 5/18/03

712 4.2.6 document-format-version (text(127))

713  This OPTIONAL Operation attribute identifies the level or version of the document format of the Document content
714 identified by the “document-format” Operation attribute (section 4.2.3).

715 If the client supplies this “document-format-version” Operation attribute, the client MUST also supply the “document-
716  format” Operation attribute (section 4.2.3), so that the Printer does not need to parse the “document-format-version”
717  string in order to determine the document format and version.

718 If a client supplies this “document-format-version” Operation attribute with a value that the Printer doesn’t support as
719 indicated by the Printer's "document-format-version-supported" attribute (see section 8.11), the Printer MUST

720 perform one of the following actions, depending on implementation: (1) reject the request OR (2) accept the request
721 and either (a) put the Job in the 'pending-held' state or (b) process the job ignoring the attribute. See section 4.2
722 above for more details.

723  The defined values are taken from the Printer MIB [rfc1759] langTC values (after removing the “lang”) used in the
724 prtinterpreterLangFamily and the prtinterpreterLangLevel attributes (SNMP calls them “objects”) separated by the “/”
725 character. If there is no version, just the langTC prefix without the “/” is used. Note: the Printer MIB

726 prtinterpreterLangVersion attribute is not used, since no standard values are given in the Printer MIB.

727  The short first field before the “/” character are unique, so that the version values are self-identifying so that all the
728  versions for all document formats can be combined into a single list for the Printer’s “document-format-version-

729  supported” Printer attribute. The first field also tends to be the acronym for the document format and often is also the
730 file name extension registered with IANA. The Printer MIB shows the first field in uppercase for readability.

731 However, the Printer MUST perform case-insensitive matching of supplied values with supported values.

732 Example values:

733 ‘PS/3": For Postscript level 3 [rfc1759].

734 ‘PCL/5e’; For PCL 5e [rfc1759].

735 ‘PDF/1.4’: For PDF version 1.4 [pdf]

736 ‘PDF/X-1a:2001"; For PDF/X-1a [is015930]

737 ‘TIFF/IT-FP:1998": TIFF/IT [is012639] - Full Page - baseline.

738 ‘TIFF/IT-CT:1998": TIFF/IT [is012639] - Continuous Tone picture data - baseline

739 ‘TIFF/IT-FP/P1:1998": TIFF/IT [iso12639] - Full Page - profile 1

740 ‘TIFF/NT-CT/P1:1998": TIFF/IT [is012639] - Continuous Tone picture data - profile 1

741 ‘Automatic’: auto sense the format [rfc1759]. Is use in combination with the ‘application/octet-stream’ (see
742 [rfc2911] section 4.1.9.1) value of the “document-format” attribute (section 4.2.3).
743

744 If a client supplies this “document-format-version” Operation attribute with a value that the Printer doesn’t support as
745 indicated by the Printer's "document-format-version-supported" attribute (see section 8.11), the Printer MUST

746 perform one of the following actions, depending on implementation: (1) reject the request OR (2) accept the request
747 and either (a) put the Job in the 'pending-held' state or (b) process the job ignoring the attribute. See section 4.2
748 above for more details. ISSUE 02: Or should we require the Printer to always reject a request for an unsupported

749 target version?

750 The Printer produces the value indicated by its "document-format-version-default" Printer attribute only if the client
751 does not supply the "document-format-version" Operation attribute and the "document-format" Operation attribute. If
752 the client supplies the "document-format” Operation attribute, but not the "document-format-version" Operation

753 attribute, the Printer applies an appropriate default version for the supplied document format.

754 ISSUE 03: OK not to have a "document-format-col-default" (collection) which is pairs of "document-format" and
755 "document-format-version" values, since the "document-format-version" is self-describing which includes short
756 abbreviation of the document format?
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ISSUE 04: Or should the "document-format-version-default” be a 1setOf since the version string is self-identifying
with the PDL? Then the different defaults could be indicated for each document format?

4.2.7 document-format-version-target (text(127)
This OPTIONAL Operation Jeb-Femplate-and-Document Template-attribute specifiesd the document format level or

version that the Printer is to produce.

If the client supplies this “document-format-version-target” Operation attribute, the client MUST also supply the
“document-format-target” Operation attribute (section 4.2.7), so that the Printer does not need to parse the
“document-format-version-target” string in order to determine the document format and version.

If a client supplies this “document-format-version-target” Operation attribute with a value that the Printer doesn’t
support as indicated by the Printer's "document-format-version-target-supported" attribute (see section 8.13), the
Printer MUST perform one of the following actions, depending on implementation: (1) reject the request OR (2)
accept the request and either (a) put the Job in the 'pending-held’ state or (b) process the job ignoring the attribute.
See section 4.2 _above for more details. ISSUE 05: Or should we require the Printer to always reject a request for
an unsupported target version?

The values are the document format version strings as defined for the "document-format-version" Operation attribute
(see section 4.2.6). Support of this Job Template attribute is intended for Printers that perform document format
conversion as part of their service.

The Printer produces the value indicated by its "document-format-version-target-default” Printer attribute (see section
8.8) only if the client does not supply the "document-format-target-version" Femplate-Operation attribute and the
"document-format-target" Femplate-Operation attribute. If the client supplies the "document-format-target" Femplate
Operation attribute, but not the "document-format-version-target" Femplate-Operation attribute, the Printer applies an
appropriate default version for the supplied document format.

ISSUE 06: Does it make sense to have a "document-format-target-default" or not?

4.2.8 document-natural-language (naturalLanguage)

This OPTIONAL Operation attribute specifies the natural language of the Document content (see [rfc2911] section
3.2.1.1 and section 4.1.8).

If the client supplies this "document-natural-language" Operation attribute with a value that the Printer doesn’t
support, the Printer MUST perform one of the following actions: (1) reject the request OR (2) accept the request and
either (a) put the Job in the 'pending-held' state or (b) process the job ignoring the attribute. See section 4.2 above
for more details.

The values MAY include region as well as the language according to [rfc2911 section 4.1.8. If the document
contains more than one language, the value is the first or primary language of the document. The Printer MAY use
this value to select fonts or other Globalization processing. As indicated in [rfc2911] section 4.1.8, example include:

‘en’: for English
‘en-us': for US English
'fr'. for French

'de". for German
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798 5 Job Template attributes

799  Table 9 lists the new Job Template attributes defined in this specification. The Job Template attributes can be
800  supplied in the Job Creation operations: Print-Job, Print-URI, and Create-Job operations.

809 | Job Template and-DocumentTemplate-attributes are OPTIONAL for a Printer to support and for a client to supply in
810 | a Job Creation er-BocumentCreation-request-era-Document-Overrides-orPage-Overrides. If a Printer supports a
811 | Job Template erDocumentTemplate-attribute, then it MUST copy the supplied attribute to the Job er-Decument
812 object, respectively so that a client MAY query the attributes in subsequent Get-Job-Attributes/Get-Jobs and-Get-

813 %mm%%%%operatlons—%emm@%%mw

816 If a Job Template collection attribute is supported (see [rfc3382]), then there are conformance requirements for which
817  member attributes MUST be supported and which member attributes a client MUST supply as indicated in the
818  Conformance column for each collection member attribute in Table 9.

821
822
823
824
825
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Job Template
attribute name_"xxx"

Attribute Syntax

Printer: Default Value

attribute syntax
"xxx-default"

Printer: Supported Values

attribute syntax
"xxx-supported"

destmontiarmnt mimeMediaType
target
eleeement—fetmat- textd27)
version-target
job-copies integer(1:MAX) integer(1:MAX) rangeOfinteger(1:MAX)
job-cover-back collection collection 1setOf type2 keyword
cover-type type2 keyword - 1setOf type2 keyword
media type3 keyword - 1setOf (type3 keyword | name(MAX))
name(MAX)
media-col collection - 1setOf type2 keyword
member attributes See [pwg5100.3] - -
[pwg5100.3]
job-cover-front collection collection 1setOf type2 keyword
member attributes - see job-cover-
same as job-cover- frontback

frontback

job-finishings

1setOf type2 enum

1setOf type2 enum?°

1setOf type2 enum

job-finishings-col

collection

collection®

1setOf type2 keyword

finishing-template

name(MAX)

1setOf name(MAX)

stitching

collection

1setOf type2 keyword

stitching-reference-

edge

type2 keyword

1setOf type2 keyword

stitching-offset

integer (0:MAX)

1setOf (integer(0:MAX) |
rangeOfinteger(0:MAX))

stitching-locations

1setOf integer(0:MAX)

1setOf (integer(0:MAX) |
rangeOfinteger(0:MAX))

5.1 Job Template attributes defined for use with multi-document jobs

This section defines additional Job Template attributes for use with multi-document Jobs. These Job Template
attributes MUST be supphed aHhe—Jele{eve.Lm Job Creation operat|ons only. They have the "jOb " pref|x to indicate

this scope.

aﬁeeHhe—Jeleesawhel&Tms Job Template attnbute MUST NOT be supplied in the 'page- overr|des Job Template

attribute [overridel].

Unless specified otherwise, each Job Template attribute has a corresponding “xxx-default” and

“xxx-supported Job Template Printer attribute. See Table 12 for the attribute syntax.

5.1.1 job-copies (integer(1:MAX))

This OPTIONAL Job Template attribute specifies the number of job copies, i.e., with all of the Documents taken

together. Its interpretation is independent of the value of the “multiple-document-handling” Job Template attribute.
See the “copies” Job Template attribute defined in [rfc2911] section 4.2.5 which switches between job copies and
document copies depending on the value of the “multiple-document-handling” Job Template attribute ([rfc2911
section 4.2.4)._The “job-copies” Job Template attribute is equivalent to “copies” with “multiple-document-handling” =

‘single-document-new-sheet’.

2 The "job-finishings" and "job-finishings-col" Job Template attributes also include corresponding "job-finishings-

ready"” (1setOf enum) and "job-finishings-col-ready" (1setOf collection).
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841 5.1.1.1 job-copies-default (integer(1:MAX))

842 This OPTIONAL Job Template Printer attribute specifies the default number of copies for the job as a whole. The
843 Printer MUST support this attribute if it supports the "job-copies” Job Template attribute.

844 5.1.1.2 job-copies-supported (rangeOfinteger(1: MAX))

845 This OPTIONAL Job Template Printer attribute specified the supported range of the number of copies for the job as a
846 whole. The Printer MUST support this attribute if it supports the "job-copies" Job Template attribute.

847 5.1.2 job-cover-back (collection)

848 | This OPTIONAL Job Template attribute specifies the cover for the back of the job, i.e., with all of the Documents
849  taken together and is independent of the value of the “multiple-document-handling” Job Template attribute. The
850 member attributes are the same as “cover-back” (see [pwg5100.3] section 3.1). However, the “cover-back” Job
851  Template attribute switches between a job back cover and a document back cover depending on the value of the
852 | “multiple-document-handling” Job Template attribute_([rfc2911] section 4.2.4). The “job-cover-back” Job Template
853 attribute is equivalent to “cover-back” with “multiple-document-handling” = ‘single-document-new-sheet’.

854 5.1.2.1 job-cover-back-default (collection)

855 This OPTIONAL Job Template Printer attribute specifies the default the cover for the back of the job. The Printer
856 MUST support this attribute if it supports the "job-cover-back" Job Template attribute.

857 5.1.2.2 job-cover-back-supported (1setOf type2 keyword)

858 This OPTIONAL Job Template Printer attribute specified the supported member attributes of the "job-cover-back"
859 Job Template collection attributes. The Printer MUST support this attribute if it supports the "job-cover-back" Job
860 Template attribute.

861 5.1.3 job-cover-front (collection)

862 | This OPTIONAL Job Template attribute specifies the cover for the front of the job, i.e., with all of the Documents

863  taken together and is independent of the value of the “multiple-document-handling” Job Template attribute. The

864 member attributes are the same as the “cover-front” Job Template attribute (see [pwg5100.3] section 3.2). However,
865  the “cover-front” Job Template attribute switches between a job front cover and a document front cover depending on
866 | the value of the “multiple-document-handling” Job Template attribute ([rfc2911] section 4.2.4). The “job-cover-front”
867 | Job Template attribute is equivalent to “cover-front” with “multiple-document-handling” = ‘single-document-new-

868 | sheet'.

869 5.1.3.1 job-cover-front-default (collection)

870 This OPTIONAL Job Template Printer attribute specifies the default the cover for the front of the job. The Printer
871 MUST support this attribute if it supports the "job-cover-front" Job Template attribute.

872 5.1.3.2 job-cover-front-supported (1setOf type2 keyword)

873 This OPTIONAL Job Template Printer attribute specified the supported member attributes of the "job-cover-front" Job
874 Template attributes. The Printer MUST support this attribute if it supports the "job-cover-front" Job Template
875 collection attribute.
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5.1.4 job-finishings (1setOf type2 enum)

This OPTIONAL Job Template attribute specifies the job finishings, i.e., with all of the Documents taken together. Its |
interpretation is independent of the value of the “multiple-document-handling” Job Template attribute. See the
“finishings” Job Template attribute defined in [rfc2911] section 4.2.6 which switches between job finishings and
document finishings depending on the value of the “multiple-document-handling” Job Template attribute ([rfc2911
section 4.2.4). The “job-finishings” Job Template attribute is equivalent to “finishings” with “multiple-document-
handling” = ‘single-document-new-sheet'.

5.1.4.1 job-finishings-default (1setOf type2 enum)

This OPTIONAL Job Template Printer attribute specifies the default job finishings. The Printer MUST support this
attribute if it supports the "job-finishings" Job Template attribute.

5.1.4.2 job-finishings-ready (1setOf type2 enum)

This OPTIONAL Job Template Printer attribute specifies the ready job finishings, that is, the job finishings that maybe
used without operation intervention. The Printer MUST support this attribute if it supports the "job-finishings" Job
Template attribute.

5.1.4.3 job-finishings-supported (1setOf type2 keyword)

This OPTIONAL Job Template Printer attribute specified the supported job finishings values. The Printer MUST
support this attribute if it supports the "job-finishings" Job Template attribute.

5.1.5 job-finishings-col (1setOf collection)

This OPTIONAL Job Template attribute specifies the job finishings collection, i.e., with all of the Documents taken |
together. lIts interpretation is independent of the value of the “multiple-document-handling” Job Template attribute.

See the “finishings-col” Job Template attribute defined in [#e29+1pwg5100.3] section 4-2-63.2 which switches |
between job finishings collection and document finishings collection depending on the value of the “multiple-
document-handling” Job Template attribute ([rfc2911] section 4.2.4). The “job-finishings-col” Job Template attribute
is equivalent to “finishings-col” with “multiple-document-handling” = ‘single-document-new-sheet'.

5.1.5.1 job-finishings-col-default (collection)

This OPTIONAL Job Template Printer attribute specifies the default job finishings collection. The Printer MUST
support this attribute if it supports the "job-finishings-col" Job Template attribute.

5.1.5.2 job-finishings-col-ready (collection)

This OPTIONAL Job Template Printer attribute specifies the ready job finishings collection, that is, the job finishings
collection that maybe used without operation intervention. The Printer MUST support this attribute if it supports the
"job-finishings-col" Job Template attribute.

5.1.5.3 job-finishings-col-supported (1setOf type2 keyword)

This OPTIONAL Job Template Printer attribute specified the supported member attributes of the "job-finishings-col"
Job Template collection attribute. The Printer MUST support this attribute if it supports the "job-finishings-col" Job
Template attribute.
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6 Job Description attributes

Table 10 lists the new Job Description defined in this IPP specification. Job Description attributes are Job object
attributes that are filled in by the Printer. Some Job Description attribute values are supplied by the client in the

Job/Becument-Creation operation using corresponding Operation attributes as flagged-indicated with “0y”. Unless

specified-otherwise-hereintThe Printer MUST NOT support modification of any of these Job Description attributes
using the Set-Job-Attributes operation ([ref3380]).

Legend:

IPP attribute syntax

the attribute syntax (see [rfc2911] section 4.1).

Printer conformance

fieb-}

indicates MUST or MAY for Printer conformance.

wn

indicates that the Job or Document attrlbute is not defmed

“‘Oy” the Printer MUST populate this Job erDecument-Description attribute by copying from the
corresponding Operation attribute that the client MAY supply* in a Job er-Decument
Creatlon operatlon See Table 7 for the correspondmg Operatlon attnbute

N

Reference references to the sub-section in this document if there is significant information there. Those

subsections that are only references to other specifications contain only that reference in the
Reference column.
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Table 10 - Job Description attributes
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Job Description attribute IPP Attribute Syntax | Job | Bee | Printer Reference
name conform- Des
ance JeblDecenoren o Deocos
document-charset charset - Oy | GMUST* | - 5621
document-digital-signature type2 keyword - By | MAY - §6.2.2
document-format-details 1setOf collection - Oy | 6MUST* | - 5623
document-source-application-name | name(MAX) - By | MAY - 84.3.4.1
éeeumen&—s%wee—apphea%mn— text{127) - By | MAY - §4.3.42
Verston
document-source-os-name name(40) - By | MAY - 84.3.4.3
desinnnesoan sn e o text{40} - By | MAY - S
document-format mimeMediaType - By | MUST - 84345
document-format-device-id text(127) - By | MUST - 84.3.4.6
B e e - Oy MAY - ST
document-natural-language naturalbanguage - By | MAY - 84.3.4.8
document-format-details- 1setOf eollection - y MAY - §6.2.4
detected
decomentormodotesiod mmaciodinbes - ¥ AL - S E
decoronormnioision e - oy | MAY - SeE
deocunon ot oision- e - y AL - SeT
detected
ipp-attribute-fidelity boolean oy |- MUSTM this spec] §6.1 -
AY
job-errors-count integer(0:MAX) y MAY [this spec] §6.2
job-mandatory-attributes 1setOf type2 gy |- MUSTM this spec] 8§6.3 -
keyword AY
job-warnings-count integer(0:MAX) y ¥y MAY [pwg5100.4] §1.1.1
8§6-1[this spec] §6.4
output-device-requested name(127) y - MAY [this spec] §6.5 -
output-device-assigned name(127) y ¥y MAY [rfc2911] 84.3.7.2 SErresl
Beoteren
e
e
not
found:
"y, tOy”", """ See the description in the Legend before the table.

Most of the existing “job-state” and “job-state-reasons” Job Description attribute values apply equally well to
individual documents in a multi-document job (with removal of the ‘job-’ prefix for those that apply to both Job and
Document). Furthermore, the job states are completely service-type neutral, so they can apply to scanning. faxing,
formatting processes as well. The job state reasons have a number of reasons that are print service specific, but
most can apply to other types of service as well. The reason for separating state from reasons, is so that the states
can be the fundamental states that most implementations have, while the state reasons can vary depending on the
sophistication of the system. The states are the ones that clients are most likely to base actions upon, and the state
reasons are more information, both for programs and people.

> The Printer MUST support the “document-charset” Operation/Document Description attributes if the Printer

supports any charset-ambiguous document formats (see section 4.2.2).

% The Printer MUST support the “document-format-details” Operation/Document Description attributes if the Printer
supports a packaging MIME type document format, such as ‘application/zip’ or ‘multipart/related’.
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946
947
948

949 6.1 ipp-attribute-fidelity (boolean)

950 | This REQUIRED-OPTIONAL Job Description attribute indicates the value of the corresponding “ipp-attribute-fidelity”
951 Operation attribute ([rfc2911] section 3.2.1.1)* that the client supplied in the Job Creation operation. This Job

952 Description attribute has no effect on the processing of the job once the Job Creation and-Document-Creation

953 operations hasve been accepted®. However, this attribute does provide an audit capability to the user and service
954 | desk for comparing unexpected printed results with what was submitted.

955 | 6.2 job-errors-count (integer(0: MAX))

956 This OPTIONAL Job Description attribute counts the number of errors encountered processing the job as a whole.
957 An error where some portion of the printed output is not present, such as a glyph encountered which isn'tin the

958 Printer's font or an image in a page was in a format that the Printer didn't support, though the Printer did support the
959 overall document format.

960 6.3 job-mandatory-attributes (1setOf type2 keyword)

961 | This REQUIREDOPTIONAL®* Job Description attribute indicates which Job Template and-Document Template
962 attributes that the client required that the Printer Honor in order to accept the Job Creation-and-subsegquent

963 | DeoecumentCreation-requests. The Printer populates this attribute with the value of the corresponding “job-

964 mandatory-attributes” Operation attribute (see section 4.1.2) supplied by the client in the Job Creation operation.
965 | This Job Description attribute has no effect on the processing of the job once the Job Creation and-Becument

966 | Creation-operations hasve been accepted However, this Beeument-Job Description attribute does provide an
967 audit capability of the Job object in the Job History (see [rfc2911] section 4.3.7.2) to the user and service desk for
968 comparing unexpected printed results with what was submitted. See section 4.1.2 for additional details of the

969 | semantics of thise “job-mandatory-attributes” eOperation/Becument-Description attribute that are not repeated here.

970 | 6.4 job-warnings-count (integer(0:MAX))

971 This OPTIONAL Job Description attribute counts the number of warnings encountered processing the job as a whole.
972 A warning is where no information is lost, but the appearance of the printed output MAY not be as expected.

973 6.5 output-device-requested (name(127))

974  This OPTIONAL Job Description attribute indicates the name of the output device that the client has supplied in the
975 "output-device-requested” Operation attribute (see section 4.1.3), if any, in the Job Creation operation. The Printer

* The “ipp-attribute-fidelity” attribute is defined only as an Operation attribute in [rfc2911]. This specification is
defining it as a Becument-Job Description attribute as well which the Printer MJST-MAY support.
»The "ipp attribute-fidelity" and "iob mandatory-attributes" Operation attributes do have effect after the Job Creation
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sets the Job's "output-device-assigned" Job Description attribute (see [rfc2911] section ) to the name of the actual
device assigned.
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1012
1013
1014
1015

1016

1017
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1020
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1022

1023
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1028

1029
1030
1031
1032
1033

1034 | 7 New values to existing attributes

1035 This section defines new values to existing attributes.

1036 7.1 New job-state-reasons(1setOf type2 keyword) Values

1037 | The REQUIRED “job-state-reasons” and-the- REQUIRED-attribute-Job Description attributes ([rfc2911] section 4.3.8)
1038 provide additional information about the job's current state, i.e., information that augments the value of the job's "job-
1039 state" attribute.

1040  These new values MAY be used with any job state for which the reason makes sense. When implemented, the
1041 Printer MUST return these values when the reason applies and MUST NOT return them when the reason no longer
1042 | applies whether the value of the Job's "job-state" attribute attribute-changed or not. When the Job does not have any
1043 | reasons for being in its current state, the value of the Job's "job-state-reasons" attribute erBecument's“document-
1044 | state-reasons’attribute-MUST be 'none’.

1045 Note: While values cannot be added to the “job-state” attributes without impacting deployed clients that take actions
1046  upon receiving "job-state" values, it is the intent that additional "job-state-reasons"” values can be defined and

1047 registered without impacting such deployed clients. In other words, the "job-state-reasons" attribute are intended to
1048 be extensible.
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Table 11 lists the new keyword values for the “job-state-reasons” attribute defined in this specification as indicated in |
the References column. In Table 11 the keywords are listed in alphabetic order, while in their descriptions following
Table 11, they are listed in the most likely order of occurrence to help understanding.

Table 11 - New "job-state-reasons" attribute values

IPP Job Description IPP Attribute Syntax Printer Reference
attribute name plus conformance
Values
job-state-reasons 1setOf type2 keyword MUST [rfc2911] §4.3.8
decumontonioroncens 1setOf type2 keyword MUST 6:2.8
digital-signature-did-not-verify MAY [this spec] §7.1
digital-signature-type-not- MAY [this spec] §7.1
supported
job-digital-signature-wait MAY [this spec] §7.1

For ease of understanding, the following value descriptions are presented in the order in which the reasons are likely
to occur (if implemented):

'digital-signature-type-not-supported: The Job contains a digital signature type that is not supported.
Implementation or site policy determines the state of the Job once this condition is detected.

'job-digital-signature-wait': The Job is currently being held because the Job was submitted with a
“document-digital-signature” attribute value that is not supported. The operator MAY either cancel
the job or release it to be processed.

'digital-signature-did-not-verify': The Job contains a digital signature type that is supported (see section
4.2.2), but the signature did not verify when the Printer attempted to verify the signature.

8 New Printer Description attributes

This section lists the new Printer Description attributes defined in this document. These Printer attributes describe
the Printer, such as “printer-name” and “printer-location”. Some of them are “xxx-supported” and “xxx-default” for
Operation attributes that the client can supply in a Job Creation request.Printerattributes-are-divided-into-two-disjoint
groups:
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.k H ”

earmls&request—alFThe column Iabels are:

Column Heading

“Attribute Syntax”

the attribute syntax (see [rfc2911] section 4.1). Many “xxx-default” and “xxx-
supported” attributes have the ‘collection’ syntax which consists of a number of
member attributes. These member attributes are not listed in this table when they are
the same as the corresponding “xxx” attribute in Table 9. Only those few Printer
attribute collection attributes that do not have a corresponding Job Template attributes
show the member attributes in this table.

“Printer Conf.”

the IPP/1.1 Printer conformance requirements for supporting the attribute. Those
attributes labeled as “MAY” may have conditional requirements that require their
support, if the Printer supports a-related-attribute-operation-or-featurethe
corresponding Operation attribute. Ferexample;-all-Job-Template-attributes-are

OPHONALfora-Printerto-support—However-lf a Printer supports Jeb-Femplate
attributethe “xxx”_Operation attribute, then it MUST also support the corresponding

“xxx-default” and “xxx- supported” Prlnter attrlbutes Similarly, it Event Notification-is

“Reference”

the IETF-orlEEE-ISTO-specification-section which defines the semantics of the

attribute.

Table 12 - New Printer Description attributes-(Jeb-TFemplate-and-Printer-Deseription)

Printer Description attribute name Attribute Syntax Grp Printer Reference
(Job-Template-& Printer Description) Conf.
document-charset-default charset PD CMUST? | [this-spec] §8.1
document-charset-supported 1setOf charset PD CMUST? | [this-spec] §8.2
document-digital-signature-default type2 keyword PD MAY [this-spec] §8.3
document-digital-signature-supported 1setOf type2 keyword PD MAY [this-spec] §8.4
document-format-details-default collection CMUST? | [this-spec] §8.5
document-format-details-supported 1setOf type2 keyword PD CMUST? | [this-spec] §8.6
document-format-details-implemented 1setOf collection PD CMUST? | [this-spec] §8.7
document-format-target-default mimeMediaType JEDBTF | MAY [this spec] §8.8
document-format-target-supported 1setOf mimeMediaType JEDBTF | MAY [this spec] §8.9

® The Printer MUST support the “document-charset-default” and “document-charset-supported” Printer Description
attributes, if the Printer supports a charset-ambiguous document format (see section 4.2.1).

| * The Printer MUST support the “document-format-details-default”, “document-format-details-supported”, and
“document-format-details-implemented” Printer attributes if the Printer supports a packaging document format, such
as application/zip or multipart/related.

Page 36 of 50

Copyright © 2003 IEEE-ISTO. All rights reserved.




IPP Job Extensions, 5/18/03 Page 37 of 50 |

Printer Description attribute name Attribute Syntax Grp Printer Reference
(Job-Template-& Printer Deseription) Conf.
document-format-version-default text(127) PD MAY [this-spec] §8.10
document-format-version-supported 1setOf text(127) PD MAY [this-spec] §8.11
document-format-version-target-default mimeMediaType JEDBT | MAY [this spec] §8.12
document-format-version-target-supported | 1setOf mimeMediaType JEDBT | MAY [this spec] §8.13
document-natural-language-default naturalLanguage PD MAY [this-spec] §8.14
document-natural-language-supported 1setOf naturalLanguage PD MAY [this-spec] §8.15
output-device-requested-supported 1setOf name(127) PD MAY [this spec] §8.16

1081

1082  The remainder of this section defines the Printer Description attributes that are not defined in other specifications.

1083 Most of these are “xxx-default” and “xxx-supported” Printer Description attributes. A Printer MUST support these

1084 Printer Description attributes, if it supports the corresponding Operation/Beseription attributes, in order to indicate the |
1085 default and supported values that the Printer supports.

1086 8.1 document-charset-default (charset)

1087  This CONDITIONALLY REQUIRED Printer Description attribute indicates the default charset that the Printer will
1088 assume for charset-ambiguous document formats when the client omits the “document-charset” Operation attribute
1089 (section 4.2.1). The Printer MUST support this attribute if it supports any charset-ambiguous document formats (see
1090  section 4.2.1)

1091 8.2 document-charset-supported (1setOf charset)

1092  This CONDITIONALLY REQUIRED Printer Description attribute indicates the charsets that the Printer supports in
1093 Document ebject-cententsContent, that is, supports as values of the “document-charset” Operation attribute (section

1094  4.2.1)-and-DecumentDescription-attribute (section-1-1-1). The Printer MUST support this attribute if it supports any

1095 charset-ambiguous document formats (see section 4.2.1).

1096 8.3 document-digital-signature-default (type2 keyword)

1097  This OPTIONAL Printer Description attribute indicates the default digital signature, if any, that the Printer will assume
1098  when the client omits the “document-digital-signature” Operation attribute (section 4.2.2). The Printer MUST support
1099 this attribute if it supports the “document-digital-signature” Operation attribute.

1100 8.4 document-digital-signature-supported (1setOf type2 keyword)

1101  This OPTIONAL Printer Description attribute indicates the digital signature technologies that the Printer supports in
1102 Document ebject-eContents, that is, supports as values of the “document-digital-signature” Operation attribute

1103 (section 4.2.2)-and-Document-Description-atiribute {section-1-1.1). The Printer MUST support this attribute if it
1104  supports the “document-digital-signature” Operation and-Document-Deseription-attributes.

1105 8.5 document-format-details-default (collection)
1106  This CONDITIONALLY REQUIRED Printer Description attribute indicates the default document format details that

1107  the Printer will assume when the client omits the “document-format-details” Operation attribute (section 84.2.4). The
1108 Printer MUST support this attribute if it supports the “document-format-details” Operation attribute.

Copyright © 2003 IEEE-ISTO. All rights reserved. Page 37 of 50



1109

1110
1111
1112
1113
1114

1115

1116

1117

1118
1119
1120
1121
1122
1123
1124

1125
1126
1127

1128

1129

| Page 38 of 50

IPP Job Extensions, 5/18/03

8.6 document-format-details-supported (1setOf type2 keyword)

This CONDITIONALLY REQUIRED Printer Description attribute lists the type2 keyword names of the member
attributes of “document-format-details” that the Printer supports. If the Printer supports the “document-format-details”
(1setOf collection) Operation attribute, the Printer MUST support this “document-format-details” (1setOf type2
keyword) Printer Description attribute. Table 13 lists the type2 keywords defined for use in the “document-format-

details-supported” Printer attribute.

Table 13 - Keyword values of "document-format-details-supported Printer attribute

Type2 keyword values

Printer conformance

document-source-application-name MAY
document-source-application-version MAY
document-source-os-name MAY
document-source-0s-version MAY
document-format MUST
document-format-device-id MAY
document-format-version MUST
document-natural-language MAY

8.7 document-format-details-implemented (1setOf collection)

This CONDITIONALLY REQUIRED?® Printer Description attribute lists the combinations of the values of the member
attributes of “document-format-details” that the Printer has implemented. If the Printer supports the “document-
format-details” Operation attribute, the Printer MUST support this “document-format-details-implemented” Printer
Description attribute with the same member attributes that it supports for the “document-format-details” Operation
attribute (section 4.2.4) as indicated in the Printer's “document-format-details-supported” Printer Description attribute
(section 8.6). Each “xxx-implemented” member attribute is multi-valued with the same attribute syntax as the

corresponding “document-format-details” attribute.

| ISSUE 07: Bob’s issue about truth in advertising. Don’t penalize truth. Does allowing these Operation attribute
keyword names in the “user-defined-attributes-supported” Printer attribute allow the Printer to accept any values

without returning the attribute in the Unsupported Attributes group?

Table 14 - Member attributes of the "document-format-details-implemented” Printer attribute

“document-format-details-implemented” member attributes Reference
document-source-application-name-implemented (1setOf name(MAX)) 4.2.4.1
document-source-application-version-implemented (1setOf text(127)) 4.2.4.2
document-source-os-name-implemented (1setOf name(40)) 4.2.4.3
document-source-os-version-implemented (1setOf text(40)) 4.2.4.4
document-format-implemented (1setOf mimeMediaType) 4.2.4.5
document-format-device-id-implemented (1setOf text(127)) 4.2.4.6
document-format-version-implemented (1setOf text(127)) 4.2.4.7
document-natural-language-implemented (1setOf naturalLanguage) 4.2.4.8

% The Printer MUST support the “document-format-details-implemented” Printer Description attribute if the Printer
supports a packaging document format, such as application/zip or multipart/related MIME types.
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Typically, there will only be one value for each “document-format-implemented” member attribute in each collection
value. However, there MAY be more than one occurrence of a collection value with the same “document-format-
implemented” member attribute value. See the following example which has two PostScript collection values.

Example: Suppose that a Printer implements a PostScriptd ¢ Level 3 interpreter which also interprets Level 1 and
Level 2 documents and a PCL interpreter that interprets ‘5’ and ‘5e’ variants. Suppose that the Printer only has fonts
for French and German for PostScript level 3. The value of “document-format-details-implemented” would have
the following three collection values:

{{*document-format-implemented” = ‘application/postscript’, “document-format-version-implemented” = ‘PS/1’, ‘PS/2’, ‘PS/3’},
{*document-format-implemented” = ‘application/postscript’, “document-format-version-implemented” = ‘PS/3’,
document-natural-language}=en, fr, de},
{“*document-format-implemented” = ‘application/vnd.hp-PCL’, “document-format-version-implemented” = ‘PCL/5’, ‘PCL/5e’}}

8.8 document-format-target-default (text(127))

This OPTIONAL Printer Description attribute indicates the default document format version that the Printer will
assume when the client omits the “document-format-target” Operation attribute (section 4.2.5). The Printer MUST
support this attribute if it supports the “document-format-target” Operation attribute.

ISSUE 06 repeat: Does it make sense to have a "document-format-target-default” or not?

ISSUE 08: OK not to have a "document-format-target-col-default" (collection) which is pairs of "document-format-
target" and "document-format-version-target" values, since the "document-format-version" is self-describing which
includes short abbreviation of the document format?

ISSUE 09: Or should the "document-format-version-target-default” be a 1setOf since the version string is self-
identifying with the PDL? Then the different defaults could be indicated for each document format?

8.9 document-format-target-supported (1setOf text(127))

This OPTIONAL Printer Description attribute indicates the target document format that the Printer supports for
converting Document Content, that is, supports as values of the “document-format-target” Operation attribute
(section 4.2.5). The Printer MUST support this attribute if it supports the “document-format-target” Operation and Job
Description attributes.

8.10 document-format-version-default (text(127))

This OPTIONAL Printer Description attribute indicates the default document format version that the Printer will
assume when the client omits the “document-format-version” Operation attribute (section 4.2.6). The Printer MUST
support this attribute if it supports the “document-format-version” Operation and-Becument-Description-attributes.

8.11 document-format-version-supported (1setOf text(127))

This OPTIONAL Printer Description attribute indicates the document format versions that the Printer supports for
Document objeeLeContents that is, supports as values of the * document format-version” Operation attribute (section
4.2.6) 2. The Printer MUST
support this attribute |f it supports the “document format verS|0n” Operatlon and@eeumeﬂkDeseﬂptteﬁattnbutes
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1165 | 8.12 document-format-version-target-default (text(127))

1166 This OPTIONAL Printer Description attribute indicates the default document format level and version that the Printer
1167 will assume when the client omits the “document-format-version-target” Operation attribute (section 4.2.7). The
1168 Printer MUST support this attribute if it supports the “document-format-version-target” Operation attribute.

1169 | 8.13 document-format-version-target-supported (1setOf text(127))

1170 This OPTIONAL Printer Description attribute indicates the target document format levels and versions that the Printer
1171 supports for converting Document Content, that is, supports as values of the “document-format-version-target”

1172 Operation attribute (section 4.2.7). The Printer MUST support this attribute if it supports the “document-format-

1173 version-target” Operation attribute.

1174  8.14 document-natural-language-default (naturalLanguage)

1175  This OPTIONAL Printer Description attribute indicates the default document natural language that the Printer will
1176 | assume for Document ObjecteContent when the client omits the “document-natural-language” Operation attribute
1177 ([rfc2911] section 3.2.1.1). The Printer MUST support this attribute if it supports the “document-natural-language”

1178 | Operation and-Decument-Deseription-attributes.

1179  8.15 document-natural-language-supported (1setOf naturalLanguage)

1180  This OPTIONAL Printer Description attribute lists the natural languages supported in any of the supported document
1181  formats, that is, it is the union of the natural languages. The Printer MUST support this attribute if it supports the

1182 | “document-natural-language” Operation attribute ([rfc2911] section 3.2.1.1)-and-Decument-Description-attribute
1183 | (section-Errorl Reference-sourcenotfounds). See the “document-format-details-implemented” (1setOf collection)

1184 Printer Description attribute (section 8.7) for how the Printer MAY expose the list of natural languages supported by
1185 particular document formats.

1186  8.16 output-device-requested-supported (1setOf name(127))

1187  This OPTIONAL Printer Description attributes lists the names of output devices that the Printer supports. The Printer
1188 MUST support this attribute if it supports the "output-device-requested" Operation attribute (see section 4.1.3).

1189 9 New Values for Existing Printer Description Attributes

1190 This section contains those attributes for which additional values are added.

1191 9.1 operations-supported (1setOf type2 enum)

1192  The following “operation-id” values are added in order to support the new operations defined in this document:

1193 Table 15 - Operation-id assignments
Value Operation Name Reference
0x000F Close-Job [this-spec] §3.1
1194
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1195 10 Conformance Requirements

1196  This specification contains a number of independent OPTIONAL operations and attributes. This section specifies
1197  summarizes the conformance requirements for Printers and clients.

1198 10.1 Printer conformance requirements

1199 In order to claim conformance to this specification, a Vendor MUST explicitly identify the operations and/or attributes
1200  supported by the Printer implementation in any such claim of conformance. In addition, the Vendor's Printer

1201 implementation:

1202 1. MUST meet the conformance requirements for Printers specified in [rfc2911].

1203 2.  MAY support the Close-Job operation according to section 3.1 and the corresponding enum value of the
1204 "operations-supported" Printer Description attribute according to section 9.1.

1205 3. MAY support any Operation attribute according to section 4 and the corresponding Job Description
1206 attributes in section 6 and corresponding Printer attributes in section 8.

1207 4. MAY support any Job Template attribute according to section 5.

1208 5. MAY support any of the "job-state-reasons" values according to section 7.

1209
1210

1211
1212
1213

1214
1215
1216

1217

1218

1219  10.2 Client conformance requirements

1220 In order to claim conformance eenferm-to this specification, a Vendor MUST explicitly identify the operations and/or
1221 attributes supported by the client implementation in any such claim of conformance. In addition, the Vendor's client:

1222 1. MUST meet the conformance requirements for clients specified in [rfc2911]

1223 2. MAY support the Close-Job operation according to section 3.1.

1224 3. MAY support any Operation attribute according to section 4 and the corresponding Job Description attributes
1225 in section 6_and corresponding Printer attributes in section 8.

1226 4. MAY support any Job Template attribute according to section 5.
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1227
1228
1229
1230
1231

1232

1233

1234
1235
1236

1237
1238 . : :
1239 e o b :

1240 [dss]
1241 U.S. Department of Commerce, "Digital Signature Standard (DDS)", Federal Information Processing
1242 Standards Publication 186-1 (FIPS PUB 186-1), December 15, 1998.

1243
1244
1245
1246

1247
1248
1249

1250
1251
1252

1253  [is012639]
1254 ISO 12639:1998 Graphic technology -- Prepress digital data exchange -- Tag image file format for image
1255 technology (TIFF/IT), 1998.

1256 [(5015930]
1257 ISO 15930-1:2001 Graphic technology -- Prepress digital data exchange -- Use of PDF -- Part 1: Complete
1258 exchange using CMYK data (PDF/X-1 and PDF/X-1a), 2001.
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1259
1260
1261
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1263
1264
1265

1266
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1268

1269
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1271

1272
1273
1274

1275
1276
1277
1278
1279

1280
1281
1282

1283
1284
1285

1286
1287

1288
1289
1290

1291
1292

1293
1294
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[pdf]
“Adobe Portable Document Format”, Version 1.4, PDF Reference, Third Edition, Adobe Systems
Incorporated, http://www.adobe.com, December 2001.

[pwg5100.4]
Herriot, R., Ocke, K., "Internet Printing Protocol (IPP): Override Attributes for Documents and Pages", IEEE-
ISTO 5100.4-2001, February 7, 2001, ftp://ftp.pwg.org/pub/pwg/standards/pwg5100.4.pdf. - being replaced
by a new Page Overrides specification which removes the "document-overrides" Job Template attribute and
Operation attribute in favor of using the Document Object [ippdoc].

[pwg5100.3]
Ocke, K., Hastings, T., "Internet Printing Protocol (IPP): Production Printing Attributes - Setl", IEEE-ISTO
5100.3-2001, February 12, 2001, ftp://ftp.pwg.org/pub/pwg/standards/pwg5100.3.pdf.

[rfc1991]
D. Atkins, W. Stallings, P. Zimmermann, "PGP Message Exchange Formats", RFC 1991, August, 1996.

rfc2046
Freed, N., and N. Borenstein, “Multipurpose Internet Mail Extensions (MIME) Part Two: Media Types”, RFC

2046, November 1996.

[rfc2634]
P. Hoffman, "Enhanced Security Services for S/IMIME", RFC 2634, June 1999.

[rfc2854]
Connolly, D., and L. Masinter, “The 'text/html' Media Type”, RFC 2854, June 2000.
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1295 [rfc2911]
1296 R. deBry, T. Hastings, R. Herriot, S. Isaacson, P. Powell, "Internet Printing Protocol/1.1: Model and
1297 Semantics", RFC 2911, September 2000.

1298  [rfc3380]

1299 Hastings, T., Herriot, R., Kugler, C., and H. Lewis, "Internet Printing Protocol (IPP): Job and Printer Set
1300 Operations", RFC 3380, September 2002.

1301

1302

1303

1304  [rfc3382]
1305 deBry, R., Hastings, T., Herriot, R., Ocke, K., and P. Zehler, "Internet Printing Protocol (IPP): The ‘collection’
1306 attribute syntax”, RFC 3382, September 2002.

1307 [upnp]
1308 Microsoft, “Basic PrintBasic:1.0 Service Template Version 1.01 For Universal Plug and Play Version 1.0”

1309 [xmldsig]
1310 D. Eastlake, J. Reagle, D. Solo "XML-Signature Syntax and Processing", <draft-ietf-xmldsig-core-11.txt>,
1311 October 31, 2000.

1312 12 Informative References

1313
1314
1315

1316 ippdoc
1317 Hastings, T., and P. Zehler, "Internet Printing Protocol (IPP): Document Object", October 14, 2002,

1318 ftp://ftp.pwag.org/pub/pwa/ipp/new DOC/wd-ippdoc20030516.doc, .pdf, .rtf <work in progress>

1319 [fsg-it]

1320 Free Software Group, Open Printing Job Ticket API, Visit: http://www.freestandards.org/openprinting/

1321 ippact]

1322 Carney, D., and H. Lewis, “Internet Printing Protocol (IPP), “-actual” attributes extension”, work in progress,
1323 January 31, 2003, ftp://ftp.pwg.org/pub/pwg/ipp/new ACT/pwg-ipp-actual-attrs-v04-030131.pdf

1324 ippfax

1325 Moore, P., Songer, G., Hastings, T., McDonald, Pulera, and M. Joel, “IPP FAX Protocol”, July 26, 2001,
1326 ftp://ftp.pwg.org/pub/pwg/QUALDOCS/pwg-ifx-ippfax-P16-030423.pdf.

1327 [pwg-psi]
1328 “Print Service Interface (PSI)”, work in progress to become a PWG IEEE-ISTO standard. Visit
1329 http://mww.pwg.org/.
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1344
1345
1346
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[pwg-sm]
Zehler, P., and S. Albright, “PWG Semantic Model”, work in progress to become a PWG IEEE-ISTO standard,
version 0.11, September 27, 2002. ftp://ftp.pwg.org/pub/pwg/Semantic-Model/PWG-Semantic-Model.pdf

[rfc2565]
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Herriot, R., Butler, S., Moore, P., and R. Turner, "Internet Printing Protocol/1.0: Encoding and Transport",

RFC 2565, April 1999.

[rfc2566]

R. deBry, T. Hastings, R. Herriot, S. Isaacson, and P. Powell, "Internet Printing Protocol/1.0: Model and

Semantics", RFC 2566, April 1999.

[rfc2567]
Wright, D., "Design Goals for an Internet Printing Protocol”, RFC 2567, April 1999.

[rfc2568]

Zilles, S., "Rationale for the Structure and Model and Protocol for the Internet Printing Protocol”, RFC 2568,

April 1999.

[rfc2569]

Herriot, R., Hastings, T., Jacobs, N., Martin, J., "Mapping between LPD and IPP Protocols", RFC 2569, April

1999.

[rfc3196]
Hastings, T., Manros, C., Zehler, P., Kugler, C., and H. Holst, “Internet Printing Protocol/1.1: Implementer’s
Guide”, RFC 3196, November 2001.

[rfc3239]

Kugler, C., Lewis, H. and T. Hastings, “Internet Printing Protocol (IPP): Requirements for Job, Printer, and

Device Administrative Operations”, RFC 3239, February 2002.

13 IANA Considerations

This section contains the registration information for IANA to add to the various IPP Registries according to the
procedures defined in RFC 2911 [rfc2911] section 6 to cover the definitions in this document. The resulting

registrations will be published in the http://www.iana.org/assignments/ipp-registrations registry.

Note to the PWG EditorRFC-Editor: Replace the References below to [this spec] with the RFC-rumberlEEE-
ISTO standard number for the appropriate document, so that it accurately reflects the content of the

information for the IANA Registry.
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13.1 Attribute Registrations

The following table lists all the attributes defined in this specification. These are to be registered according to the
procedures in RFC 2911 [rfc2911] section 6.2. If the attribute has a separate sub-section definition in this

specmcatlon that sub sectlon |s Ilsted as the Reference Ihﬁepeemeaamﬂ%mesweblemplateannbuiesa&alse

Attribute Name (attribute syntax) Ref er ence Section

Job Description attributes:

‘ job-attribute-fidelity (bool ean) [this spec] 6.1
j ob-errors-count (integer(0: MAX)) [this spec] 6.2
j ob-mandatory-attributes (lsetOf type2 keyword) [this spec] 6.3
j ob-war ni ngs- count (i nteger (0: MAX)) [this spec] 6.4
out put - devi ce-request ed( nane(127)) [this spec] 6.5

Job Tenplate attri butes:
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1413 eoedpen Lol e e o Lo el e o Ll o e

1414 [this spec] 4.2.5
1415 : Vedi

1416 - 5 S =
1417

1418 - 5 S —
1419 ; 0 Ve HE

1420 [this spec]

1421  j ob-copi es (integer(1: MAX)) [this spec] 5.1.1
1422  j ob-copi es-default (integer(1: MAX)) [this spec] 5.1.1.1
1423 j ob- copi es-supported (rangeO | nteger (1: MAX)) [this spec] 5.1.1.2
1424  j ob-cover-back (collection) [this spec] 5.1.2
1425 <menber attributes are the sane as “cover-back”>

1426  j ob- cover - back-default (coll ection) [this spec] 5.1.2.1
1427  j ob-cover - back-supported (1setOf type2 keyword) [this spec] 5.1.2.2
1428 job-cover-front (collection) [this spec] 5.1.3
1429 job-cover-front-default (collection) [this spec] 5.1.3.1
1430 job-cover-front-supported (lsetOf type2 keyword) [this spec] 5.1.3.2
1431 <menber attributes are the sane as “cover-front”>

1432 job-finishings (lsetOf type2 enun [this spec] 5.1.4
1433 job-finishings-default (1setOf type2 enum [this spec] 5.1.4.1
1434 job-finishings-ready (1lsetOf type2 enum [this spec] 5.1.4.2
1435 job-fini shings-supported (1setO type2 keyword) [this spec] 5.1.4.3
1436 j ob-fi ni shings-col (1setOf collection) [this spec] 5.1.5
1437 <nmenber attributes are the sanme as “finishings-col”>

1438 j ob-finishings-col-default (1setOf type2 enum [this spec] 1.5.1
1439 job-fini shings-col -ready (1lsetOf type2 enum [this spec] 5.1.5.2
1440 j ob-fi ni shings-col -supported (lsetO type2 keyword)

1441 [this spec] 5.1.5.3
1442

1443

1444  Printer Description attributes:

1445 docunent -charset-default (charset) [this spec] 8.1
1446  docunent - char set - supported (1set O charset) [this spec] 8.2
1447 docunent-digital -signature-default (type2 keyword) [this spec] 8.3
1448 docunent -di gi tal - si gnature-supported (1lsetOf type2 keyword)

1449 [this spec] 8.4
1450 docunent-format-details-default (collection) [this spec] 8.5
1451 docunent-fornmat-detail s-supported (1lset type2 keyword)

1452 [this spec] 8.6
1453 docunent-fornmat-detail s-inplenmented (1set coll ection)

1454 [this spec] 8.7
1455 docunent-format-target-default (text(127)) [this spec] 8.8
1456 docunent-format-target-supported (lsetOf text(127)) [this spec] 8.9
1457 docunent -fornmat-versi on-default (text(127)) [this spec] 8.10
1458 docunent -format-versi on-supported (1setOf text(127)) [this spec] 8.11
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1459 | docunent-format-version-target-default (text(127)) [this spec] 8.12
1460 | docunent-fornmat-version-target-supported (1setOf text(127))
1461 [this spec] 8.13

1462 | docunent - nat ur al - | anguage-def aul t (natural Language) [this spec] 8.14
1463 | docunent - nat ural - | anguage- supported (1set O natural Language)

1464 [this spec] 8.15
1465 | out put - devi ce-request ed-supported (1setO name(127)) [this spec] 8.16
1466

1467

1468 Operation attributes:

1469 docunent - charset (charset) [this spec] 4.2.1
1470 docunent-digital -signature (type2 keyword) [this spec] 4.2.2
1471 docunent-format-details (lsetOf collection) [this spec] 4.2.4
1472 | docunent - sour ce- appl i cati on-nanme (nane(MAX)) [this spec] 1 4.2.4.1
1473 docunent - sour ce- appl i cati on-version (text(127))

1474 [this spec] 4.2.4.2
1475 docunent - sour ce- os- nane (nhane(40)) [this spec] 1 4.2.4.3
1476 docunent - sour ce- os-version (text(40)) [this spec] 4.2.4.4
1477 docunent - f ormat (m meMedi aType [this spec] 4.2.4.5
1478 docunent - f ormat - device-id (text(127)) [this spec] 4.2.4.6
1479 docunent - f or mat - versi on (text(127) [this spec] 4.2.4.7
1480 docunent - nat ur al -1 anguage (1lset O natural Language)

1481 [this spec] 4.2.4.8
1482 | docunent-format-target (m neMedi aType) [this spec] 4.2.5
1483 | docunent-format-version (text(127)) [this spec] 4.2.6
1484 | docunent-format-version-target (text(127) [this spec] 4.2.7
1485 | docunent - nat ur al - | anguage (natural Language) [this spec] 4.2.8
1486 j ob-mandatory-attri butes (1lsetOf type2 keyword) [this spec] 4.1.2
1487 out put - devi ce-requested (name(127)) [this spec] 4.1.3
1488 13.2 Keyword attribute values

1489 | job-state-reasons (lsetO type2 keyword) [rfc2911] 4.3.8
1490 digital -signature-did-not-verify [this spec] 7.1

1491 di gi tal - si gnat ure-type-not-supported [this spec] 7.1

1492 ] ob-di gi tal -signature-wait [this spec] 7.1

1493

1494

1495

1496 13.3 Enum Attribute Values

1497  The following table lists all the new enum attribute values defined in this document as additional type2 enum values.
1498  These are to be registered according to the procedures in RFC 2911 [rfc2911] section 6.1.

1499

1500

1501 job-finishings (lsetOf type2 enun) [this spec] 5.1.4
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1502 <enum val ues are the sane as “finishings”>

1503

1504 operati ons-supported (type2 enum [rfc2911] 4.4.15
1505 Ox000F Cl ose-Job [this spec] 3.1
1506

1507 13.4 Operations

1508  The following table lists all of the operations defined in this document. These are to be registered according to the
1509 procedures in RFC 2911 [rfc2911] section 6.4.

1510

1511  Operations Ref er ence Section
(S L e
1513 C ose-Job [this spec] 3.1

1514 14 Internationalization Considerations

1515  The internationalization considerations for theis extensions fer-handling-the- Decumentobject-defined in this
1516 specification are the same as for handling the Job object in [rfc2911].

1517 15 Security Considerations

1518 NenePrinter implementations MUST ensure that the Close-Job operation is being performed by a client with proper
1519 authorization. Otherwise, a malicious user could close other people's jobs, thereby denying the rightful owner from
1520  adding additional documents to his/her Job. See section 3.1.
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1545 19 Annex B: Change Log (informative)
1546  The following summaries of the changes in reverse chronological order:

1547 | Version 0.1, 1734 May 2003:

1548 1. Split document out of Document Object specification.

1549 2. Moved "document-format-target” and "document-format-version-target" from the Job Template section to the
1550 Operation Attributes section so that it can be supplied with Document Creation operations and so that it
1551 MUST be honored, even if "job-attribute-fidelity" is 'false' or omitted.

1552 3. Removed all Document Description attributes and the concept of Job Level and Document Level. That

1553 terminology is introduced in the Document Object spec [ippdoc]. Now [ippdoc] is only an Informative

1554 Reference, not a Normative Reference.

1555
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