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1.

I ntroduction

This docunent is a subnission to the Internet Printing Protoco
Worki ng Group of the Internet Engineering Task Force (IETF).
Conmments should be subnmitted to the i pp@wg.org mailing |ist.

Thi s docunent specifies an OPTIONAL mapping of | PP notifications over
SNWP via new service and job trap extensions to the original Job
Monitoring M B [RFC-2707]. This mapping may be used to deliver
printer notifications for any printer (not just |PP-capable ones) and
also to deliver job notifications for any job (not just ones
submitted via | PP).

Thi s docunent specifies (4) new object groups and (4) new SNWVP traps
for addition to the Job Monitoring MB [RFC 2707]. A working copy of
t hese extensions inserted in the original Job Monitoring MB ASN. 1 is
at :

ftp://ftp. pwg. org/ pub/ pwg/ i pp/ new _NOT/j np-trap-000808. nm b
The I PP protocol [IPP-PRQO supports passive nonitoring of IPP Printer
and Job objects, via client polling of I PP object attributes using
the "Get-Printer-Attributes' and ' Get-Job-Attributes' operations.
This docunent specifies support for dynamic nonitoring of IPP Printer

and Job objects via SNWP traps generated by the service provider
(server or device).

Ter m nol ogy

2.1. Term nol ogy for Confornance
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted per [RFC 2119].

2.2. SNWP Network Managenent Franework

See: Section 1.1 "SNWPv1l', section 1.2 'SNWPv2', and section 1.3
' SNWPv3' of [RFGC- 2576].
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Model and Operation
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3.1. SNWP Mapping for I PP Notifications

3.1.1. SNWP Mapping for

IPP Printer event attribute

ver si on- number

st at us- code

noti fy- sequence- nunber
noti fy-charset

noti fy-natural -1 anguage
subscription-id

noti fy-subscri bed- event

notify-printer-uri
printer-up-tine
printer-current-tine

noti fy-user-data
notify-text

printer-state
printer-state-reasons
printer-is-accepting-jobs

Hasti ngs, MDonal d

I PP Printer

Expires 8 February 2001

Event s

Job Monitoring M B object mapping
[ no mapping - not useful]
[inplicit in each generated trap]
[request-id in SNWP trap header]
[no mapping - strings are UTF-8]
[ no mapping - no text bindings]

[ no mappi ng]

j mBer vi ceEvent Noti fyTri gger Event
j mBer vi ceEvent Noti f yGr oupEvent

j mBer vi ceURl

[sysUpTinme in SNVMP trap bindi ngs]
[ hr SystenDate in Host Res M B]

[ no nmappi ng]

[ no nmappi ng]

j mBerviceState

j mBer vi ceSt at eReasons

[j nBervi ceSt at eReasons keywor d]
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3.1.2.

| PP Job event attribute
ver si on- nunber

st at us- code

noti f y- sequence- nunber
noti fy-charset

noti fy-natural -l anguage
subscription-id

noti fy-subscri bed- event

notify-printer-uri
job-id
printer-up-tine
printer-current-tine
notify-user-data
notify-text

j ob-state

j ob- st at e-reasons

[j ob-conpl eted and j ob- purged -
j ob-k-octets-processed
j ob-i npressi ons-conpl et ed

[j ob-progress - extra bindings]
j ob-k-octets

j ob-i npressions

j ob- copi es

job-coll ation-type

j ob- medi a- sheet s- conpl et ed
sheet - conpl et ed- copy- nunber
sheet - conpl et ed- docunent - nunber

Hasti ngs, MDonal d

| PP Notify via Job Mon M B Traps

Expires 8 February 2001

8 August 2000

SNMP Mapping for | PP Job Events

Job Monitoring M B object mapping
[ no mapping - not useful]
[inplicit in each generated trap]
[request-id in SNWP trap header]
[no mapping - strings are UTF-8]

[ no mapping - no text bindings]

[ no nmappi ng]

j mlobEvent Not i fyTri gger Event

j mlobEvent Not i f yGr oupEvent

j mBer vi ceURl

[via jmlobState O D instance]
[sysUpTinme in SNWP trap bindi ngs]
[hrSystenDate in Host Res M B]

[ no mappi ng]

[ no mappi ng]

j mlobSt at e

j mlobEvent JobSt at eReasons

[ mlobSt at eReasonsl plus zero or]
[more jobStateReasonsN in a strin

extra bi ndi ngs]

j mlobKCct et sProcessed
j mJobl npr essi onsConpl et ed

j mlobKCct et sPer CopyRequest ed

j mJobl npr essi onsPer CopyRequest ed
j mPr ogr essJobCopi esRequest ed

j mProgressJobCol | ati onType

j mPr ogr essMedi aSheet sConpl et ed

j mPr ogr essSheet Conpl et edCopyNum
j mPr ogr essSheet Conpl et edDocNum
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337
338
339
340
341
342
343
344
345
346
347
348
349
350
351
352
353
354
355
356
357
358
359
360
361
362
363
364
365
366
367
368
369
370
371
372
373
374
375
376
377
378
379
380
381
382
383
384
385
386
387
388
389
390
391
392

Internet Draft | PP Notify via Job Mon M B Traps 8 August 2000

3.2. Subscription for I PP Notifications

IPP Cients MAY subscribe for I PP Notifications delivered via SNVP by
either of the followi ng two standard nethods:

3.2.1. Subscription via IPP

| PP Job creation (Create-Job, Print-Job, Print-URI) and

Creat e- Subscription operati ons MAY be used to create per-Printer or
per-Job | PP Subscription objects and MAY specify:

"notify-recipient-uri” = 'snnpnotify://hostname[.port]’
"notify-events" = <events of interest, e.g., 'job-conpleted >
"noti fy-snnp-version" = <SNWP version and security nodel >
"notify-snnp-aut h-data" = <authentication data, e.g., comunity>

"notify-snnp-operation" = <operation, e.g., SNWVP Trap>

"notify-snnp-ntu-size" = <path max transm ssion unit, e.g., '4084'>

3.2.2. Subscription via SNWP

The SNWVP Notification MB and SNWP Target M B (both in [ RFC 2573])
MAY be used to create SNWP subscriptions.

To create a subscription via SNMP, the PP Client MAY use an SNWP
Set - Request operation to create an appropriate row in the SNW
Notification MB with the follow ng vari abl e- bi ndi ngs:

1) 'snnpNotifyTag'

- tag of this notification - see 'snnpTarget Addr TagLi st' bel ow
2)  ‘'snnpNotifyType'

- deliver via SNWP Trap (unacknow edged) or | nform (acknow edged)
3) ‘'snnpNotifyStorageType'

- persistence (volatile, nonVolatile, permanent, readOnly)

Note: The SNWVP Notification MB uses persistence instead of the
| ease duration supported in | PP Subscription objects.

To conplete a subscription via SNMP, the IPP Cient MAY use an SNWP
Set - Request operation to create an appropriate row in the SNMP Tar get
MB with the follow ng vari abl e- bi ndi ngs:

Hasti ngs, MDonal d Expires 8 February 2001 [ Page 7]
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395

396

397 1) 'snnpTarget Addr TDomai n* and ' snnmpTar get Addr TAddr ess'

398 - notification target (client) transport protocol and address
399 (corresponds to IPP 'notify-recipient-uri')

400 2) 'snnpTarget AddressTi meout' and 'snnpTar get Addr Ret r yCount'

401 - retry timeout and Iimt (for acknow edged SNWVP | nform only)
402 3) 'snnpTarget Addr TagLi st

403 - tags of notifications to be sent to this target (client)
404 4) ' snnpTar get Addr Par ansEnt ry'

405 - notification security and SNVP protocol version

406 5) 'snnpTarget Addr St or ageType'

407 - persistence (volatile, nonVolatile, permanent, readOnly)
408

409 Note: The SNWMP Target M B uses persistence instead of the | ease
410 duration supported in | PP Subscription objects.

411

412

413 3.3. Relationship to other MBs

414

415

416

417 3.3.1. MB-Il (RFC 1213)

418

419 All SNMPv1l Trap nessages include 'time-stanp' which is the val ue of
420 the 'sysUpTime' object fromMB-I1 [RFC 1213].

421

422 Al'l SNVWPv2 trap bindings include the 'sysUpTi ne' object from M B-1I
423 [ RFC-1213].

424

425

426 3.3.2. Host Resources M B (RFC 2790)

427

428 The 'jnBerviceTabl e' defined in this docunent MAY have a sparse
429 mappi ng to the ' hrDeviceTable' (same indices) in Host Resources MB
430 [ RFC-2790] .

431

432

433 3.3.3. Printer MB (RFC 1759)

434

435 The 'jnBerviceTabl e’ defined in this document MAY have a sparse
436 mappi ng to the ' hrDevi ceTabl e' (same indices) in Host Resources MB
437 [ RFC-2790], thus offering access to the Printer MB via a

438 " hr Devi cel ndex' val ue.

439

440

441

442

443

444

445

446

447
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Ceneral Information
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1. Table 1 - Infornmation about the Delivery Method

Docunent Met hod Conf or nance
Requi r erent

1.

What is the URL schene name
for the Delivery Method?

I's the Delivery Method

REQUI RED, RECOMMENDED or OPTI ONAL

for an IPP Printer to support?

What transport and delivery
protocol s does the Printer use
to deliver the Event
Notification Content, i.e.,
what is the entire network
stack?

Can several Event
Notifications be combined into
a Conpound Event Notification?

I's the Delivery Method
initiated by the Notification
Reci pient (pull), or by the
Printer (push)?

Is the Event Notification
content Machi ne Consumabl e or
Human Consunabl e?

What section in this docunent
answers the foll ow ng

guesti on? For a Machi ne
Consunabl e Event Notification
what is the representati on and
encodi ng of values defined in
section 0 of [ipp-ntfy] and

t he confornmance requirenents
thereof ? For a Human
Consunabl e Event Notification
what is the representation and

Del i very Met hod Realization

snimpnot i fy

OPTI

ONAL

SNWP application |ayer

over
over
over
(or

UDP transport |ayer
| P network | ayer
any datalink |ayer
SNVP over any ot her

transport stack)

No,
(in

By t

i mpossi ble in SNW
an interoperabl e fashion)

he Printer (push)

Machi ne Consumabl e

Sect
for

ion 7 "SNMP ASN. 1 for
I PP Notifications'.

Expires 8 February 2001 [ Page 9]
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537
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540
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encodi ng of pieces of

i nformation defined in section
9.2 of [ipp-ntfy] and the

conf ormance requirenents

t her eof ?

What are the | atency and
reliability of the transport
and delivery protocol ?

What are the security aspects
of the transport and delivery
protocol, e.g., howit is
handled in firewalls?

10. What are the content length

restrictions?

11. What are the additional

val ues or pieces of
information that a Printer
sends in an Event Notification
content and the conformance
requi renents thereof?

12. What are the additiona

Subscription Tenpl ate and/ or
Subscription Description
attributes and the conformance
requi renents thereof?

| PP Notify via Job Mon M B Traps

Expires 8 February 2001

8 August 2000

The latency is mininmal in
any network topol ogy (al

depl oyed transport mappi ngs
of SNMP are connecti onl ess).
The reliability is nediumfor
SNWP Trap (unacknow edged)
and hi gh for SNWP | nform
(acknow edged and optionally
retried by the SNVWP agent).

SNWPv1 and SNMPv2 support
conmuni ty-based security with
very weak authentication
SNWPv3 (RFC 257x series)
supports user-based security
wi th strong authentication
and MAY traverse firewalls
(but wusually does not).

SNWP nessages MUST be encoded
within the '"path MU, i.e.

t he packet is NOT fragnented
by the underlyi ng network.

In sone I P networks, this
results in a max payl oad of
about 480 octets.

See section 5.2.4

"noti fy-snnp-ntu-size'.

The 'job-conpl eted SNWP
notification delivers

'j ob-k-octets-processed' as
as well as the base required
' j ob-i nmpr essi ons- conpl et ed

- and both are REQUI RED

(for interoperability)

See section 5.1

'Table 2 - Subscription
and Printer Attributes'
- all of the additional
subscription tenpl ate
attri butes are REQU RED
(for interoperability)
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13. What are the additional See section 5.1
Printer Description attributes 'Table 2 - Subscription

and t he confornance

and Printer Attributes'

requi renents thereof? - all of the additiona

Hast i ngs,

McDonal d

printer description
attri butes are REQU RED
(for interoperability).
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5.

Subscription Tenplate Attributes

5.1. Table 2 - Subscription and Printer Attributes

Al systens that support this specification MIST inplenent the
following REQU RED attributes defined in this specification (on the
Subscription object or the Printer object):

Subscription Attribute Subscription Attribute Type

Printer Attribute Printer Attribute Type
noti fy-snnmp-version (type2 keyword)

noti fy-snmp-versi on-def aul t (type2 keyword)

noti fy-snmp-versi on- support ed (1setOF type2 keyword)
noti fy- snnp- aut h- dat a (octet String(MAX))

noti f y- snnp- aut h- dat a- def aul t (octet String(MAX))

not i f y- snnmp- aut h- dat a- support ed (bool ean)
noti fy- snimp- operati on (type2 keyword)

noti fy- snnp- oper ati on- def aul t (type2 keyword)

noti f y- snnmp- oper ati on- supported (1setOF type2 keyword)
notify-snmp-ntu-size (i nteger (0: MAX))

notify-snnmp-m u-size-default (i nteger (0: MAX))

noti fy-snnmp-m u-si ze- supported (rangeC I nt eger (0: MAX))

Note: The Printer attribute 'notify-snnp-auth-data-supported has
the irregular type 'bool ean'.

5.2. Additional Subscription Tenplate Attributes

5.2.1. notify-snnp-version (type2 keyword)
REQUI RED - for IPP Printers to inplenent.

This attribute specifies the SNWP protocol version and security nodel
(e.g., comunity-based security in SNMPvlic | ETF Standard [ RFC-1157])
to use for delivery of this I PP Notification.

Note: SNMP protocol versions and SNVP security nodels are NOT
mut ual Iy i ndependent - therefore they are conbined in this single
attri bute.
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675

676

677 The foll owi ng standard keyword val ues are defi ned:

678

679 "snnmpvl-community': The SNWPvl protocol wth conmmunity-based
680 security nodel defined in | ETF Standard [ RFC-1157].

681

682 "snmpvl-party': The SNMPv1l protocol with party-based security
683 nodel defined in | ETF Historic [ RFC- 1352].

684

685 ‘snmpv2-party': The SNMPv2 protocol with party-based security
686 nodel defined in | ETF Historic [ RFC 1446].

687

688 "snmpv2-community': The SNWMPv2 protocol wth community-based
689 security nodel defined in | ETF Experinental [RFC 1902].

690

691 "snmpv2-user': The SNMPv2 protocol wth user-based security nodel
692 defined in | ETF Experinental [RFC 1910].

693

694 "snmpv3-user': The SNWMPv3 protocol wth user-based security nodel
695 defined in | ETF Draft Standard [ RFC 2574].

696

697

698 5.2.1.1. notify-snmp-version-default

699

700 REQUI RED - for IPP Printers to inplement.

701 noti fy-snmp-version-default (type2 keyword)

702

703 I PP Printer object attribute for | PP Notifications over SNWVP.

704

705

706 5.2.1.2. notify-snnmp-version-supported

707

708 REQUI RED - for IPP Printers to inplenent.

709 noti fy-snnmp-versi on-supported (lsetOf type2 keyword)

710

711 | PP Printer object attribute for | PP Notifications over SNWVP.

712

713

714

715 5.2.2. notify-snnp-auth-data (octetString(MAX))

716

717 REQUI RED - for IPP Printers to inplenent.

718

719 This attribute specifies the SNMP protocol authentication data (e.g.
720 a conmunity nane in SNWPvlc | ETF Standard [RFC-1157]) to use for
721 delivery of this IPP Notification. This data MAY be opaque (not
722 human- r eadabl e) .

723

724 Human- r eadabl e authentication data in this attribute (e.g., an
725 SNWPvl1c or SNMPv2c community name) MUST be encoded in the UTF-8
726 [ RFC-2279] transformof [ISO 10646] for interoperability.

727
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5.2.2.1. notify-snnp-aut h-data-default

REQUI RED - for IPP Printers to inplement.
noti fy-snmp-aut h-dat a-default (octetString( MAX))

I PP Printer object attribute for I PP Notifications over SNWVP.

5.2.2.2. notify-snnp-aut h-data-supported

REQUI RED - for IPP Printers to inplenent.
not i f y- snnp- aut h- dat a- supported (bool ean)

I PP Printer object attribute for I PP Notifications over SNWVP.

Note: The Printer attribute 'notify-snnp-auth-data-supported has
the irregular type 'bool ean'.

5.2.3. notify-snnp-operation (type2 keyword)
REQUI RED - for IPP Printers to inplement.

This attribute specifies the SNVWP operation (e.g, SNVP Trap in
SNWPvlc | ETF Standard [ RFC-1157]) to use for delivery of this IPP
Notification

The foll owi ng standard keyword val ues are defi ned:

"trap': An SNWP Trap PDU encoded in the version specified by
"noti fy-snnp-version" above.

Note: SNMP Trap is an unconfirmed operation (i.e., the
notification recipient MUST NOT reply with an acknow edgenent) and
MUST NOT be retried by the notification generator

"inform: An SNWP Inform PDU encoded in the version specified by
"noti fy-snnp-version" above.

Note: SNMP Informis a confirnmed operation (i.e., the notification
reci pient MUST reply with an acknow edgenent | nform Response) and
MAY be retried by the notification generator

"report': An SNMP Report PDU encoded in the version specified by
"noti fy-snnp-version" above
Warni ng: The use of SNWP Report NMAY not be interoperable
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5.2.3.1. notify-snnp-operation-default

REQUI RED - for IPP Printers to inplement.
noti fy-snmp-operation-default (type2 keyword)

I PP Printer object attribute for I PP Notifications over SNWVP.

5.2.3.2. notify-snnp-operation-supported

REQUI RED - for IPP Printers to inplenent.
noti fy-snnp- operation-supported (1lsetOf type2 keyword)

I PP Printer object attribute for I PP Notifications over SNWVP.

5.2.4. notify-snnp-ntu-size (integer(0: MAX))
REQUI RED - for IPP Printers to inplenent.

This attribute specifies the SNMP path maxi num transm ssion unit

(MIU) size in octets to use for delivery of this IPP Notification.
The SNWVP path MIU is defined as the size of the conplete SNMP nessage
envel ope, header, and body - but NOT of the underlying transport,
networ k, and datalink headers - such that NO fragnentation is
required for the SNMP message at ANY | ower |ayer of the protocol
stack OR on any segnent of the bridged or routed delivery path
(optinmally).

This attribute enhances the integrity and probability of SNWP
delivery.

This attribute may signal the need for algorithmc truncation of sone
string variable bindings in the SNMP notification which MAY not fit
in very small path MIU sizes.

See: 'ifMu' in the Interfaces group of IETF MB-11 [RFC 1213].

5.2.4.1. notify-snnp-ntu-size-default

REQUI RED - for IPP Printers to inplenent.
noti fy-snmp-ntu-size-default (integer(0: MAX))

| PP Printer object attribute for | PP Notifications over SNWVP.
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843

844

845

846 5.2.4.2. notify-snmp-ntu-size-supported

847

848 REQUI RED - for IPP Printers to inplement.

849 noti fy-snmp-nt u-si ze-supported (rangeX | nteger (0: MAX))

850

851 I PP Printer object attribute for I PP Notifications over SNWVP.

852

853

854 5.3. Additional Info about Subscription Tenplate Attributes

855

856

857

858 5.3.1. notify-recipient-uri (uri)

859

860 This section describes the syntax of the value of this attribute for
861 the '"snnpnotify' Delivery Method for IPP Notifications. The syntax
862 for values of this attribute for other Delivery Methods for |PP

863 Notifications is defined in each nmethod's specification

864

865 In order to support the 'snnmpnotify' Delivery Method, the Printer
866 MUST support the follow ng syntax for the 'snnmpnotify' Delivery

867 Met hod when the Printer uses SNWP to deliver IPP Notifications. The
868 lines bel ow use RFC 2396 syntax rules, terms, and ABNF productions:
869

870 "snmpnotify://" hostport

871 host port host [ ":" port ]

872 host host nane | | Pv4address
873 host nane "

*( domai nlabel "." ) toplabel [
874 donai nl abel al phanum | al phanum *( al phanum | "-" ) al phanum
875 t opl abel

al pha | al pha *( al phanum | "-" ) al phanum
876 | Pv4addr ess 1*digit "." 1*digit "." 1*digit "." 1*digit
877 port *digit
878

879 al phanum
880 al pha
881

882 | owal pha
883 "y
884 "s"
885 upal pha "A
886 "J"
887 'S
888 digit "o"
889 " 8"
890

891

892

893

894

895
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6.

Event Notification Content

6.1. SNWP Message Envel ope

6.1.1. SNWv1l Message Envel ope

The SNWPv1l [ RFC-1157] nessage envel ope for SNWMPvlc (conmmunity-based
security) contains the follow ng:

6.1.1.1. version (INTEGER)

The SNWMP protocol version (not the IPP version) for this nmessage.

6.1.1.2. comunity (OCTET STRI NG

The SNWMP community name (read, wite, or notify) for this nessage.
Used for weak authentication.

6.1.2. SNWPv2 Message Envel ope

The SNWMPv2 [ RFC-1905] nessage envel ope for SNWPv2c (community-based
security) [RFC-1901] contains the follow ng:

6.1.2.1. version (INTEGER)

The SNWP protocol version (not the IPP version) for this nessage.

6.1.2.2. conmunity (OCTET STRI NG

The SNWP community name (read, wite, or notify) for this nessage.
Used for weak authentication.

6.1.3. SNWv3 Message Envel ope

The SNWPv2 [ RFC-1905] nessage envel ope for SNWPv3u (user-based
security) [RFC-2574] contains the follow ng:
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6.1.3.1. nsgVersion (INTEGER)

The SNWMP protocol version (not the IPP version) for this nmessage.

6.1.3.2. nsgd obal Data (Header Dat a)
Admi ni strative paraneters. The SNVMP ASN. 1 definition is as foll ows:
Header Dat a :: = SEQUENCE ({

nsgl D | NTEGER (0. .2147483647),

negMaxSi ze | NTEGER (484..2147483647),

nsgFl ags OCTET STRING (Sl ZE(1)),
nsgSecurityModel | NTEGER (1..2147483647)

6.1.3.3. megSecurityParaneters (OCTET STRI NG
Security nodel -specific paraneters.

See: 'User-based Security Mdel (USM for SNWv3' [ RFC- 2574].

6.1.3.4. nsgData (ScopedPduDat a)

Scoped nessage body. The SNMP ASN. 1 definition is as foll ows:

ScopedPdubData ::= CHO CE {
pl ai nt ext ScopedPDU,
encrypt edPDU OCTET STRING -- encrypted scopedPDU val ue
}
ScopedPDU : : = SEQUENCE ({
cont ext Engi nel D OCTET STRI NG
cont ext Nane OCTET STRI NG
dat a ANY -- e.g., PDUs as defined in RFC 1905
}

6.2. SNWP Message Header

6.2.1. SNWv1l Trap Message Header

Note: The 'request-id" (SNWP sequence nunber) is NOT encoded in the
SNWPv1 Trap, whereas the SNWPv2 and SNMPv3 Trap/ | nformrequests DO
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have 'request-id" in their nmessage header

6.2.1.1. enterprise (OBJECT | DENTI FI ER)

The val ue of 'sysOhjectlD (systemtype) in |ETF MB-11 [RFC 1213]
for the systemthat generated this SNWPvl Trap

6.2.1.2. agent-addr (NetworkAddress)

The network address of the SNVP agent that generated this SNWPvl
Tr ap.

6.2.1.3. generic-trap (I NTEGER)

The base type of this SNWPvl Trap: always 'enterpriseSpecific' in
| PP Notifications).

6.2.1.4. specific-trap (I NTEGER

The specific type of this SNMPv1l Trap.

6.2.1.5. tine-stanp (TinmeTicks)

The value of 'sysUpTime' in IETF MB-11 [RFC 1213] when this SNwPv1l
Trap was gener at ed.

6.2.2. SNWPv2 and SNMPv3 Trap/ | nform Message Header

Note: The 'request-id" (SNMP sequence number) is NOT encoded in the
SNWPv1 Trap, whereas the SNWPv2 and SNMPv3 Trap/ | nformrequests DO
have 'request-id'" in their nmessage header

6.2.2.1. request-id (Integer32)

The receiver-specific sequence nunber for this SNMP nessage.

See: Section 5.4.2 'notify-sequence-nunber' in [|PP-NOT].

6.2.2.2. error-status (INTEGER)

The error status associated with this SNVP nessage.
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6.2.2.3. error-index (INTEGER)

Unused in SNVP Trap nessages.

6.3. SNWP Message Body

6.3.1. SNWv1l Trap Message Body

The SNWPv1l Trap nessage body consists wholly of the specified
par anet ers

See: Section 7.1 'Notification Definitions'. in the TRAP-TYPE
definition.

6.3.2. SNWPv2 and SNMPv3 Trap/ | nform Message Body

The SNWPv2 and SNMPv3 Trap/ | nform nessage body consists of the

speci fied paraneters in the NOTIFI CATI ON- TYPE definiti on PRECEDED by
"sysUpTinme' fromIETF MB-11 [RFC1213] and 'sysTrapO D .

See: Section 7.1 "Notification Definitions'

6.3.2.1. sysUpTine (TineTicks)

The value of 'sysUpTime' in IETF MB-I1 [RFC 1213] when this SNwWPv2
or SNMPv3 Trap/ | nform was generated.

6.3.2.2. sysTrapO D (OBJECT | DENTI FI ER)

The specific type of this SNMPv2 or SNMPv3 Trap/Inform The val ue of
t he assignment statement at the end of the NOTIFI CATI ON- TYPE
definition.

6.4. SNWP Trap/ | nform Exanpl es

[ To be supplied]
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7.

7.

7.

Hasti ngs, MDonal d

1.

1.

SNVP ASN. 1 for | PP Notifications

Notification Definitions

1. Service Event Notify Group - Trap
Service Event Notify Group (CONDI TI ONALLY MANDATORY)

| mpl enentation of this group is conditionally mandatory;
mandat ory for systens which send Service traps via SNWP.

The j nBervi ceEvent Noti fyG oup consists entirely of the
j mBervi ceEvent V2Noti fy notification.

j mBer vi ceEvent V1Ent er pri se OBJECT- | DENTI TY

STATUS current
DESCRI PTI ON
"The value of the enterprise-specific ODin an SNWPv1l trap
for a Service basic event sent by this managed system ™"
::={ jobnmonM BNotifications 1 }

j mBer vi ceEvent V2Not i f yPrefi x

OBJECT I DENTIFIER ::= { jnBerviceEvent VlEnterprise 0 }

j mBer vi ceEvent V2Not i fy NOTI FI CATI ON- TYPE

OBJECTS {
j mBer vi ceEvent Noti fyTri gger Event,
j mBer vi ceEvent Not i f yGr oupEvent,
j mBervi ceSt at e,
j mBer vi ceSt at eReasons

}
STATUS current
DESCRI PTI ON
"This SMv2 trap corresponds to an I PP Printer basic event.

The val ue of 'jnBervicel ndex' for
use with 'jnBerviceTable' for this Service is conveyed in the
i nstance qualifier (O D suffix) of 'jnmServiceState'.

This trap is sent when requested by a prior subscription.
The specific event is in 'jnBerviceEventNotifyTriggerEvent'.
The group event is in 'jnBerviceEvent NotifyG oupEvent'.

Addi ti onal vari abl e-bi ndi ngs SHOULD be appended to this trap:
- Systens with the Host Resources M B (RFC 2790) SHOULD add
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" hr Syst enDat e’
(conpare to IPP "printer-current-tine')

Addi ti onal vari abl e-bi ndi ngs MAY be appended to this trap
for all printer-specific events:
- Systens with the Host Resources M B (RFC 2790) MAY add
' hr Devi ceSt at us'
(conpare to IPP "printer-state')
"hrPrinterStatus’
(compare to IPP "printer-state') and
"hrPrinterDetectedErrorState'
(conmpare to IPP 'printer-state-reasons')

Systenms MAY add ot her vari abl e-bi ndi ngs fromany M B.

See: Standard events in 'jnServi ceEvent Noti fyTriggerEvent';
Section 5.3.2 '"notify-events' in [|PP-NOT];
Section 8.1 'notify-subscribed-event' in [|PP-NOT];
Section 9 'Event Notification Content' in [IPP-NOT]."
::={ jnbBerviceEvent V2Noti fyPrefix 1 }

7.1.2. Job Event Notify Group - Trap
-- Job Event Notify G oup (CONDI TI ONALLY MANDATORY)

-- Inplenentation of this group is conditionally mandatory;
-- mandatory for systems which send this Job trap via SNWP.

-- The jmlobEvent Noti fyGroup consists entirely of the
-- jmlobEvent V2Noti fy notification.

j mlobEvent V1Ent er pri se OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The val ue of the enterprise-specific ODin an SNWv1 trap
for a Job basic event sent by this nanaged system"
::={ jobnmonM BNotifications 2 }

j mlobEvent V2Not i f yPrefi x
OBJECT I DENTIFIER ::= { jnlobEvent VlEnterprise 0 }

j mJobEvent V2Not i fy NOTI FI CATI ON- TYPE
OBJECTS {
j mlobEvent Noti fyTri gger Event,
j mlobEvent Not i f yGroupEvent,
j mlobSt at e,
j mlobEvent JobSt at eReasons

}
STATUS current
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1235

1236 DESCRI PTI ON

1237 "This SMv2 trap corresponds to an | PP Job basic event.
1238

1239 The val ues of 'jntGeneral JobSetlndex' and 'jmlobl ndex' for
1240 use with 'jmlobTable' for this Job are conveyed in the

1241 instance qualifier (OD suffix) of 'jmlobState'.

1242

1243 This trap is sent when requested by a prior subscription
1244 The specific event is in 'jnmlobEvent NotifyTriggerEvent'.
1245 The group event is in 'jmlobEvent NotifyG oupEvent'.

1246

1247 Addi tional vari abl e-bi ndi ngs SHOULD be appended to this trap
1248 - Systens with the Host Resources M B (RFC 2790) SHOULD add
1249 " hr Syst enDat e’

1250 (compare to IPP "printer-current-time')

1251

1252 Systens MAY add ot her vari abl e-bi ndings fromany M B.

1253

1254 See: Standard events in 'jmlobEvent NotifyTriggerEvent';
1255 Section 5.3.2 '"notify-events' in [|PP-NOT]

1256 Section 8.1 'notify-subscribed-event' in [|PP-NOT];
1257 Section 9 '"Event Notification Content' in [IPP-NOT]."
1258 ;.= { jmlobEvent V2NotifyPrefix 1 }

1259

1260

1261

1262 7.1.3. Job Conpleted Notify Group - Trap

1263

1264  -- Job Conpleted Notify Group (CONDI Tl ONALLY MANDATORY)

1265  --

1266 -- Inplenentation of this group is conditionally mandatory;

1267 -- nmandatory for systens which send this Job trap via SNWP.

1268

1269  j mJobConpl et edV1Ent er pri se OBJECT- | DENTI TY

1270 STATUS current

1271 DESCRI PTI ON

1272 "The val ue of the enterprise-specific ODin an SNWv1 trap
1273 for a Job conpl eted event sent by this nmanaged system™
1274 ::={ jobnmonM BNotifications 3 }

1275

1276  j mJobConpl et edV2Not i f yPrefi x

1277 OBJECT I DENTIFIER ::= { jnmlobConpl etedV1lEnterprise 0 }

1278

1279  j mJobConpl et edV2Noti fy NOTI FI CATI ON- TYPE

1280 OBJECTS {

1281 j mlobSt at e,

1282 j mlobEvent JobSt at eReasons,

1283 j mlobKCct et sProcessed,

1284 j mlobl npr essi onsConpl et ed

1285 }

1286 STATUS current

1287
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1291

1292 DESCRI PTI ON

1293 "This SMv2 trap corresponds to an | PP 'job-conpleted event.
1294

1295 The val ues of 'jntGeneral JobSetlndex' and 'jmlobl ndex' for
1296 use with 'jmlobTable' for this Job are conveyed in the

1297 instance qualifier (OD suffix) of 'jmlobState'.

1298

1299 This trap is sent when requested by a prior subscription
1300 The event type is 'job-conpleted

1301

1302 Addi tional vari abl e-bi ndi ngs SHOULD be appended to this trap
1303 - Systens with the Host Resources M B (RFC 2790) SHOULD add
1304 " hr Syst enDat e'

1305 (compare to IPP '"printer-current-tinme')

1306

1307 Systens MAY add ot her vari abl e-bi ndi ngs fromany M B.

1308

1309 See: Section 5.3.2 '"notify-events' in [|PP-NOT]

1310 Section 8.1 'notify-subscribed-event' in [|PP-NOT];
1311 Section 9 'Event Notification Content' in [IPP-NOT]."
1312 ;.= { jmlobConpl et edV2Noti fyPrefix 1 }

1313

1314

1315

1316 7.1.4. Job Progress Notify Group - Trap

1317

1318 -- Job Progress Notify G oup (CONDI TI ONALLY MANDATORY)

1319 --

1320 -- Implenentation of this group is conditionally mandatory;

1321 -- mandatory for systenms which send this Job trap via SNWP

1322

1323  j mJobProgressV1Ent erpri se OBJECT-| DENTI TY

1324 STATUS current

1325 DESCRI PTI ON

1326 "The val ue of the enterprise-specific ODin an SNWPv1l trap
1327 for a Job progress event sent by this nanaged system"

1328 ::={ jobnonM BNotifications 4 }

1329

1330 j mJobProgressV2Noti fyPrefix

1331 OBJECT I DENTIFIER ::= { jmlobProgressVlEnterprise 0 }

1332

1333  j mJobProgressV2Noti fy NOTI FI CATI ON- TYPE

1334 OBJECTS {

1335 j mlobKCct et sPer CopyRequest ed,

1336 j mlobKCct et sProcessed,

1337 j mJobl npr essi onsPer CopyRequest ed,

1338 j mJobl npr essi onsConpl et ed,

1339 j mPr ogr essJobCopi esRequest ed,

1340 j mProgressJobCol | ati onType,

1341 j mPr ogr essMedi aSheet sConpl et ed,

1342 j mPr ogr essSheet Conpl et edCopyNum

1343

1344 Hasti ngs, MDonal d Expires 8 February 2001 [ Page 24]



1345
1346
1347
1348
1349
1350
1351
1352
1353
1354
1355
1356
1357
1358
1359
1360
1361
1362
1363
1364
1365
1366
1367
1368
1369
1370
1371
1372
1373
1374
1375
1376
1377
1378
1379
1380
1381
1382
1383
1384
1385
1386
1387
1388
1389
1390
1391
1392
1393
1394
1395
1396
1397
1398
1399
1400

Internet Draft | PP Notify via Job Mon M B Traps 8 August 2000
j mPr ogr essSheet Conpl et edDocNum

STATUS current
DESCRI PTI ON
"This SMv2 trap corresponds to an | PP 'job-progress' event.

The val ues of 'jnteeneral JobSetlndex' and 'jmlobl ndex' for
use with 'jmlobTable' for this Job are conveyed in the
i nstance qualifier (O D suffix) of 'jmlobKCOctetsProcessed' .

This trap is sent when requested by a prior subscription.
The event type is 'job-progress'.

Addi ti onal vari abl e-bi ndi ngs SHOULD be appended to this trap:
- Systens with the Host Resources M B (RFC 2790) SHOULD add

" hr Syst enDat e'

(conpare to IPP "printer-current-tine')

Systenms MAY add ot her vari abl e-bi ndi ngs fromany M B.

See: Section 5.3.2 '"notify-events' in [|PP-NOT];
Section 8.1 'notify-subscribed-event' in [|PP-NOT];
Section 9 '"Event Notification Content' in [IPP-NOT]."
::={ jmlobProgressV2NotifyPrefix 1 }

7.2. (Object Definitions

7.2.1. Service Goup - Objects
-- The Service Goup (CONDITI ONALLY NMANDATORY)

-- Inplenentation of this group is conditionally mandatory;
-- nmandatory for systens which show Service state via SNWP.

-- The jnBerviceG oup consists entirely of the jnBerviceTable
jmBervice OBJECT IDENTIFIER ::= { jobnonM BObjects 7 }

j mBervi ceTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF JnBervi ceEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The jnBerviceTabl e consists of basic service state and status
i nformati on for each service which offers one or nore job
services on this managed system
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An entry SHALL exist in this table for each service, no natter
what the state of that service. A service MAY support nultiple
configured job sets and configured devices.

See: '"j nBervi ceJobSet sConfi gured' and
"j nBervi ceDevi cesConfigured bit-arrays in this MB."
{ jnBervice 1}

jmBerviceEntry OBJECT- TYPE
SYNTAX JnBServiceEntry

VAX-

ACCESS not-accessible

STATUS current
DESCRI PTI ON

"Basic service state and status information."

I NDEX { jnBervicel ndex }

{ jnBerviceTable 1 }

JnBServiceEntry ::= SEQUENCE ({
j mBer vi cel ndex Integer32 (1..2147483647),
j mBer vi ceNane JnUTF8St ri ngTC (SI ZE (0..63)),
j mBer vi ceURl JMJTF8St ri ngTC (SI ZE (0..63)),
j mBer vi ceJobSer vi ceTypes JmJobServi ceTypesTC,
j mBer vi ceJobSet sConfi gur ed OCTET STRING (SIZE (0..255)),
j mBer vi ceDevi cesConfi gur ed OCTET STRING (SIZE (0..255)),
j mBerviceState JnBervi ceSt at eTC,
j mBer vi ceSt at eReasons SnnpAdmi nString (SIZE (0..255))
}
j mBer vi cel ndex OBJECT- TYPE
SYNTAX Integer32 (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The unique identifier for this service on this managed system

See: 'j mBervi ceEvent Servi cel ndex' object in this MB."
{ jnBerviceEntry 1 }

j mBer vi ceNanme OBJECT- TYPE
SYNTAX JMJTF8St ri ngTC (Sl ZE(O. . 63)) -- 127 in I PP

MAX-

ACCESS read-only

STATUS current
DESCRI PTI ON

"The hunman readabl e nane of this nanaged service.

See: ' devi ceNaneRequested' job attribute in this MB;
' physi cal Device' job attribute in this MB;
Section 4.4.4 'printer-nane' in [IPP-MOD]."
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DEFVAL { ""H} -- no service nane
.= { jnBerviceEntry 2}

j mBervi ceURI OBJECT- TYPE

SYNTAX JMUTF8St ri ngTC (SI ZE(O. . 63)) -- 1023 in IPP
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"A URI for this managed service (valid for job services).
See: Section 4.3.3 '"job-printer-uri' in [IPP-MOD];
Section 4.4.1 '"printer-uri-supported in [IPP-MXD]."
DEFVAL { ""H} -- no service UR

::={ jnBerviceEntry 3}

j mBer vi ceJobServi ceTypes OBJECT- TYPE

SYNTAX JnmlobServi ceTypesTC

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The types of job services supported by this managed servi ce.
See: "JmJobServi ceTypesTC textual convention in this MB;

'jobServiceTypes' job attribute in this MB."
DEFVAL { 0} -- no job services

.= { jnBerviceEntry 4 }

j mBer vi ceJobSet sConfi gured OBJECT- TYPE

SYNTAX OCTET STRI NG (Sl ZE(O. . 255))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"A bit-array that specifies the job sets configured for this
service, where each bit '2**n' is set if 'jneneral JobSet!| ndex'
is a configured job set. Uses network byte order (big-endian)
rules - the high-order bit of the first octet corresponds to
"j mceneral JobSet | ndex' of '0' (reserved) - the |loworder bit of
the first octet corresponds to 'jnCeneral JobSet| ndex' of '7'.
Supports val ues of 'jmGeneral JobSetlndex' from'1l to '2039".

Conpare to the BI TS pseudotype defined in | ETF SMv2 (RFC 2578)
whi ch has the sane bit ordering rules (big-endian).

See: ' queueNaneRequested' job attribute in this MB;
"j mGeneral JobSet I ndex' table index in this MB."
DEFVAL { ""H} -- no job sets configured

.= { jnBerviceEntry 5 }

j mBer vi ceDevi cesConfi gured OBJECT- TYPE
SYNTAX OCTET STRI NG (Sl ZE(O. . 255))
MAX- ACCESS read-only
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1515

1516 STATUS current

1517 DESCRI PTI ON

1518 "A bit-array that specifies the devices configured for this
1519 service, where each bit '2**n' is set if 'hrDevicel ndex

1520 is a configured device. Uses network byte order (big-endian)
1521 rules - the high-order bit of the first octet corresponds to
1522 "hrDevi cel ndex' of '0'" (reserved) - the |oworder bit of

1523 the first octet corresponds to 'hrDevicelndex' of '7'.

1524 Supports val ues of 'hrDevicelndex' from'1l to '2039

1525

1526 Conpare to the BITS pseudotype defined in | ETF SMv2 (RFC 2578)
1527 whi ch has the sane bit ordering rules (big-endian).

1528

1529 See: ' physi cal Device' job attribute in this MB;

1530 " hrDevi cel ndex' in |IETF Host M B (RFC 2790)."

1531 DEFVAL { ""H} -- no devices configured

1532 .= { jnBerviceEntry 6 }

1533

1534  jnBerviceState OBIJECT- TYPE

1535 SYNTAX JnBervi ceSt at eTC

1536 MAX- ACCESS read-only

1537 STATUS current

1538 DESCRI PTI ON

1539 "The current state of this managed servi ce.

1540

1541 See: 'j nBervi ceEvent Servi ceState' object in this MB

1542 "jmlobState' object in this MB;

1543 Section 4.4.11 '"printer-state' in [IPP-MOD]."

1544 DEFVAL { unknown } -- unknown service state

1545 c:={ jnbBerviceEntry 7 }

1546

1547  j nBervi ceSt at eReasons OBJECT- TYPE

1548 SYNTAX SnnpAdmi nString (SIZE (0..255)) -- multi-valued in I PP
1549 MAX- ACCESS read-only

1550 STATUS current

1551 DESCRI PTI ON

1552 "The service state reasons associated with this service state
1553 (as a comma-separated list) or the enpty string (if none).
1554

1555 See: 'j mBervi ceEvent Ser vi ceSt at eReasons' object in this MB;
1556 'j mlobSt at eReasons1l' object in this MB;

1557 Section 4.4.12 '"printer-state-reasons' in [IPP-MXD]."
1558 DEFVAL { ""H} -- no service state reasons
1559 ::={ jnberviceEntry 8 }

1560

1561

1562

1563 7.2.2. Service Event Group - Objects

1564

1565 -- The Service Event G oup (CONDI TI ONALLY MANDATORY)

1566 - -

1567
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-- Inplenentation of this group is conditionally mandatory;

-- nmandatory for systens which show Service events via SNVP.
-- The jnBervi ceEvent G oup consists entirely of the jnBerviceEvent Tabl e
j mBervi ceEvent OBJECT I DENTIFIER ::= { jobnonM BObj ects 8 }

j mBervi ceEvent Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF JnServi ceEvent Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The j nBervi ceEvent Tabl e contains service event entries for the
services which offer job services on this managed system"
::={ jnbBerviceEvent 1 }

j mBervi ceEvent Entry OBJECT- TYPE
SYNTAX JnBervi ceEvent Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Basi c service event information.
| NDEX { jnmBerviceEventl ndex }
::={ jnberviceEvent Table 1 }

JnBServi ceEvent Entry ::= SEQUENCE ({

j mBer vi ceEvent | ndex Integer32 (1..2147483647),

j mBer vi ceEvent Noti fyTri gger Event

j mBer vi ceEvent Noti f yGr oupEvent

j mBervi ceEvent Noti fyTi ne

j mBer vi ceEvent Ser vi cel ndex

j mBer vi ceEvent Servi ceSt at e

j mBer vi ceEvent Ser vi ceSt at eReasons

SnnpAdmi nString (SIZE (0..63)),
SnnpAdmi nString (SIZE (0..63)),
Ti meTi cks,

Integer32 (1..2147483647),
JnBervi ceSt at eTC,

SnnpAdmi nString (SIZE (0..255))

}
j mBer vi ceEvent | ndex OBJECT- TYPE
SYNTAX I nteger32 (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The unique identifier for this event on this nanaged system"

::={ jnberviceEventEntry 1 }

j mBervi ceEvent Noti fyTri gger Event OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

read-only
current

SnnpAdmi nString (SIZE (0..63)) --

255 in [ PP- NOT]

"Specific event that created this rowin 'jnBServiceEvent Tabl e'.
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For exanple, 'printer-stopped here and 'printer-state-changed
in 'jnBerviceEvent NotifyG oupEvent'. \Whereas a transition of
"jnBerviceState' from'idle' to 'processing’ would report
"printer-state-changed’ in both 'jnBervice...Event' objects.

Standard Printer event types defined in [IPP-NOT| are:
- '"printer-state-changed' (group event)
"printer-restarted'
- 'printer-shutdown’
- 'printer-stopped
"printer-config-changed' (group event)
" printer-nedi a- changed'
- "printer-finishings-changed
- 'printer-queue-order-changed (group event)

Standard Service event types generalized from[I|PP-NOI] are:
- 'service-state-changed' (group event)
"service-restarted
- 'service-shut down'
- 'service-stopped
' servi ce-config-changed' (group event)
' servi ce- nedi a- changed
" servi ce-finishings-changed'
- 'service-queue-order-changed' (group event)
- and (optionally) vendor extension event types

Conf or mance: The natural |anguage for keywords
in event type SHALL al ways be US Engli sh

See: "j nmBervi ceEvent Noti f yGroupEvent' in this M B;
Section 8.1 'notify-subscribed-event' in [|IPP-NOI]."
DEFVAL { ""H} -- no notify event

::={ jnBerviceEventEntry 2 }

j mBer vi ceEvent Not i f yG- oupEvent OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0..63)) -- 255 in [IPP-NOT]

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Group event that created this rowin 'jnServiceEvent Tabl e'.
For exanple, 'printer-state-changed' here and 'printer-stopped
in 'jnBerviceEvent NotifyTriggerEvent'. Wereas a transition of
"jnBerviceState' from'idle' to 'processing’ would report
"printer-state-changed’ in both 'jnBervice...Event' objects.

Conf or mance: The natural |anguage for keywords
in event type SHALL al ways be US Engli sh

See: Standard events in 'jnServi ceEvent Noti fyTriggerEvent';
Section 8.1 'notify-subscribed-event' in [|IPP-NOT]."
DEFVAL { ""H} -- no notify event
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1683

1684 ::={ jnBerviceEventEntry 3 }

1685

1686 j nServiceEvent NotifyTi me OBJECT- TYPE

1687 SYNTAX Ti meTi cks

1688 MAX- ACCESS read-only

1689 STATUS current

1690 DESCRI PTI ON

1691 "The tinme of this service event.

1692

1693 Usage: Conforming managenment agents, which MJST inpl enent the
1694 |ETF MB-11 (RFC 1213), SHALL set 'jnBerviceEventNotifyTime' to
1695 'sysUpTi ne' when a service event row i s created.

1696

1697 See: "sysUpTinme' in IETF MB-11 (RFC 1213);

1698 Section 5.4.4 '"notify-printer-up-tinme' in [|IPP-NOT];
1699 Section 4.4.29 '"printer-up-tine' in [IPP-MD]."

1700 ::={ jnBerviceEventEntry 4 }

1701

1702  j nBervi ceEvent Servi cel ndex OBJECT- TYPE

1703 SYNTAX I nteger32 (1..2147483647)

1704 MAX- ACCESS read-only

1705 STATUS current

1706 DESCRI PTI ON

1707 "The unique identifier for this service on this managed system
1708

1709 See: 'j nmBervicelndex' object inthis MB."

1710 ::={ jnBerviceEventEntry 5 }

1711

1712  j nBervi ceEvent Servi ceSt at e OBJECT- TYPE

1713 SYNTAX JnBerviceSt at eTC

1714 MAX- ACCESS read-only

1715 STATUS current

1716 DESCRI PTI ON

1717 "The state of this managed service at the time of this event.
1718

1719 See: "jnBerviceState' object in this MB;

1720 '"jmlobState' object in this MB;

1721 Section 4.4.11 '"printer-state' in [IPP-MOD]."

1722 DEFVAL { unknown } -- unknown service state

1723 ::={ jnberviceEventEntry 6 }

1724

1725 j nBervi ceEvent Servi ceSt at eReasons OBJECT- TYPE

1726 SYNTAX SnnpAdmi nString (SIZE (0..255)) -- multi-valued in I PP
1727 MAX- ACCESS read-only

1728 STATUS current

1729 DESCRI PTI ON

1730 "The service state reasons associated with this service state
1731 (as a comma-separated list) or the enpty string (if none).
1732

1733 See: 'j mBervi ceSt at eReasons' object in this MB;

1734 'j mlobSt at eReasons1l' object in this MB;

1735
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1739

1740 Section 4.4.12 'printer-state-reasons' in [IPP-MOD]."
1741 DEFVAL { ""H} -- no service state reasons
1742 ::={ jnBerviceEventEntry 7 }

1743

1744

1745

1746 7.2.3. Job Event Group - njects

1747

1748 -- The Job Event Group (CONDI TI ONALLY MANDATORY)

1749 --

1750 -- Inplenentation of this group is conditionally mandatory;

1751 -- nmandatory for systens which show Job events via SNWVP.

1752

1753 -- The jmlobEvent Group consists entirely of the jmlobEvent Tabl e
1754

1755 jmJobEvent OBJECT IDENTIFIER ::= { jobnmonM BObjects 9 }

1756

1757 j mJobEvent Tabl e OBJECT- TYPE

1758 SYNTAX SEQUENCE OF JmJobEventEntry

1759 MAX- ACCESS not - accessi bl e

1760 STATUS current

1761 DESCRI PTI ON

1762 "The j mlobEvent Tabl e contains job event entries for the
1763 j obs present on this managed system”

1764 ::={ jmlobEvent 1 }

1765

1766

1767 j mlobEventEntry OBJECT- TYPE

1768 SYNTAX JnmJobEvent Entry

1769 MAX- ACCESS not - accessi bl e

1770 STATUS current

1771 DESCRI PTI ON

1772 "Basic job event information."

1773 I NDEX { jmlobEventl| ndex }

1774 ::={ jmlobEvent Table 1 }

1775

1776

1777  JmJobEventEntry ::= SEQUENCE {

1778 j mlobEvent | ndex Integer32 (1..2147483647),
1779 j mlobEvent Not i fyTri gger Event SnnpAdmi nString (SIZE (0..63)),
1780 j mlobEvent Not i f yGr oupEvent SnnpAdmi nString (SIZE (0..63)),
1781 j mlobEvent Noti fyTi ne Ti meTi cks,

1782 j mlobEvent JobSet | ndex Integer32 (1..32767),

1783 j mlobEvent Jobl ndex Integer32 (1..2147483647),
1784 j mlobEvent JobSt at e JmJobSt at eTC,

1785 j mlobEvent JobSt at eReasons OCTET STRING (SIZE (4..16))
1786  }

1787

1788 j mJobEvent | ndex OBJECT- TYPE

1789 SYNTAX I nteger32 (1..2147483647)

1790 MAX- ACCESS not - accessi bl e

1791
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STATUS current
DESCRI PTI ON

"The unique identifier for this event on this nanaged system"
::={ jmlobEventEntry 1 }

j mlobEvent Noti fyTri gger Event OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0..63)) -- 255 in [IPP-NOT]

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Specific event that created this rowin 'jmlobEvent Tabl e'.
For exanple, 'job-stopped here and 'job-state-changed'
in 'jnlobEvent Noti fyGroupEvent'. \Wereas a transition of
'jmlobState' from'pending' to 'processing’ would report
'job-state-changed' in both 'jmlob...Event' objects.

Standard Job event types defined in [IPP-NOT] are:
- 'job-state-changed' (group event)
- 'job-created
- 'job-conpl eted
- 'job-stopped
- '"job-config-changed' (group event)
- 'job-progress' (group event)
and (optionally) vendor extension event types

Conf or mance: The natural |anguage for keywords
in event type SHALL al ways be US Engli sh.

See: 'j mJobEvent Noti f yGroupEvent' in this MB;
Section 8.1 'notify-subscribed-event' in [|IPP-NOT]."
DEFVAL { ""H} -- no notify event

::={ jmlobEventEntry 2 }

j mlobEvent Not i f yGr oupEvent OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE (0..63)) -- 255 in [IPP-NOT]
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Group event that created this rowin 'jmlobEvent Table'.
For exanple, 'job-state-changed' here and 'job-stopped
in 'jnmlobEvent Noti fyTriggerEvent'. Wereas a transition of
'"jmlobState' from'pending' to 'processing’ would report
'j ob-state-changed' in both 'jmlob...Event' objects.

Conf or mance: The natural |anguage for keywords
in event type SHALL al ways be US Engli sh.

See: ' mJobEvent Noti fyGroupEvent' in this MB;
Section 8.1 'notify-subscribed-event' in [|IPP-NOT]."
DEFVAL { ""H} -- no notify event

::={ jmlobEventEntry 3 }
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j mlobEvent Not i fyTi ne OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The tine of this job event.

Usage: Confornming managenment agents, which MJST inpl enent the
|ETF MB-11 (RFC 1213), SHALL set 'jnmJobEventNotifyTine' to
"sysUpTi ne' when a job event row is created.

See: "sysUpTine' in IETF MB-11 (RFC 1213);
Section 5.4.4 '"notify-printer-up-tinme' in [|IPP-NOT];
Section 4.4.29 'printer-up-time' in [IPP-MOD."
::={ jmlobEventEntry 4 }

j mlobEvent JobSet | ndex OBJECT- TYPE
SYNTAX I nteger32 (1..32767)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The unique identifier for this job set on this managed system

See: "j mGener al JobSet | ndex' object in this MB."
::={ jmlobEventEntry 5 }

j mlobEvent Jobl ndex OBJECT- TYPE
SYNTAX I nteger32 (1..2147483647)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The unique identifier for this job on this nanaged system
when prefixed with 'jnlobEvent JobSet | ndex' .

See: "j mJobl ndex' object in this MB."
.= { jmlobEventEntry 6 }

j mlobEvent JobSt at e OBJECT- TYPE

SYNTAX JmlobSt at eTC
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The state of this managed job at the time of this event.
See: "jmlobState' in this MB;
Section 4.3.7 'job-state' in [IPP-MOD]."
DEFVAL { unknown } -- unknown job state

::={ jmlobEventEntry 7 }
j mlobEvent JobSt at eReasons OBJECT- TYPE
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1907

1908 SYNTAX OCTET STRING (SIZE (4..16)) -- nulti-valued in IPP
1909 MAX- ACCESS read-only

1910 STATUS current

1911 DESCRI PTI ON

1912 "The job state reasons associated with this job state

1913 represented as one to four concatenated 32-bit integers
1914 in network byte order (big-endian).

1915

1916 Usage: Conforming managenent stations SHALL al ways report the
1917 val ue of the object 'jmlobStateReasonsl' in the first four
1918 octets of 'jnlobEventJobStateReasons' and SHOULD report val ues
1919 of the attributes 'jobStateReasons2', 'jobStateReasons3', and
1920 'j obSt at eReasons4' in subsequent octets.

1921

1922 See: 'j mlobSt at eReasons1l' in this MB;

1923 Section 4.3.8 'job-state-reasons' in [IPP-MOD]."
1924 DEFVAL { ' 00000000'H } -- no job state reasons
1925 ::={ jmlobEventEntry 8 }

1926

1927

1928

1929 7.2.4. Job Progress Group - hjects

1930

1931 -- The Job Progress Group (CONDI Tl ONALLY MANDATORY)

1932 --

1933 -- Inplenentation of this group is conditionally mandatory;

1934 -- mandatory for systens which send Job progress traps via SNWP.
1935

1936 -- The jnProgressGoup consists entirely of |eaf objects for traps
1937

1938 jnProgress OBJECT IDENTIFIER ::= { jobrmonM BObjects 10 }

1939

1940  j nProgressJobCopi esRequest ed OBJECT- TYPE

1941 SYNTAX I nteger32 (-2..2147483647)

1942 MAX- ACCESS read-only

1943 STATUS current

1944 DESCRI PTI ON

1945 "The nunber of copies of this job requested by the client.
1946

1947 See: 'j obCopi esRequested' attribute in this MB."

1948 DEFVAL { -2} -- unknown j ob copies

1949 ::={ jmProgress 1 }

1950

1951  j nProgressJobCol | ati onType OBJECT- TYPE

1952 SYNTAX JmJobCol | ati onTypeTC

1953 MAX- ACCESS read-only

1954 STATUS current

1955 DESCRI PTI ON

1956 "The nunber of copies of this job requested by the client.
1957

1958 See: 'jobCol | ati onType' attribute in this MB;

1959
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1963

1964 "job-collation-type' in [IPP-PROG;

1965 Section 9 '"Event Notification Content' in [IPP-NOT]."
1966 DEFVAL { unknown } -- unknown job collation type
1967 c:={ jmProgress 2 }

1968

1969  j nProgressMedi aSheet sConpl et ed OBJECT- TYPE

1970 SYNTAX I nteger32 (-2..2147483647)

1971 MAX- ACCESS read-only

1972 STATUS current

1973 DESCRI PTI ON

1974 "The nunber of nedia sheets conpleted for this job.

1975

1976 See: 'sheetsConpl eted' attribute in this MB;

1977 Section 4.3.18.3 'job-nedia-sheets-conpl et ed

1978 in [lIPP-MXD];

1979 Section 9 '"Event Notification Content' in [IPP-NOT]."
1980 DEFVAL { -2} -- unknown job progress

1981 ::={ jmProgress 3}

1982

1983  j nProgr essSheet Conpl et edCopyNum OBJECT- TYPE

1984 SYNTAX I nteger32 (-2..2147483647)

1985 MAX- ACCESS read-only

1986 STATUS current

1987 DESCRI PTI ON

1988 "The nunber of the job copy currently being stacked for the
1989 current docunent or zero (if none) or '-2' (unknown).

1990

1991 See: ' sheet Conpl et edCopyNunber' attribute in this MB;
1992 ' sheet - conpl et ed- copy- nunmber' in [|PP-PROJ ;

1993 Section 9 'Event Notification Content' in [IPP-NOT]."
1994 DEFVAL { -2} -- unknown sheet conplete copy
1995 .= { jnmProgress 4 }

1996

1997  j nProgr essSheet Conpl et edDocNum OBJECT- TYPE

1998 SYNTAX I nteger32 (-2..2147483647)

1999 MAX- ACCESS read-only

2000 STATUS current

2001 DESCRI PTI ON

2002 "The nunber of the job docunent currently being stacked for the
2003 current job or zero (if none) or '-2' (unknown).

2004

2005 See: ' sheet Conpl et edDocurent Nunber' attribute in this MB;
2006 ' sheet - conpl et ed- docunent - nunber' in [|PP-PROG;

2007 Section 9 'Event Notification Content' in [IPP-NOT]."
2008 DEFVAL { -2} -- unknown sheet conplete doc
2009 ::={ jmProgress 5 }

2010

2011

2012

2013

2014

2015
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8. Confornance
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See DESCRI PTI ON cl auses of objects and notifications defined in section
7 ' SNMP ASN. 1 for

I PP Notifications'.

9. | ANA Consi der ati ons

None.

10. I nternationalizati on Consi derations

The 'j nBerviceSt at eReasons’'

"j nmBervi ceEvent Noti fy[ Tri gger| G- oup] Event', and

' mJobEvent Noti fy[ Tri gger | Group] Event

this docunent have a syntax (datatype) of

'j nBervi ceEvent Servi ceSt at eReasons’ ,

text string objects defined in
" SnnpAdni nString' (UTF-8

st ream encoded | SO 10646/ Uni code text) defined in the SNWPv3
Franework M B [ RFC-2571]. The natural |anguage of these objects is

US English (they contain keywords which are protoco

11. Security Considerations

el ements).

This I PP Notifications over SNVP mappi ng defines only 'read-only'

objects. It is

suitable for use with any version of SNWP, as no
update security is required (because no configuration updates are
supported).

No sensitive infornmation is available via IPP Notifications over

SNIVP.
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2187

2188

2189

2190 13. Change Log

2191

2192 [This section will be del eted before publication as an RF(C|

2193

2194 Changes in reverse chronol ogical order (nmobst recent first).

2195

2196 <draft-ietf-ipp-not-over-snnp-04.txt> - 8 August 2000

2197 1) Deleted '"printer-full', 'printer-no-longer-full"',

2198 "printer-alnost-idle', and 'printer-not-al nost-idle' event types,
2199 and added 'printer-stopped' in 'jnBServiceEventNotifyTriggerEvent',
2200 for alignnent with revised [|PP-NOT];

2201 2) Deleted 'job-purged event type and added 'job-stopped in

2202 'j mJobEvent Noti fyTri ggerEvent', for alignnent with revised

2203 [ 1 PP-NOT] ;

2204 3) Renaned 'jnBerviceEvent NotifyEvent' object to

2205 "j mBervi ceEvent Noti fyTri gger Event' (nobst specific event) and added
2206 'j nBervi ceEvent Noti f yGroupEvent' (nost general event), for higher
2207 fidelity mapping to I PP 'notify-subscribed-event';

2208 4) Renaned 'jnJobEvent Noti fyEvent' object to

2209 "j mJobEvent Noti fyTri gger Event' (nmost specific event) and added
2210 "j mJobEvent Noti fyG oupEvent' (npbst general event), for higher

2211 fidelity mapping to | PP 'notify-subscribed-event';

2212 5) Renaned all NOTI FI CATION-TYPEs (traps) for clarity, changi ng
2213 'j nBervi ceBasi cV2Event' to 'jnBervi ceEvent V2Notify',

2214 'j mJobBasi cV2Event' to 'jnlobEvent V2Notify',

2215 " mJobConpl et edV2Event' to 'jmlobConpl et edV2Notify', and

2216 ' j mJobProgressV2Event' to 'jmlobProgressV2Notify'.

2217

2218 <draft-ietf-ipp-not-over-snnp-03.txt> - 6 July 2000

2219 1) Added ' SnnpAdmi nString' to | MPORTS cl ause for new objects.

2220 2) Corrected ODin MODULE-IDENTITY to use forward reference to
2221 definition of 'pwg' from'enterprises' and 'mnibs' from'pwg' .

2222 3) Added 'JnBerviceStateTC textual convention.

2223 4) Added 'jmMrrorAttr' and 'jnBystem object identifiers reserved
2224 for future extensions.

2225 5) Mjor rewite, per email discussion on |ETF IPP WG list, to

2226 specify four new small (traditional) SNWP traps for:

2227 'j mBervi ceBasi cV2Event' (generalized fromI|PP Printer event),

2228 ' mJobBasi cV2Event' (corresponds | PP Job event),

2229 ' mJobConpl et edV2Event' (corresponds | PP Job conpl eted event),
2230 ' mJobProgressV2Event' (corresponds | PP Job progress event).

2231 6) Mjor rewite, per email discussion on |ETF IPP WG list, to

2232 speci fy four new SNVP obj ect groups: 'jnBerviceTable' (nane, URI,
2233 state, etc. - fromIPP Printer), 'jnBerviceEventTable' (records
2234 I PP Printer events for polling), 'jmlobEventTable' (records |IPP Job
2235 events for polling), 'jmlobProgressGoup' (leaf objects for I PP Job
2236 progress event).

2237 7) Revised section 3.1 'SNWP Mapping for IPP Printer Events' and
2238 section 3.2 ' SNWP Mapping for | PP Job Events', to agree with above.
2239
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8) Deleted obsolete section 3.3 'Rules for Encoding Notifications',
as event bindings now always fit over all SNMP transport protocols.

<draft-ietf-ipp-not-over-snnp-02.txt> - 19 March 2000

1) Renanmed Printer Event notification group to Device Basic Event
and 'jnPrinterEvent V2Event' notification to 'jnDevi ceBasicV2Event',
to better align with PP and to support non-printing jobs.

2) Revised 'jnDeviceBasi cV2Event' notification to renove
"hrDeviceStatus', 'hrPrinterStatus', 'hrPrinterDetectedErrorState'
from mandatory trap bi ndi ngs because they were redundant, per
request of Ron Bergnan.

3) Renaned Job Event notification group to Job Basic Event and
' mJobEvent V2Event' notification to 'jmlobBasi cV2Event', to better
align with I PP and to support variant job events.

4) Defined new Job Conpl eted Event notification group and defi ned
new Job Progress Event notification group, to better align with IPP
and to support variant job events.

5) Renaned Event object group to Event Binding,
"jnEventPrinterState' to 'jmEventDeviceState',

"j mEvent Pri nt er St at eReasons' to 'jnmEvent Devi ceSt at eReasons’
"jnEvent PrinterlsAcceptingJobs' to 'jnEvent Devicel sAccepti ngJobs',
to support non-printing jobs.

6) Revised Event Bi nding object group, adding explicit objects
"j mEvent Devi ceURI ', 'jnEvent Devi ceNane', 'jnEventJobSetl| ndex',

'j mEvent Jobl ndex' , 'jmEventJobNanme', 'jnEventJobState',

"j nEvent JobSt at eReasons', '] nEvent JobKCctets',

'"j mEvent JobKCct et sProcessed', 'jnEvent Jobl npressions',

' j mEvent Jobl npressi onsConpl eted', 'jnEvent JobMedi aSheets',

' j nEvent JobMedi aSheet sConpl et ed'

' j mEvent Jobl npressi onsConpl et edCC , 'jnEventJobColl ati onType',
' j mEvent JobSheet Conpl et edCopyNuni ,

' j mEvent JobSheet Conpl et edDocNuni, per request of Ron Bergnan.

7) Revised SYNTAX of 'jnmEventTriggerEvent' object fromfrom
"JNUJTF8Stri ngTC (string) to | PP-aligned enuneration, per request
of Ron Ber gman.

8) Renoved all references to Printer MB v2, as they were of linited
val ue, per request of Ron Bergnan.

9) Revised ' SNVP Mapping for IPP Printer Events' section for renaned
event bindi ng objects, per request of Ron Bergnan.

10) Revised 'Rules for Encoding Notifications' section to truncate
addi tional string bindings, per request of Ron Bergnan.

11) Revised 'Registration via | PP section, to change scheme nane
from'ipp-snnp:' to 'snnpnotify:', per request of Ron Bergnan.

<draft-ietf-ipp-not-over-snnp-01l.txt> - 1 Decenber 1999

1) Deleted 'JnmiriggerEvent TC textual convention (see bel ow).

2) Revised SYNTAX of 'jmEventTriggerEvent' object from
"Jnlri gger Event TC (enuneration) to 'JnUTF8Stri ngTC (string), to
support use of |PP standard keywords.

3) Added 'jnEventPrinterState', 'jnEventPrinterStateReasons', and
"jnEvent PrinterlsAcceptingJobs' objects for consistency w
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[ PP-NOT] and to reduce anbiguity about printer states inherent in
RFC 1759.

4) Revised DESCRI PTION of 'jnPrinterEventV2Event' notification to
add SHOULD (recommendation) for 'jnmEventPrinterState',

'j mEvent Pri nt er St at eReasons', and 'jnEvent Printerl sAccepti ngJobs
obj ect s.

5) Revised ' SNVWP Mapping for IPP Printer Events' section to add
direct napping of IPP notification attributes to
"jnmEventPrinterState', 'jnEventPrinterStateReasons', and
"jmEvent Printerl sAccepti ngJobs' objects.

6) Revised 'Rules for Encoding Notifications' section to add
"jnEventPrinterState' and 'jnEventPrinterStateReasons'

7) Revised '|I ANA Consi derations' section to specify there are none -
no enumnerated or keyword textual conventions are now defined in
this docunent.

8) Revised 'Internationalization Considerations' section to specify
that US English keywords are used in 'jnmEvent Tri gger Event',
"jnmEventPrinterState', and 'jnmEventPrinterStateReasons' objects and
thus no explicit natural |anguage tagging is required.

<draft-ietf-ipp-not-over-snnp-00.txt> - 10 Cctober 1999
1) Initial version
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14.

15.

Intellectual Property Notice

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any license under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF's procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copies of
clains of rights nade avail able for publication and any assurances of
licenses to be nade avail able, or the result of an attenpt made to
obtain a general license or permssion for the use of such
proprietary rights by inplenenters or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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2411

2412

2413

2414 16. Full Copyright Statenent

2415

2416 Copyright (C The Internet Society (2000). Al Rights Reserved.
2417

2418 This docunent and translations of it may be copied and furnished to
2419 others, and derivative works that comrent on or otherwi se explain it
2420 or assist in its inplenentation may be prepared, copied, published
2421 and distributed, in whole or in part, without restriction of any
2422 ki nd, provided that the above copyright notice and this paragraph are
2423 i ncluded on all such copies and derivative works. However, this
2424 docunent itself may not be nodified in any way, such as by renoving
2425 the copyright notice or references to the Internet Society or other
2426 I nternet organi zati ons, except as needed for the purpose of

2427 devel opi ng I nternet standards in which case the procedures for

2428 copyrights defined in the Internet Standards process must be

2429 followed, or as required to translate it into | anguages other than
2430 Engl i sh.

2431

2432 The Iinmted perm ssions granted above are perpetual and will not be
2433 revoked by the Internet Society or its successors or assigns.

2434

2435 Thi s docunent and the information contained herein is provided on an
2436 "AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENGQ NEERI NG
2437 TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
2438 BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORVMATI ON

2439 HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
2440 MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPOSE.
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