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Status of thisMemo

This document is an Internet- Draft and isin full conformance with al provisons of Section 10 of [RFC2026].
Internet- Drafts are working documents of the Internet Engineering Task Force (IETF), its areas, and itsworking
groups. Note that other groups may aso distribute working documents as Internet- Drefts.

Internet- Drafts are draft documents valid for amaximum of six months and may be updated, replaced, or
obsoleted by other documents at any time. It isingppropriate to use Internet- Drafts as reference materia or to cite
them other than as “work in progress’.

Theligt of current Internet-Drafts can be accessed at http:/mww.ietf.org/ietf/1id- abstracts.txt
Theligt of Internet- Draft Shadow Directories can be accessed as http://mwww.ietf.org/shadow.html.
Abstract

This document describes an extension to the IPP/1.0, IPP/1.1, and future versions. This extenson dlows aclient to
subscribe to printing related Events. Subscriptions are modeled as Subscription Objects. The Subscription

Object specifies that when one of the specified Event occurs, the Printer sends an asynchronous Event
Notification to the specified Notification Recipient via the specified Delivery Method (i.e., protocol). A client
associates Subscription Objects with a particular Job by performing the Create- Job- Subscriptions operation or by
submitting a Job with subscription information. A client associates Subscription Objects with the Printer by
performing a Create- Printer- Subscriptions operation. Four other operations are defined for Subscription Objects:
Get- Subscriptions- Attributes, Get- Subscriptions, Renew- Subscription, and Cancel- Subscription.
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The basic sat of 1PP documentsincludes:

Design Gods for an Internet Printing Protocol [RFC2567]

Rationae for the Structure and Model and Protocal for the Internet Printing Protocol [RFC2568]
Internet Printing Protocol/1.1: Mode and Semantics [IPP-MOD)]

Internet Printing Protocol/1.1: Encoding and Transport [|PP-PRO]

Internet Printing Protocol/1.1: Implementer’s Guide [IPP-11G]

Mapping between LPD and I PP Protocols [RFC2569]

The “Design Godsfor an Internet Printing Protocol” document takes a broad look at distributed printing
functiondity, and it enumerates red- life scenarios that help to clarify the features that need to beincluded in a
printing protocol for the Internet. 1t identifies requirements for three types of users. end users, Operators, and
Adminigtrators. It calls out a subset of end user requirements that are satisfied in IPP/1.0. Operator and
Adminigtrator requirements are out of scope for version 1.0. A few OPTIONAL Operator operations have been
added to 1PP/1.1.

The “Rationde for the Structure and Modd and Protocol for the Internet Printing Protocol” document describes
IPP from ahigh leve view, defines aroadmap for the various documents that form the suite of | PP specifications,
and gives background and rationde for the IETF working group’s mgjor decisons.

The “Internet Printing Protocol/1.1: Modd and Semantics’, describes asmplified modd with abstract objects,
their attributes, and their operations thet are independent of encoding and transport. It introduces a Printer object
and a Job object. The Job object optionaly supports multiple documents per Job. It aso addresses security,
internationdization, and directory issues.

The " Internet Printing Protocol/1.1: Encoding and Trangport” document is aforma mapping of the abstract
operations and attributes defined in the model document onto HTTP/1.1. It defines the encoding rules for anew
Internet MIME mediatype called “application/ipp”. This document aso defines the rules for transporting over
HTTP a message body whose Content-Type is* gpplication/ipp’. This document defines a new scheme named
‘ipp’ for identifying IPP printers and jobs. Findly, this document defines interoperakility rules for supporting
IPP/1.0 clients.

The“Internet Printing Protocol/1.1: Implementer’s Guide” document gives insght and advice to implementers of
IPP clients and IPP objects. It isintended to help them understand 1PP/1.0 and some of the considerations that
may asss them in the design of their client and/or |PP object implementations. For example, atypica order of
processing requestsis given, including error checking. Motivation for some of the specification decisonsisaso
included.

The “Mapping between LPD and |PP Protocols’ document gives some advice to implementers of gateways
between PP and LPD (Line Printer Daemon) implementations.
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1 Introduction

This PP notification specification is an extension to |PP/1.0 [RFC2568, RFC2569] and IPP/1.1 [ipp-mod, ipp-
pro]. Thisdocument in combination with the following documentsis intended to meet the natification requirements
described in [ipp-not-req]:

Internet Printing Protocol (IPP): “Job Progress Attributes’ [ipp-prog]
One or more Delivery Method Documents registered with IANA (see section 13).

Note: this document does not define any Ddivery Methods, but it does define the rules for conformance for
Deivery Method Documents.

Refer to the Table of Contents for the layout of this document.

1.1 Notification Overview

This document defines operations that a client can perform in order to create Subscription Objectsin a Printer and
carry out other operations on them. A Subscription Object represents a Subscription abstraction. The Subscription
Object specifies that when one of the specified Events occurs, the Printer sends an asynchronous Event
Notification to the specified Notification Recipient viathe specified Delivery Method (i.e., protocol).

When aclient (caled a Subscribing Client) performs an operation that creates a Subscription Object, the
operation contains one or more Subscription Template Attributes Groups. Each such group holds information
used by the Printer to initidlize a newly created Subscription Object. The Printer creates one Subscription Object
for each Subscription Template Attributes Group in the operation. This group is like the Job Template Attributes
group defined in [ipp-mod]. The following is an example of the information included in a Subscription Template
Attributes Group (see section 5 for details on the Subscription Object attributes):

1. Thenamesof Subscribed Eventsthat are of interest to the Notification Recipient.

2. Theaddress (URL) of one Natification Recipient.

3. TheDdivery Method (i.e., the protocol) which the Printer uses to send the Event Notification.
4

. Some opague data that the Printer sends to the Notification Recipient in the Event Notification. The
Notification Recipient might use this opaque data as a forwarding address for the Event Notification.

The charset to use in text fids within an Event Natification
6. Thenaturd language to use in the text fidds of the Event Notification
7. Therequested lease time in seconds for the Subscription Object

o

An operation that creates a Subscription Object is called a Subscription Creation Operation. These operations
include the following operations (see section 11.1 for further details):

Herriot, et d. Expires February 29, 2001 [page 7]



INTERNET-DRAFT |PP: Event Notification August 29, 2000

217 - Job Creation operation: When adient performs such an operation (Print-Job, Print-URI, and Create-
218 Job), aclient can include zero or more Subscription Template Attributes Groups in the request. The
219 Printer creates one Subscription Object for each Subscription Template Attributes Group in the request,
220 and the Printer associates each such Subscription Object with the newly created Job. This document
221 extends these operations definitionsin [ipp-mod] by adding Subscription Template Attributes Groupsin
222 the request and Subscription Attributes Groups in the response.

223 - Create-Job-Subscriptions operation: A client can include one or more Subscription Template Attributes
224 Groupsin therequest. The Printer creates one Subscription Object for each Subscription Template
225 Attributes Group and associates each with the job that is the target of this operation.

226 - Create-Printer-Subscriptions operation: A client can include one or more Subscription Template
227 Attributes Groups in the request. The Printer creates one Subscription Object for each Subscription
228 Template Attributes Group and associates each with the Printer that is the target of this operation.

229  For each of the above operations:

230 - the Printer associates a Subscription Object with the Printer or a specific Job. When a Subscription Object
231 is associated with a Job Object, it is caled a Per-Job Subscription Object. When a Subscription Object
232 is associated with a Printer Object, it is caled a Per-Printer Subscription Object.

233 - the response contains one Subscription Attributes Group for each Subscription Template Attributes Group
234 in the request and in the same order. When the Printer successfully creates a Subscription Object, its

235 corresponding Subscription Attributes Group contains the “ notify-subscription-id” attribute. This attribute
236 uniquely identifies the Subscription Object and is andogousto a*“job-id” for a Job object. Some

237 operations described below use the * notify-subscription-id” to identify the target Subscription Object.

238  Thisdocument defines the following additiona operations (see section 11.2 for further details):

239 - Validate-Job operation: When aclient performs this operation, a client can include zero or more

240 Subscription Template Attributes Groupsin the request. The Printer determinesiif it could creste one
241 Subscription Object for each Subscription Template Attributes Group in the request. This document

242 extends this operation’ s definition in [ipp-mod] by adding Subscription Template Attributes Groupsin the
243 request and Subscription Attributes Groups in the response.

244 - Get-Subscription-Attributes operation: This operation dlows aclient to obtain the specified attributes
245 of atarget Subscription Object.

246 - Get-Subscriptions oper ation: This operation dlows a client to obtain the specified attributes of al

247 Subscription Objects associated with the Printer or a specified Job.

248 - Renew-Subscription operation: This operation renews the lease on the target Per-Printer Subscription
249 Object beforeit expires. A newly created Per-Printer Subscription Object receives an initid lease. Itisthe
250 duty of the client to use this operation frequently enough to preserve a Per-Printer Subscription Object.
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The Printer deletes a Per-Printer Subscription Object when its lease expires. A Per-Job Subscription
Object last exactly aslong as its associated Job Object and thus doesn't have a lease.

Cancel-Subscription operation: This operation cancels the lease on the specified Per-Printer
Subscription Object and thereby deletes the Subscription Object.

When an Event occurs, the Printer finds al Subscription Objects listening for the Event (see section 9 for details on
finding such Subscription Objects). For each such Subscription Object, the Printer:

a) generaesan Event Natification with information specified in section 9, AND
b) ather:

i) ddiversthe Event Notification using the Ddivery Method and target address identified in the
Subscription Object’s “ notify-recipient-uri” atribute if the Ddivery Method isa“push”, OR

ii) saves Event Natification for atime period defined by the Ddivery Method if the Delivery Method isa
“pull”, i.e., the Notification Recipient is expected to fetch the Event Notifications.

2 Modelsfor Notification

2.1 Model for Notification (Simple Case)

As part of a Subscription Creation Operation, an PP Printer (i.e., located in an output device or a server) creates
one or more Subscription Objects. In a Subscription Creation Operation, the client specifies the Notification
Recipient to which the Printer isto ddiver Event Notifications. A Notification Recipient can be the Subscribing
Client or athird party.

Figure 1 shows the Notification modd for asmple Client- Printer relationship.

enbedded printer:
out put device or server

PDA, desktop, or server R +
FER + | ###RuHERRHY |
| client |----- Subscription --------- ># Printer # |
R + Creation QOperation | # Object # |

S PR + | ####H| #HgHH |
| Notification| oo | ------- +
| Reci pi ent | <----1PP Event Notifications----+

R + (Job and/or Printer Events)

Figure1—Model for Notification
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2.2 Model for Notification with Cascading Printers

With thismodd, there is an intervening Print server between the human user and the Printer in the output device. If
the Printer in the output device generates an Event, the system can be configured to send Event Natification either

directly to the Notification Recipient specified by the Subscribing Client or
viathe Print Server to the Notification Recipient specified by the Subscribing Client.

See Appendix A for more detalls.

2.3 Distributed Model for Notification

The preceding sections (2.1 and 2.2) assume that the Notification software resides in the same device or Server
box as the rest of the Printer software. In many implementations, the assumption is correct. However, the
Notification modd aso permits a didtributed implementation.

For example, the software that supports both Subscription Creation Operations and sending of Event Natifications
could be on hardware that is separate from the output device. To make this work, there must be a symbiotic

rel ationship between the output device software and the remote Notification software. Without the remote
Notification software, the output device software is not a complete Printer.

Theterm “Printer” in this document includes the software on the output device or server box aswell as Natification
software that islocd to or remote from the output device.

Appendix B describes this example in detail.

2.4 Extended Notification Recipient
The mode dlows for an extended Natification Recipient thet isitsalf a Notification service that forwards each
Event Notification to another recipient. The client contacts this Notification Recipient to arrange for forwarding by

means outs de the scope of this document. The Printer need not be aware that the Notification Recipient forwards
Event Notifications.

Appendix C describesthis example in detall.

3 Terminology

This section defines terminology used throughout this document. Other terminology is defined in [ipp-mod)].
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3.1 Conformance Terminology

Capitdized terms, such asMUST, MUST NOT, REQUIRED, SHOULD, SHOULD NOT, MAY,
NEED NOT, and OPTIONAL, have specid meaning relating to conformance to this specification. These
terms are defined in [ipp-mod section 13.1 on conformance terminology, most of which is taken from RFC
2119 [RFC2119]. See Appendix D for complete details.

Note: afeature that is OPTIONAL in this document becomes REQUIRED if the Printer implements a Delivery
Method that REQUIRES the feature

READ-ONLY - an adjective used in an attribute definition to indicate that an PP Printer MUST NOT dlow
the atribute s value to be modified with the Set- Job- Attributes or Set-Printer- Attributes operations (see
[ipp-<et]). Note: thereisno Set- Subscription operation so this term is not used for Subscription object
attributes.

3.2 Other Terminology
Adminigrator - A human user who establishes policy for and configures the print system.

Operator - A human user who carries out the policy established by the Administrator and controls the day to
day running of the print system.

IPP Client (or client) - The software component (PDA, desktop, or server) that performs an IPP operation
directed at an |PP Printer (located in a server or output device).

Job Creation operation - One of the operations that creates a Job object: Print-Job, Print-URI and Create-
Job. The Validate-Job operation is not a Job Creation operation because no Job object is created.
Therefore, when a statement aso gppliesto the Validate- Job operation, it is mentioned explicitly.

Event - some occurrence (either expected or unexpected) within the printing system of a change of dtate,
condition, or configuration of a Job or Printer object. An Event occurs only at one ingtant in time and does
not span the time the physica Event takes place. For example, jam-occurred and jam-cleared are two
distinct, instantaneous Events, even though the jam may last for awhile.

Job Event — an Event caused by some change in a particular job on the Printer, e.g., job-compl eted.

Printer Event — an Event caused by some change in the Printer that is not specific to ajob, e.g., printer-state-
changed.

Subscribed Event — an Event that the Subscribing Client expresses interest in by making it avalue of the
“notify-events’ atribute on a Subscription Object.

Subscribed Job Event — a Subscribed Event that is a Job Event.

Subscribed Printer Event — a Subscribed Event that is a Printer Event.
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338 Event Notification - theinformation about an Event that the Printer sends when an Event occurs.

339 Notification Recipient - theentity to which the Printer sends an Event Natification.

340 Delivery Method - the mechaniam by which the Printer delivers the Event Natification, eg., viaemall or via
341 SNMP.

342 Delivery M ethod Document - a document, separate from this document, that defines a Delivery Method.
343 Compound Event Natification - two or more Event Notifications that a Printer sends together asa single
344 entity. The Ddivery Method Document specifies whether the Ddlivery Method supports Compound Event
345 Notifications.

346 Subscription Object - An object containing aset of attributes that indicate: the Notification Recipient, the
347 Delivery Method, the Subscribed Events that cause the Printer to send an Event Natification, and the

348 information to send in an Event Natification.

349 Per-Job Subscription Object - A Subscription Object that is associated with a single Job. The Create-Job-
350 Subscriptions operation and Job Creation operations create such an object.

351 Per-Printer Subscription Object - A Subscription Object thet is associated with the Printer asawhole. The
352 Create- Printer- Subscriptions operation creates such an object.

353 Subscribing Client - The client that creates the Subscription Object.

354 Subscription Creation Operation - An operation that creates a Subscription Object: Job Creation

355 operations, Create- Job- Subscriptions operation, and Create- Printer- Subscriptions operation. In the

356 context of a Job Creation operation, a Subscription Creation Operation is the part of the Job Cresation
357 operation that creates a Subscription object.

358 Subscription Creation Request — The request portion of a Subscription Creation Operation.

359 Subscription Template Attributes — Subscription Object attributes that a client can supply in a Subscription
360 Crestion Operation and associated Printer Object attributes that specify supported and default vaues for
361 the Subscription Object attributes.

362 Subscription Description Attributes — Subscription Object attributes that a Printer supplies during a

363 Subscription Cresation Operation.

364 Subscription Template Attributes Group — The attributes group in arequest that contains Subscription
365 Object attributes that are Subscription Template Attributes.

366 Subscription Attributes Group — The attributes group in aresponse that contains Subscription Object

367 attributes.
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Human Consumable Event Notification — locdized text for human consumption only. Thereisno
standardized format and thus programs should not try to parse thistext.

Machine Consumable Event Notification - bytesfor program consumption. The bytes are formatted
according to the Delivery Method document.

Printer — the software that supports an output device or print server (see IPP/1.1 [ipp-mod] which usesthe
terms Printer and Printer object interchangeably). This document extends the IPP/1.1 Printer definition to
include the software that implements Subscription Creetion Operations and the sending of Event
Noatifications, even if the software for such a Printer would be distributed across a network (see section
2.3).

Notification —when not in the phrases ‘ Event Notification” and * Natification Recipient’ — the concepts of this
specification, i.e., Events, Subscription Objects, and Event Notifications.

4 Object Relationships

This section defines the object rel ationships between the Printer, Job, and Subscription Objects. It does not define
the implementation. For an illustration of these relationships, see Appendix E.

4.1 Printer and Per-Printer Subscription Objects
1. A Printer object can be associated with zero or more Per-Printer Subscription Objects.

2. Each Per-Printer Subscription Object is associated with exactly one Printer object.

4.2 Printer, Job and Per-Job Subscription Objects
1. A Printer object is associated with zero or more Job objects.
2. Each Job object is associated with exactly one Printer object.
3. A Job object is associated with zero or more Per-Job Subscription Objects.

4. Each Per-Job Subscription Object is associated with exactly one Job object.

5 Subscription Object

A Subscribing Client creates a Subscription Object with a Subscription Creation Operation in order to indicate its
interest in certain Events. See section 11 for a description of these operations. When an Event occurs, the
Subscription Object specifies to the Printer where to send Event Notifications, how to send them and what to put
in them. See section 9 for details on the contents of an Event Notification.
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Using the IPP Job Template attributes as a modd (see [ipp-mod] section 4.2), the attributes of a Subscription
Object are divided into two categories. Subscription Template Attributes and Subscription Description Attributes.

Subscription Template attributes are, in turn, like the Job Template attributes, divided into
1. Subscription Object attributes that a client can supply in a Subscription Creation Request and

2. ther associated Printer Object attributes that specify supported and default values for the Subscription
Object attributes

The remainder of this section specifies genera rules for Subscription Template Attributes and describes each
attribute in a Subscription Object.

5.1 Rulesfor Support of Subscription Template Attributes

Subscription Template Attributes are fundamentd to the Notification mode described in this specification. The
client supplies these attributes in Subscription Creation Operations and the Printer uses these attributes to popul ate
anewly created Subscription Object.

Subscription Objects attributes that are Subscription Template Attributes conform to the following rules:

1. Each attribute' s name sarts with the prefix dring “notify-" and this document calls such attributes “ notify-

XXX

2. For each “notify-xxx” Subscription Object attribute defined in column 1 of Table 1 insection 5.3, Table 1
specifies corresponding Printer attributes. * notify-xxx-default”, “notify-xxx- supported”, “yyy-supported”
and “ notify- max-xxx-supported” defined in column 2 of Table 1. Note“xxx” stands for the same dring in
esch case and “yyy” stands for some other tring.

3. If aPrinter supports “notify-xxx” in column 1 of Table 1, then the Printer MUST support all associated
attributes specified in column 2 of Table 1. For example, Table 1 showsthat if the Printer supports “notify-
events’, it MUST support “notify-events-default”, * notify- events-supported” and “ notify-max-events-
supported”.

4. If aPrinter does not support “notify-xxx” in column 1 of Table 1, then the Printer MUST NOT support any
associated “naotify-yyy” dtributes specified in column 2 of Table 1. For example, Table 1 showsthat if the
Printer doesn’'t support “notify-events’, it MUST NOT support “notify-events-default”, “ notify- events-
supported” and “notify-max-events-supported”. Note this rule does not gpply to attributes whose names
do not start with the string “notify-" and are thus defined in another object and used by other attributes.

5. Mog “noatify-xxx" attributes have a corresponding “yyy-supported” attribute that specifies the supported
vauesfor “notify-xxx”. Column 2 of Table 1 specifies the name of each “yyy-supported” attribute. The
naming rules of IPP/1.1 (see[ipp-mod]) are used when *yyy-supported” is * notify-xxx-supported”.
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6. Some*“noatify-xxx” attributes have a corresponding “ notify-xxx-default” attribute that specifies the vaue for
“natify-xxx” if the client does not supply it. Column 2 of Table 1 pecifies the name of each “ notify-xxx-
default” attribute. The naming rules of IPP/1.1 (see [ipp-mod]) are used.

If aclient wishes to present an end user with alist of supported vaues from which to choose, the client SHOULD
query the Printer for its supported vaue attributes. The client SHOULD aso query the default vaue attributes. I
the client then limits sdectable vaues to only those values that are supported, the client can guarantee that the
vaues supplied by the client in the create request dl fal within the set of supported vaues at the Printer. When
querying the Printer, the client MAY enumerate each attribute by name in the Get- Printer- Attributes Request, or
the client MAY just supply the * subscription-template’ group name in order to get the complete set of supported
attributes (both supported and default attributes).

5.2 Rulesfor Processing Subscription Template Attributes

This section defines a detailed set of rulesthat a Printer follows when it processes Subscription Template Attributes
in a Subscription Creation Request. These rules for are smilar to the rules for processing Operation attributesin
[ipp-mod]. Thet is, the Printer may or may not support an attribute and a client may or may not supply the attribute.
Some combinations of these cases are OK. Others return warnings or errors, and perhgps alist of unsupported
attributes.

A Printer MUST implement the following behavior for processing Subscription Template Attributesin a
Subscription Creation Request:

1. If adient suppliesa*“notify-xxx" atribute from column 1 of Table 1 and the Printer supportsit and its
value, the Printer MUST populate the attribute on the created Subscription Object.

2. If adient suppliesa”notify-xxx” atribute from column 1 of Table 1 and the Printer doesn’t support it or its
vaue, the Printer MUST NOT populate the attribute on the created Subscription Object with it. The
Printer MUST do one of the following:

a) If thevdue of the “notify-xxx” attribute is unsupported, the Printer MUST return the attribute with its
vaue in the Subscription Attributes Group of the response.

b) If “notify-xxx” isan unsupported attribute, the Printer MUST return the attribute in the Subscription
Attributes Group of the response with the *unsupported’ out-of-band vaue.

Note: Therules of this step are the same as for Unsupported Attributes [ipp-mod] section 3.1.7. except
that the unsupported attributes are returned in the Subscription Attributes Group rather than the
Unsupported Attributes Group because Subscription Creation Operations can create more than one
Subscription Object).

3. If adientisREQUIRED to supply a“natify-xxx” attribute from column 1 of Table 1 and the Printer
doesn’t support the supplied vaue, the Printer MUST NOT create a Subscription Object. The rulesfor
Unsupported Attributes in step #2 dill gpply.
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4.

6.

7.

8.

If aclient does not supply a*“notify-xxx" atribute from column 1 of Table 1 and the attribute is
REQUIRED for the client to supply, the Printer MUST reject the Subscription Creation Operation
(including Job Cresgtion operations) without cresting a Subscription Object, and MUST return in the
response;

c) the status code ‘client-error-bad-request’ AND
d) no Subscription Attribute Groups.

If aclient does not supply a*“notify-xxx" dtribute from column 1 of Table 1 that is OPTIONAL for the
client to supply, and column 2 of Table 1 ether:

a) specifiesa” notify-xxx-default” attribute, the Printer MUST behave asiif the client had supplied the
“notify-xxx-default” attribute (see step #1) and populate the Subscription object with the value of the
“natify-xxx-default” attribute as part of the Subscription Creation operation (unlike Job Template
attributes where the Printer does not populate the Job object with defaults - see [ipp-mod]) OR

b) does not specify a“notify-xxx-default” attribute, the Printer MUST populate the “notify-xxx” attribute
on the Subscription Object according to the definition of the “ notify-xxx” attribute in asection 5.3. For
some attributes, the “ notify-xxx” is populated with the vaue of some other attribute, and for others, the
“notify-xxx” isNOT populated on the Subscription object at all.

A Printer MUST create a Subscription Object for each Subscription Template Attributes group in a
request unlessthe Printer:

a) encounters some attributes in a Subscription Template Attributes Group that require the Printer not to
create the Subscription Object OR

b) would create a Per-Job Subscription Object when it doesn’t have space for another Per-Job
Subscription Object OR

c) would create a Per-Printer Subscription Object when it doesn’t have space for another Per-Printer
Subscription Object.

A response MUST contain one Subscription Attributes Group for each Subscription Template Attributes
Group in the request (and in the same order) whether the Printer creates a Subscription Object from the
Subscription Template Attributes Group or not. However, the attributes in each Subscription Attributes
Group can bein any order.

The Printer MUST populate each Subscription Attributes Group of the response such that each contains:

a) the“natify-subscription-id” attribute (see section 5.4.1), if and only if the Printer creates a Subscription
Object.
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b) the“notify-lease-duration” attribute (see section 5.3.7), if and only if the Printer creates a Per-Printer
Subscription Object. The vaue of this attribute is the value of the Subscription Object’s “notify-lease-
duration” attribute. Thisvaue MAY be different from the dient-supplied value (see section 5.3.7). If a
client suppliesthis atribute in the creation of a Per-Job Subscription Object, it MUST appear in this
group with the out-of-band vaue ‘unsupported to indicate thet the Printer does’t support it in this
context.

c) dl of the unsupported Subscription Template Attributes from step #2. Note, they are not returned in
the Unsupported Attributes Group in order to separate the unsupported attributes for each
Subscription Object.

d) the“natify-gtatus-code’ attribute if the Printer does not create the Subscription Object or if there are
unsupported attributes from step #2. The possible vaues of the “notify-gtatus-code” attribute are
shown below (see section 17 for more details). The Printer returns the first vaue in the list below that
describes the status.

‘dient-error-uri- scheme-not-supported':  the Subscription Object was not created because the
scheme of the * notify-recipient-uri” attribute is not supported. See section 17.1 for more details
about this status code. See step #3 in this section for the case that causes this error, and the
resulting step #6a) that causes the Printer not to create the Subscription Object.

‘dient-error-too-many-subscriptions':  the Subscription Object was not created because the
Printer has no space for additiona Subscription Objects. The client SHOULD try again later.
See section 17.2 for more details about this status code. See steps #6b) and #6¢) in this
section for the cases that causesthis error.

‘ successful- ok-too-many-events : the Subscription Object was created without the “ notify-
events’ vaues included in this Subscription Attributes Group because the * notify-events’
attribute contains too many vaues. See section 17.3 for more details about this status code.
See step #2 in this section and section 5.3.2 for the cases that cause this status code.

‘ successful- ok-ignored- or-subdtituted- attributes' : the Subscription Object was created but some
supplied Subscription Template Attributes are unsupported. These unsupported attributes are
aso in the Subscription Attributes Group. See section 17.4 for more details about this status
code. See step #2 in this section for the cases that cause this status code.

9. The Printer MUST vdidate al Subscription Template Attributes and MUST return al unsupported
attributes and values in the corresponding Subscription Attributes Group of the response (see step #2)
unlessit determines that it could not create additional Subscription Objects because of condition #6b) or
condition #6c¢). Then, the Printer NEED NOT validate these additiona Subscription Template Attributes
and the client MUST NOT expect to find unsupported attributes from step #2 in such additiona
Subscription Attribute Groups.
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5.3 Subscription Template Attributes
This section contains the Subscription Template Attributes defined for the Subscription and Printer objects.
Table 1 below shows the Subscription Template Attributes and has two columns:

Attribute in Subscription Object: the name and atribute syntax of each Subscription Object Attribute
that is a Subscription Template Attribute

Default and Supported Printer Attributes: the default attribute and supported Printer attributes thet are
asociated with the attribute in column 1.

A Printer MUST support dl attributesin Table 1 below except for “notify-attributes’ (and “notify-attributes-
supported”). A client MUST supply “notify-recipient-uri” and MAY omit any of therest of the attributes in column
1 of Table 1 ina Subscription Creation Request.

Table 1 — Subscription Template Attributes

Attributein Subsxription Object Default and Supported Printer Attributes
notify-recipient-uri (uri) notify- schemes-supported (1setOf uri Scheme)
notify-events (1setOf type2 keyword) notify-events-default (1setOf type2 keyword)

notify-events-supported (1setOf type2 keyword)
notify- max-events- supported (integer(22MAX))

notify-attributes (1setOf type2 keyword) natify-attributes- supported (1setOf type2 keyword)
notify- user-data (octetString(63))
notify-charset (charset) charset- supported (1setOf charset)
notify- natural-languages (natura Language) generated- natural-language- supported
(1stOf natural Language)
notify-lease-duration (integer(0:MAX)) notify-lease-duration-default (integer(0:67108863))

notify-lease-duration-supported (1setOf (integer(0: 67108863)
| rangeOfinteger(0:67108863)))

notify-time-intervd (integer(0:MAX))

5.3.1 notify-recipient-uri (uri)

This attribute’ svaue isa URL, which isa specid case of aURI. Its vaue consigts of a scheme and an address.
The address specifies the Notification Recipient and the scheme specifies the Delivery Method for each Event
Notification associated with this Subscription Object.

A Printer MUST support this attribute.

A client MUST supply this attribute in Subscription Creation Operation. Thus there is no need for a defait
attribute.
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The * natify- schemes- supported (1setOf uriScheme)” attribute MUST specify the schemes supported for this
atribute.

If the client supplies an unsupported scheme in the value of this attribute, then the Printer MUST not create the
Subscription Object and MUST return the * notify- status-code” attribute with the ‘ dient- error-uri- scheme-not-
supported’ vaue in the Subscription Attributes Group in the response.

The Printer MUST treat the address part of this attribute as opaque.
5.3.2 notify-events (1setOf type2 keywor d)

This attribute contains a set of Subscribed Events. When an Event occurs and it “meatches’ avaue of this attribute,
the Printer sends an Event Notification using information in the Subscription Object. The details of “meatching” are
described subsection 5.3.2.2.

A Printer MUST support this attribute.

A dlient MAY supply this atribute in a Subscription Creation Operation. If the client does not supply this attribute
in Subscription Creetion Operation, the Printer MUST populate this attribute on the Subscription Object with its
“notify-events-default” attribute vaue.

Each vaue of this atribute on a Subscription Object MUST be one of the values of the “natify-events-supported
(1setOf type2 keyword)” attribute.

The number of vaues of this attribute MUST NOT exceed the vaue of the “ notify-max- events- supported”

atribute. A Printer MUST support at least 2 values per Subscription Object. If the number of vaues supplied by a
client in a Subscription Creation Operation exceeds the vaue of this attribute, the Printer MUST treat extra values
as unsupported vaues and MUST use the va ue of ‘ successful- ok-too-many-events for the “ notify-status- code”
attribute in the Subscription Attributes Group of the response.

5.3.2.1 Standard Values for Subscribed Events

Each vaue of this attribute is a keyword and it specifies a Subscribed Event that represents certain changes. Some
keywords represent a subset of changes of another keyword, e.g., ‘job-completed’ isan Event vduewhichisa
ub-vaue of ‘job-state-change . See section 5.3.2.2 for the case where this attribute contains both avalue and a
ub-vaue

The valuesin this section are divided into three categories: No Events, Job Events and Printer Events.

A Printer MUST support the Events indicated as “REQUIRED” and MAY support the Events indicated as
“OPTIONAL".

5.3.2.1.1 No Events
The standard and only keyword vaue for No Eventsis:
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‘none’ ;. REQUIRED - no Event Natifications for any Events. Asthe sole vaue of “ notify-events-supported”,
this value means that the Printer does not support the sending of Event Natifications. As the sole vaue of
“natify-events-default”, this vaue meansthat aclient MUST specify the “ notify-events’ atribute in order
for a Subscription Creation Operation to succeed. If the Printer receives this vaue as the sole value of a
Subscription Crestion Operation, it does not create a Subscription Object. If a Printer receivesthis value
with other vaues of a Subscription Cregtion Operation, the Printer MUST trest this value as an
unsupported vaue.

5.3.2.1.2 Subscribed Printer Events
The standard keyword vaues for Subscribed Printer Events are:

‘printer-state-changed’ : REQUIRED - the Printer changed state from any dtate to any other state.
Specificdly, the value of the Printer’ s “printer-state’, “ printer- state-reasons’ or “ printer-is-accepting-jobs’
attributes changed.

This Subscribed Event vaue has the following sub-vaues. * printer-restarted’ and * printer-shutdown’. A
client can listen for any of these sub-vauesif it doesn't want to listen to dl printer-state changes:

‘printer-restarted’ : OPTIONAL - when the printer is powered up .
‘printer-shutdown’: OPTIONAL - when the device is being powered down .

‘printer-stopped: REQUIRED - when the printer stops printing, i.e. the vaue of the “printer-state’
Printer attribute becomes ‘ stopped'.

‘printer-config-changed’ : OPTIONAL - when the configuration of a Printer has changed, i.e,, the value of
the * printer- message-from-operator” or any “configuration” Printer attribute has changed. A
“configuration” Printer attribute is an attribute which can change vaue because of some human interaction
ether direct or indirect, and which is not covered by one of the other Eventsin this section. Examples of
“configuration” Printer atributes are any of the Job Template attributes, such as *“xxx-supported”, “Xxx-
reedy” and “xxx-default”. Often, such a changeisthe result of aclient performing a Set- Printer- Attributes
operation (see [ipp-s&t]) on the Printer. The client has to perform a Get- Printer- Attributes to find out the
new values of these changed attributes. This Event is useful for GUI clients and drivers to update the
avalladle printer capabilities to the user.

This Event vaue hes the following sub-vaues. * printer-media-changed’ and * printer-finishings-changed'. A
client can ligten for any of these sub-vauesif it doesv't want to listen to al printer-configuration changes.

‘printer-media-changed’ : OPTIONAL - when the medialoaded on a printer has been changed, i.e., the
“media-ready” attribute has changed. This Event includes two cases: an input tray that goes empty and
an input tray that recelves additiond media of the same type or of a different type. The dient must
check the “media-ready” Printer attribute (see [ipp-mod] section 4.2.11) separately to find out what
changed.
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‘printer-finishings-changed’ : OPTIONAL - when the finisher on a printer has been changed, i.e, the
“finishings-ready” attribute has changed. This Event includes two cases. afinisher that goes empty and a
finisher that isrefilled (even if it isnot full). The dient must check the “finishings-ready” Printer attribute
separately to find out what changed.

‘printer-queue-or der-changed’ : OPTIONAL - the order of jobsin the Printer’ s queue has changed, so that
an gpplication that is monitoring the queue can perform a Get- Jobs operation to determine the new order.
This Event does not include when a job enters the queue (the ‘job-created’ Event covers that) and does
not include when a job leaves the queue (the ‘job-completed” Event covers that).

5.3.2.1.3 Subscribed Job Events
The standard keyword values for Subscribed Job Events are;

‘job-state-changed’ : REQUIRED - the job has changed from any state to any other sate. Specificdly, the
Printer sends this Event whenever the vaue of the “job-gtate” attribute or “job-state-reasons’ attribute
changes. When a Job is removed from the Job History (see [ipp-mod] 4.3.7.1), no Event is generated.

This Event vaue has the following sub-vaues: ‘job-created’, ‘job-completed’ and *job-stopped'. A client
can listen for any of these sub-vauesif it doesn't want to listen to al *job-state changes .

‘job-created’ : REQUIRED - the Printer has accepted a Job Creation operation and the job’s “time-at-
cregtion” attribute value is set (see[ipp-mod] section 4.3.14.1). The Printer putsthe job in the
‘pending’, ‘pending-held’ or ‘processing’ states.

‘job-completed’ : REQUIRED - the job has reached one of the completed dtates, i.e., the vaue of the
job’s“job-gate” attribute has changed to: ‘completed’, *aborted’, or ‘canceled’. The Job's “time-at-
completed” and “ date-time-at-completed” (if supported) attributes are set (see [ipp-mod] section
4.3.14).. The Printer also sends this Event when a Job is removed with the Purge-Job operation. In this
case, the Event Notification MUST report the ‘job-state’ as‘ canceled'.

‘job-stopped: OPTIONAL - when the job stops printing, i.e. the vaue of the “job-state” Job attribute
becomes ‘ processing-stopped’ .

‘job-config-changed’: OPTIONAL - when the configuration of ajob has changed, i.e., the vaue of the
“job-message-from-operator” or any of the “ configuration” Job attributes have changed. A “configuration”
Job attribute is an attribute that can change va ue because of some human interaction ether direct or
indirect. Examples of “configuration” Job attributes are any of the job template attributes and the *job-
name’ attribute. Often, such a changeis the result of the user or the Operator performing a Set- Job-
Attributes operation (see [ipp-s&t]) on the Job object. The client performs a Get- Job- Attributes to find out
the new vaues of the changed attributes. This Event is useful for GUI clients and drivers to update the job
information to the user.
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‘job-progress': OPTIONAL — when the Printer has completed Printing a sheet. See the separate [ipp-prog]
specification for additiona attributes that a Printer MAY send in an Event Natification caused by this
Event. The " natify-time-intervad” attribute affects this Event by causing the Printer NOT to send an Event
Notification every time a‘job-progress Events occurs. See section 5.3.8 for full detalls.

5.3.2.2 Rules for Matching of Subscribed Events

When an Event occurs, the Printer MUST find each Subscription object whose “notify-events’ attribute “ matches”
the Event. Therulesfor “matching” of Subscribed Events are described separately for Printer Events and for Job
Events. This section aso describes some specia cases.

5.3.2.2.1 Rulesfor Matching of Printer Events

Suppose that the Printer causes Printer Event E to occur. For each Per-Job or Per-Printer Subscription Sin the
Printer, if E equals avaue of thisaitributein S or E isasub-vaue of avaue of thisatributein S, the Printer MUST
generate an Event Notification.

Condgder the example. There are three Subscription Objects each with the Subscribed Printer Event ‘ printer-
state-changed’ . Subscription Object A is a Per-Printer Subscription Object. Subscription Object B is a Per-
Job Subscription Object for Job 1, and Subscription Object C is a Per-Job Subscription Object for Job 2.
When the Printer entersthe * stopped’ sate, the Printer sends an Event Notification to the Notification
Recipients of Subscription Objects A, B, and C because thisis a Printer Event. Note if Job 1 has aready
completed, the Printer would not send an Event Notification for its Subscription Object.

5.3.2.2.2 Rulesfor Matching of Job Events
Suppose that Job J causes Job Event E to occur.

1. For each Per-Printer Subscription Sin the Printer, if E equals avaue of thisattributein Sor E isasub-
value of avaue of thisaitribute in S, the Printer MUST generate an Event Notification.

2. For each Per-Job Subscription S associated with Job J, if E equals avaue of thisatributein Sor Eisa
ub-vaue of avaue of thisaitribute in S, the Printer MUST generate an Event Notification.

3. For each Per-Job Subscription Sthat is NOT associated Job J, if E equas avaue of thisattribute in S or
E isasub-vaue of avaue of this atribute in, the Printer MUST NOT generate an Event Notification from
S.

Consder the example: There are three Subscription Objects listening for the Job Event ‘job-completed’.
Subscription Object A is a Per-Printer Subscription Object. Subscription Object B is a Per-Job Subscription
Object for Job 1, and Subscription Object C is a Per-Job Subscription Object for Job 2. In addition, Per-
Printer Subscription Object D isligtening for the Job Event *job-state-changed’. When Job 1 completes, the
Printer sends an Event Notification to the Notification Recipient of Subscription Object A (becauseit is Per-
Printer) and Subscription Object B because it is a Per-Job Subscription Object associated with the Job
generating the Event. The Printer also sends an Event Notification to the Notification Recipient of Subscription
Object D because ‘job-completed’ is a sub-vaue of ‘job-state-changed’ — the vaue that Subscription Object
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D isligtening for. The Printer does not send an Event Natification to the Notification Recipients of Subscription
Object C becauseit is a Per-Job Subscription Object associated with some Job other than the Job generating
the Event.

5.3.2.2.3 Special Casesfor Matching Rules

This section contains rule for specia cases.

If an Evert matches Subscribed Events in two different Subscription Objects and the Printer would send two
identica Event Natifications (except for the “ notify-subscription-id” attribute) to the same Notification Recipient
using the same Ddivery Method, the Printer MUST send both Event Natifications. That is, the Printer MUST
NOT try to consolidate seemingly identical Event Notifications that occur in separate Subscription objects.
Incidentaly, the Printer MUST NOT regect Subscription Cresation Operations that would create this scenario.

If an Event matches two vaues of this “notify-events’ attribute in a single Subscription object (eg., avadue and its
ub-vaue), aPrinter MAY send one Event Natification for each matched vaue in the Subscription Object or it
MAY send only one Event Noatification per Subscription Object. Therulesin sections5.3.2.2.1 and 5.3.2.2.2 are
purposefully ambiguous about the number of Event Notification sent when Event E matches two or more vauesin a
Subscription Object.

Congder the example: There are two Per-Printer Subscription Objects when a Job completes. Subscription
Object A has the Subscribed Job Event ‘job-state-changed’. Subscription Object B has the Subscribed Job
Events ‘job-state-changed’ and ‘job-completed’. The Printer sends an Event Notification to the Notification
Recipient of Subscription Object A with the vaue of ‘job-state-changed’ for the * notify- subscribing-event”
atribute. The Printer sends either one or two Event Notifications to the Notification Recipient of Subscription
Object B, depending on implementation. If it sends two Event Natifications, one hasthe vaue of ‘job-state-
changed’ for the “notify-subscribing-event” attribute, and the other has the value of ‘job-completed’ for the
“notify-subscribing-event” attribute. If it sends one Event Notification, it has the value of ether ‘job-state-
changed’ or ‘job-completed’ for the * notify-subscribing-event” attribute, depending on implementation. The
algorithm for choosing such avaue isimplementation dependent.

5.3.3 notify-attributes (1setOf type2 keyword)

This attribute contains a set of attribute names. When a Printer sends a Machine Consumable Event Notification, it
includes afixed st of atributes (see section 9.1). If this aitribute is present and the Event Notification is Machine
Consumable, the Printer aso includes the attributes specified by this attribute.

A Printer MAY support this attribute.

A dient MAY supply this attribute in a Subscription Creation Operetion. If the client does not supply this attribute
in Subscription Cregtion Operation or the Printer does not support this attribute, the Subscription Object MUST
NOT contain the “ notify-attributes’ attribute. There is no “notify-attributes-default” attribute.

Each keyword vaue of this attribute on a Subscription Object MUST be avaue of the * notify- attributes-
supported (1setOf type2 keyword)” attribute. The “ notify- attributes-supported” MAY contain any Printer
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attribute, Job attribute or Subscription Object attribute that the Printer supportsin an Event Notification. 1t MUST
NOT contain any of the attributes in Section 9.1 that a Printer automaticaly puts in an Event Natification; it would
be redundant. If aclient supplies an atribute in Section 9.1, the Printer MUST treet it as an unsupported attribute
vaue of the “notify-attributes” attribute,

The following rules gpply to each keyword value N of the “natify-attributes’ attribute: I the value N names:

a) aSubscription attribute, the Printer MUST use the attribute N in the Subscription Object that is being used
to generate the Event Notification.

b) aJob attribute and the Printer is generating an Event Notification from a Per-Job Subscription Object S,
the Printer MUST use the attribute N in the Job object associated with S.

c) aJob dtribute and the Printer is generating an Event Notification from a Per-Printer Subscription Object
andthe Event is

a Job Event, the Printer MUST use the attribute N in the Job object that caused the Event.
aPrinter Event, the Printer MUST use the attribute N in the active Job.

If a Printer supports this attribute and a Subscription Object contains this attribute and the Delivery Method
generates a Machine Consumable Event Noatification, the Printer MUST include in each Event Notification:

a) theatributes specified in section 9.1 and

b) each atribute named by this atribute.
The Printer MUST NOT use this attribute to generate a Human Consumable Event Notification.
5.3.4 notify-user-data (octetString(63))

This atribute contains opague data that some Ddivery Methods include in each Machine Consumable Event
Noatification. The opague data might contain, for example:

the identity of the Subscriber

apath or index to some Subscriber information

akey that identifies to the Notification Recipient the ultimate recipient of the Event Notification
theid for a Notification Recipient that had previoudy registered with an Instant Messaging Service

A Printer MUST support this attribute.
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A dient MAY supply this attribute in a Subscription Creation Operation. If the client does not supply this attribute
in Subscription Creation Operation, the Subscription Object MUST NOT contain the * notify-user-data’ attribute.
Thereis no “notify-user-data- default” attribute,

Thereisno “user-data- supported” attribute. Rather, any octetString whose length does not exceed 63 octetsis a
supported vaue. If the length exceeds 63 octets, the Printer MUST treet it as an unsupported value.

5.3.5 notify-charset (char set)

This atribute specifies the charset to be used in the Event Notification content sent to the Notification Recipient,
whether the Event Noatification content is Machine Consumable or Human Consumable.

A Printer MUST support this attribute.

A dlient MAY supply this atribute in a Subscription Creation Operation. If the client does not supply this attribute
in Subscription Creation Operation or supplies an unsupported vaue, the Printer MUST populate this attribute in
the Subscription Object with the value of the “ atributes-charset” operation attribute, which isa REQUIRED
atribute in al PP requests (see [ipp-mod)). If the vaue of the “attributes-charset” attribute is unsupported, the
Printer MUST populate this attribute in the Subscription Object with the vaue of the Printer’ s * charset- configured”
atribute. There is no “notify-charset-default” atribute.

The vaue of this atribute on a Subscription Object MUST be a vaue of the “charsat-supported (1setOf charset)”
attribute.

5.3.6 notify-natural-language (naturalL anguage)

This atribute specifies the natura language to be used in any human consumable text in the Event Natification
content sent to the Notification Recipient, whether the Event Notification content is Machine Consumable or
Human Consumable.

A Printer MUST support this attribute.

A dient MAY supply this attribute in a Subscription Creation Operation. If the client does not supply this attribute
in Subscription Creation Operation or supplies an unsupported value, the Printer MUST populate this attribute in
the Subscription Object with the vaue of the “attributes- natura-language’ operation attribute, whichisa
REQUIRED attributein al |PP requests (see [ipp-mod]). If the value of the “ attributes- natural-language’ attribute
is unsupported, the Printer MUST populate this attribute in the Subscription Object with the value of the Printer’s
“natural-language- configured” atribute. There is no “ notify-natura- languege-default” attribute.

The value of this attribute on a Subscription Object MUST be a vaue of the “ generated- natural-language-
supported (1setOf type2 naturalLanguage)” attribute.
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5.3.7 notify-lease-duration (integer (0:67108863))

This atribute specifies the duration of the lease (in seconds) associated with the Per-Printer Subscription Object at
the time the Subscription Object was created or the lease was renewed. The duration of the leaseisinfiniteif the
vaueisO, i.e, the lease never expires.

This attribute is not present on a Per-Job Subscription Object because the Subscription Object lasts exactly as
long as the associated Job object. See section 5.4.3 on “natify-lease-expiration-time (integer(0:MAX))” for more
details.

A Printer MUST support this attribute.

For a Subscription Object Creation operation of a Per-Job Subscription Object, the client MUST NOT supply
this attribute. If the client does supply this attribute, the Printer MUST treet it as an unsupported attribute.

For a Subscription Creation Operation of a Per-Printer Subscription Object or a Renew- Subscription operation, a
client MAY supply this attribute. If the client does not supply this attribute, the Printer MUST populate this attribute
with its “ notify-lease-duration-default” (0:67108863) attribute value. If the client supplies this atribute with an
unsupported value, the Printer MUST populate this attribute with a supported value, and this value SHOULD be
as close as possible to the value requested by the client. Note: this rule implies that a Printer does't assign the
vaue of O (infinite) unlessthe client requestsit.

After the Printer has populated this attribute with a supported vaue, the va ue represents the “granted duration” of
the lease in seconds and the Printer sets the vaue of the Subscription Object’ s “ notify-1ease-expiration-time’
attribute as specified in section 5.4.3.

The vaue of this attribute on a Subscription Object MUST be avaue of the “notify-lease-duration-supported”
(1setOf (integer(0:67108863) | rangeOfInteger(0:67108863))) attribute.

A Printer MAY require authentication in order to return the vaue of O (the lease never expires) as one of the vaues
of “notify-lease-duration supported”, and to alow 0 as avaue of the “notify-lease-duration” attribute.

Note: The maximum value 67,108,863 is 2 raised to the 26 power minus 1 and is about 2 yearsin seconds. The
vaueis condderably lessthan MAX so that there is virtudly no chance of an overflow when it is added to “printer-
up-time’ to produce “notify-lease-expiration-time’.

5.3.8 natify-time-interval (integer (0:MAX))

The ‘job-progress’ Event occurs each time that a Printer completes a sheet. Some Notification Recipients do not
want to receive an Event Natification every time this Event occurs. This attribute alows a Subscribing Client to
request how often it wants to recelve Event Naotifications for ‘job-progress Events. The vaue of this attribute
MAY be any nonnegetive integer (0,MAX) indicating the minimum number of seconds between *job-progress
Event Notifications.

The Printer MUST support this atribute if and only if the Printer supportsthe ‘job-progress’ Event.

Herriot, et d. Expires February 29, 2001 [page 26]



805
806
807

808

809
810

811
812

813

814
815
816
817

818
819
820
821
822

823
824
825

826

827

828
829

830

831
832
833

INTERNET-DRAFT |PP: Event Notification August 29, 2000

A dient MAY supply this attribute in a Subscription Cregtion Operation. If the client does not supply this attribute,
the Printer MUST not populate this attribute on the Subscription Object. There is no “notify-time-interva- default”
attribute.

Thereis no “ natify-time-interva-supported” attribute.

If the ‘job-progress’ Event occurs and a Subscription Object contains the ‘job-progress’ Event as avaue of the
‘notify-events' attribute, there are two cases to consider:

1. Thisattribute is not present on the Subscription Object or has the vaue of 0. The Printer MUST generate
and send an Event Notification (as is the case with other Events).

2. Thisattribute is present with a nonzero value of N:

a) If the Printer has not sent an Event Notification for the ‘job-progress Event for the associated
Subscription Object within the past N seconds, the Printer MUST send an Event Natification for the
Event that just occurred. Note when the Printer completes the first page of a Job, this rule implies that
the Printer sends an Event Noatification for a Per-Job Subscription Objects.

b) Otherwise, the Printer MUST NOT generate or send an Event Notification for the associated
Subscription Object. The Printer MUST NOT increase the vaue of the * notify- sequence-number”
Subscription Object attribute (i.e., the sequence of vaues of the “notify-sequence-number” attribute
counts the Event Notifications that the Printer sent and not the Events that do not cause an Event
Notification to be sent).

It isRECOMMENDED that a Subscribing Client use this attribute when it subscribesto the ‘job-progress’ Event,
and that the value be sufficiently large to limit the frequency with which the Printer sends Event Natifications
requests.

This attribute MUST NOT effect any Events other than ‘job-progress .

5.4 Subscription Description Attributes

Subscription Description Attributes are those attributes that a Printer adds to a Subscription Object at the time of
its crestion.

A Printer MUST support dl attributesin this Table 2.

A client MUST NOT supply the attributesin Table 2 in a Subscription Template Attributes Group of a
Subscription Cresation Operation. If the client supplies them, the Printer MUST NOT set them and MUST treat
them as unsupported attributes. There are no corresponding default or supported attributes.
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Table 2 — Subscription Description Attributes

Subscription Object attributes:

notify-subscription-id (integer(1:MAX))

notify-segquence-number (integer(0:MAX))

notify-lease-expiration-time (integer(0:MAX))

notify- printer- up-time (integer(1:MAX))

notify- printer-uri (uri)

notify-job-id (integer(1:MAX))

notify- subscriber-user-name (name(MAX))

5.4.1 notify-subscription-id (integer (1:MAX))

This attribute identifies a Subscription Object instance with a number that is unique within the context of the Printer.
The Printer generates this value at the time it creates the Subscription Object.

A Printer MUST support this attribute.

The Printer SHOULD NOT assign the vaue of this attribute sequentialy as it creates Subscription Objects.
Sequential assignment makesiit easy for rogue clients to guess the value of this attribute on other Subscription
Objects.

The Printer SHOULD avoid re-using recent values of this attribute during continuous operation of the Printer as
well as across power cycles. Then a Subscribing Client is unlikely to find that a stale reference accesses anew
Subscription Object.

The 0 vadueis not permitted in order to dlow for compatibility with “job-id” and with SNMP index vaues, which
aso cannot be 0.

5.4.2 notify-sequence-number (integer (0:MAX))

The vaue of this attribute indicates the number of times that the Printer has generated and attempted to send an
Event Noatification. When an Event Natification contains this attribute, the Notification Recipient can determine
whether it missed some Event Notifications (i.e., numbers skipped) or recelved duplicates (i.e., same number
twice).

A Printer MUST support this attribute.

When the Printer creates a Subscription Object, it MUST set the vaue of this attribute to 0. This vaue indicates
that the Printer has not sent any Event Notifications for this Subscription Object.

Each time the Printer sends a newly generated Event Natification, it MUST increase the vaue of this attribute by 1.
For some Ddlivery Methods, the Printer MUST include this attribute in each Event Natification, and the vaue
MUST bethe value after it isincreased by 1. That is, the value of this attribute in the first Event Notification after
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858  Subscription object creation MUST be 1, the second MUST be 2, etc. If aDdivery Method is defined such that
859 the Notification Recipient returns aresponse, the Printer can re-try sending an Event Notification a certain number
860  of timeswith the same sequence number when the Notification Recipient fails to return aresponse.

861 If a Subscription Object lasts long enough to reach the value of MAX, its next value MUST be 0, i.e, it wraps.
862 5.4.3 notify-lease-expiration-time (integer (0:MAX))

863  Thisatribute goecifies the time in the future when the lease on the Per-Printer Subscription Object will expire, i.e.
864  the"printer-up-time’ vaue a which the lease will expire. If the vaueis 0, the lease never expires.

865 A Printer MUST support this attribute.

866  When the Printer creates a Per-Job Subscription Object, this attribute MUST NOT be present — the Subscription
867  Object lasts exactly aslong as the associated Job object.

868  When the Printer creates a Per-Printer Subscription Object, it populates this attribute with a value that is the sum of
869 thevduesof the Printer's“printer-up-time’ attribute and the Subscription Object’ s * notify-lease-duration” atribute
870  with the following exception. If the value of the Subscription Object’s “notify-lease-duration” attribute is O (i.e,, no
871 expiraion time), then the value of this attribute MUST be &t to O (i.e., no expiration time).

872  When the Printer powers up, it MUST st the vaue of this attribute in each persistent Subscription Object using the
873  dgorithmin the previous paragraph.

874  When the “printer-up-time’ equas the vaue of this atribute, the Printer MUST delete the Subscription Object. A
875  dclient can extend alease of a Per-Printer Subscription Object with the Renew- Subscription operation (See section
876 11.2.5).

877  Note In order to compute the number of seconds remaining in alease for a Per-Printer Subscription Object, a
878  dlient can subtract the Subscription’s * notify- printer-up-time” attribute (see section 5.4.4) from the Subscription’s
879  “natify-lease-expiration-time’ atribute.

880 5.4.4 notify-printer-up-time (integer (1:MAX))
881 Thisattributeisan diasfor the Printer’ s “printer-up-time’ aitribute * (see [ipp-mod] section 4.4.29).
882 A Printer MUST support this attribute.

883  When the Printer creates a Per-Job Subscription Object, this attribute MUST NOT be present. When the Printer
884  creates a Per-Printer Subscription Object, this attribute MUST be present.

885 Note this attribute exists in a Per-Printer Subscription Object so that a client using the Get- Subscription-Attributes
886  or Get- Subscription operations can convert the Per-Printer Subscription’s * notify-lease-expiration-time” atribute
887  towadl clock time with one request. If the value of the * notify-lease-expiraion-time” atributeisnot O (i.e, no
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expiration time), then the difference between the “ notify-lease-expiration-time’ attribute and the “natify-printer- up-
time” isthe remaining number of seconds on the lease from the current time.

5.4.5 notify-printer-uri (uri)
This attribute identifies the Printer object that created this Subscription Object.
A Printer MUST support this attribute.

During a Subscription Creetion Operation, the Printer MUST populate this attribute with the vaue of the “printer-
uri” operation attribute in the request. From the Printer URI, the client can, for example, determine what security
scheme was used.

5.4.6 notify-job-id (integer (1:MAX))

This attribute specifies whether the containing Subscription Object is a Per-Job or Per-Printer Subscription Object,
and for Per-Job Subscription Objects, it specifies the associated Job.

A Printer MUST support this attribute.

If this attribute is not present, the Subscription Object MUST be a Per-Printer Subscription. If this attribute is
present, the Subscription Object MUST be a Per-Job Subscription Object and this attribute MUST identify the
Job with which the Subscription Object is associated.

Note: This atribute could be useful to a Notification Recipient that receives an Event Notification generated from a
Per-Job Subscription Object and caused by a Printer Event. The Event Notification gives access to the Printer and
the Subscription Object. The Event Notification gives access to the associated Job only viathis attribute..

5.4.7 notify-subscriber-user-name (hame(M AX))
This attribute contains the name of the user who performed the Subscription Creation Operation.
A Printer MUST support this attribute.

The Printer sets this attribute to the most authenticated printable name that it can obtain from the authentication
service over which the Subscription Cresation Operation was received. The Printer uses the same mechanism for
determining the vaue of this attribute as it does for a Job's “job-originating- user-name” (see [ipp-mod] section
4.3.6).

Note: To help with authentication, a Subscription Object may have additiond private attributes about the user,
e.g., acredentid of a principa. Such private attributes are implementation-dependent and not defined in this
document.
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6 Printer Description Attributes Related to Notification

This section defines the Printer Description attributes that are related to Notification. Table 3 ligts the Printer
Description attributes, indicates the Printer support required for conformance, and whether or not the attribute is
READ-ONLY (seesection 3.1):

Table 3 —Printer Description Attributes Associated with Notification

Printer object attributes: REQUIRED READ-ONLY
printer- state- change-time (integer(1:MAX)) No Yes
printer-state- change-date-time (dateTime) No Yes

6.1 printer-state-change-time (integer (1:M AX))

This attribute records the most recent time at which the * printer- state-changed’ Printer Event occurred whether or
not any Subscription objects were listening for this event. This attribute helps aclient or operator to determine how
long the Printer has been in its current ate.

A Printer MAY support this attribute and if so, the attribute MUST be READ-ONLY .

On power-up, the Printer MUST set the vaue of this atribute to be the value of its* printer-up-time” attribute, so
that it dways has avadue. Whenever the ‘ printer-state-changed’ Printer Event occurs, the Printer MUST set this
attribute to the value of the Printer’ s “ printer-up-time” attribute.

6.2 printer-state-change-date-time (dateTime)

This atribute records the most recent time a which the * printer-state-changed’ Printer Event occurred whether or
not there were any Subscription Objects listening for this event. This attribute helps a client or operator to
determine how long the Printer has been in its current Sate.

A Printer MAY support this attribute and if so, the attribute MUST be READ-ONLY .

On power-up, the Printer MUST set the value of this attribute to be the vaue of its “printer-current-time” atribute,
so that it dways has a vaue (see [ipp-mod] section 4.4.30 on “printer-current-time”). Whenever the ‘ printer-state-
changed’ Printer Event occurs, the Printer MUST et this attribute to the value of the Printer’ s * printer-current-
time’ attribute.

7 New Valuesfor Existing Printer Description Attributes

This section contains those attributes for which additiona vaues are added.
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7.1 operations-supported (1setOf type2 enum)
The following “operation-id” values are added in order to support the new operations defined in this document:

Table 4 — Operation-id assignmerts

Value Operation Name

0x0016 Create- Printer- Subscriptions
0x0017 Create-Job- Subscriptions
0x0018 Get- Subscription-Attributes
0x0019 Get- Subscriptions

O0x001A Renew- Subscription
0x001B Cancel- Subscription

8 AttributesOnly in Event Notifications
This section contains those atributes that exist only in Event Natifications and do not exist in any objects.

8.1 notify-subscribed-event (type2 keywor d)

This attribute indicates the Subscribed Event that caused the Printer to send this Event Notification. This attribute
exigs only in Event Notifications.

This attribute MUST contain one of the values of the “notify-events’ attribute in the Subscription Object, i.e., one
of the Subscribed Event values. Its vaue is the Subscribed Event that “matches’ the Event that caused the Printer
to send this Event Natification. This Subscribed Event value may be identica to the Event or the Event may be a
ub-vaue of the Subscribed Event. For example, the *job-completed” Event (which is a sub-event of the ‘job-
state-changed’ event) would cause the Printer to send an Event Notification for ether the *job-completed’ or ‘job-
state-changed’ Subscribed Events and to send the ‘job-completed’ or ‘job-state-changed’ vaue for this attribute,
respectively,. See section 5.3.2.2 for the “matching” rules of Subscribed Events and for additiona examples.

The Ddivery Method Document specifies whether the Printer includes the vaue of this attribute in an Event
Notification.

8.2 noatify-text (text(MAX))

This attribute contains a Human Consumable text message (see section 9.2). This message describes the Event and
isencoded asplaintext, i.e., ‘text/plain’ with the charset specified by Subscription Object’s “notify-charset”
attribute.

The Deivery Method Document specifies whether the Printer includes this attribute in an Event Notification.
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9 Event Notification Content

This section defines the Event Natification content that the Printer sends when an Event occurs.

When an Event occurs, the Printer MUST find each Subscription object whose “notify-events’ attribute “ matches”
the Event. See section 5.3.2.2 for details on “ matching”. For each matched Subscription Object, the Printer MUST
creste an Event Natification with the content and format that the Ddlivery Method Document specifies. The content
contains the value of attributes specified by the Ddlivery Method Document. The Printer obtains the values
immediately after the Event occurs. For example, if the “printer-state” attribute changes from ‘idl€’ to ‘ processing’,
the Event ‘ printer- state-changed’ occurs and the Printer puts various atributes into the Event Notification, including
“printer-up-time” and “printer-gate’ with the vaues that they have immediately after the Event occurs, i.e., the
vadueof “printer-state’ is‘processing'.

If two different Events occur smultaneoudy, or nearly so (e.g., “ printer-up-time’ has the same vaue for both), the
Printer MUST create a separate Event Notification for each Event, even if the associated Subscription Object is
the same for both Events. However, the Printer MAY combine these digtinct Event Natificationsinto asingle
Compound Event Natification if the Delivery Method supports Compound Event Notifications For example,
suppose that two nearly-smultaneoudy Events represent two successive * printer-state-changed’ Events, one from
‘idle’ to ‘processing’ and another from ‘processing’ to ‘stopped’. These two Events have the same name but are
different instances of the Event. Then the Printer MUST create a separate Event Natification for each Event and
SHOULD accuratdly report the “printer-state” of the first Event as ‘ processing’ and the second Event as
‘stopped’.

If a Subscription Object contains more than one Subscribed Event, and severa Events occur in quick succession
each matching a different Subscribed Event in the Subscription Object, the Printer MUST NOT generate asingle
Event Notification from severd of these Events, but MAY combine digtinct Event Notificationsinto asngle
Compound Event Noatification if the Delivery Method supports Compound Event Notifications.

After the Printer has created the Event Natification, the Printer ddiversit viadther a

Push Delivery Method: The Printer sends the Evert Notification shortly after an Event occurs. For some
Push Delivery Methods, the Natification Recipient MUST send aresponse; for othersit MUST NOT send

aresponse.

Pull Ddlivery Method: The Printer saves Event Notifications for some event-lease time and expects the
Notification Recipient to request Event Natifications. The Printer returns the Event Notificationsin a
response to such arequest.

If an error that meets the following conditions occurs, the Printer MUST cancel the Subscription Object.
a) theerror occurs during the sending of an Event Notification generated from Subscription Object S AND

b) the error would continue to occur every time the Printer sends an Event Notification generated from
Subscription Object Sin the future.
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From example, if the address of the “ notify-recipient-uri” of Subscription Object A references a non-existent target
and the Printer determines that this fact, it MUST delete Subscription Object A.

The next two sections describe the vaAues that a Printer sends in the content of Machine Consumable and Human
Consumable Event Natifications, respectively.

The tables in the sub-sections of this section contain the following columns:

a) Source Value: the name of the attribute that supplies the vaue for the Event Notification. Agerisksin
thisfield refer to anote below the table.

b) Sends: if the Printer supports the vaue (column 1) on the Source Object (column 3) the Delivery
Method MUST specify:

MUST: that the Printer MUST send the value.

SHOULD: ether that the Printer MUST send the vaue or that the value isincompatible with the
Delivery Method.

MAY': that the Printer MUST, SHOULD, MAY, MUST NOT, SHOULD NOT, or NEED NOT
send the vadue. The Delivery Method specifiesthe level of conformance for the Printer.

c) Source Object: the object from which the source value comes. If the object is“Event Notification”,
the Printer fabricates the value when it sends the Event Natification. See section 8.

9.1 Content of Machine Consumable Event Notifications

This section defines the attributes that a Delivery Method MUST mention in a Delivery Method Document when
specifying the Machine Consumable Event Natification's contents.

This document does not define the order of attributes in Event Notifications. However, Delivery Method
Documents MAY define the order of some or dl of the attributes.

A Ddivery Method Document MUST specify additiond attributes (if any) that a Printer implementation sendsin a
Machine Consumable Event Notification.

Notification Recipients MUST be able to accept Event Noatifications containing attributes they do not recognize.
What a Natification Recipient does with an unrecognized attribute is implementation-dependent. Notification
Recipients MAY atempt to display unrecognized attributes anyway or MAY ignore them.

The next three sections define the attributes in Event Notification Contents that are:
a) fordl Events

b) for Job Eventsonly
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c) for Printer Eventsonly
9.1.1 Event Notification Content Common to All Events
This section lists the atributes that a Delivery Method Document MUST specify for dl Events.
Table5 ligs potentid vaues in each Event Notification.

Table5 — Attributesin Event Notification Content

Source Value Sends Sour ce Object
notify-subscriptiortid (integer(1:MAX)) MUST Subscription
notify- printer-uri (uri) MUST Subscription
notify- subscribed-event (type2 keyword) MUST Event Notification
printer-up-time (integer(MIN:MAX)) MUST Printer
printer-current-time (deteTime) * MUST Printer
notify-sequence-number (integer (0:MAX)) SHOULD Subscription
notify-charset (charset) SHOULD Subscription
natify- natural-language (natura L anguage) SHOULD Subscription
notify- user-data (octetString(63)) ** SHOULD Subscription
notify-text (text) SHOULD Event Notification
attributes from the “ notify-attributes’ attribute *** MAY Printer

attributes from the “ notify-attributes’ attribute *** MAY Job

attributes from the “ notify-attributes’ attribute *** MAY Subscription

*A Printer MUST send this value only if and only if it supports the Printer’ s * printer-current-time” attribute.

** |f the Subscription Object does not contain a* notify-user-data’ attribute and the Delivery Method document
REQUIRES the Printer to send the “ notify-user-data’ source vaue in the Event Notification, the Printer MUST
send an octet-gtring of length O.

*** The |last three rows represent additiond attributes that aclient MAY request viathe “notify-attributes’
atribute. A Printer MAY support the “ notify-attributes” attribute. The Delivery Method MUST say that the Printer
MUST, SHOULD, MAY, MUST NOT, SHOULD NOT, or NEED NOT support the “ notify-attributes’
attribute and specific vaues of this attribute. The Delivery Method MAY say that support for the “notify- attributes’
is conditioned on support of the attribute by the Printer or it MAY say that Printer MUST support the “ notify-
atributes’ atribute if the Printer supports the Ddlivery Method.

9.1.2 Additional Event Notification Content for Job Events

This section ligs the additiond attributes that a Ddlivery Method Document MUST specify for Job Events. See
Table 6.
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Table 6 — Additional Event Notification Content for Job Events

Sour ce Value Sends Sour ce Object
job-id (integer(LMAX)) MUST Job
job-gate (typel enum) MUST Job
job-state-reasons (1setOf type2 keyword) MUST Job
job-impressions-completed (integer(0:MAX)) * MUST Job

* The Printer MUST send the “job-impressions-completed” attribute in an Event Notification only for the
combinations of Events and Subscribed Events shown in Table 7.

Table 7 — Combinations of Events and Subscribed Eventsfor “job-impressons-completed”

Job Event Subscribed Job Event
‘job-progress ‘job-progress
‘job-completed’ ‘job-completed
‘job-compl eted’ ‘job-state-changed’

9.1.3 Additional Event Notification Content for Printer Events

This section ligts the additiond attributes that a Delivery Method Document MUST specify for Printer Events. See
Table 8.

Table 8 — Additional Event Notification Content for Printer Events

Sour ce Value Sends Sour ce Obj ect
printer-state (typel enum) MUST Printer
printer- state-reasons (1setOf type2 keyword) MUST Printer
printer-is-accepting-jobs (boolean) MUST Printer

9.2 Content of Human Consumable Event Notification

This section defines the information that a Delivery Method MUST mention in a Delivery Method Document when
gpecifying the Human Consumable Event Natifications contents or the vaue of the “notify-text” attribute.

Such a Ddlivery Method MUST specify the following information and a Printer SHOULD send it:

a) the Printer name (see Table 9)
b) thetime of the Event (see Table 11)
c) for Printer Eventsonly:
i) the Event (see Table 10) and/or Printer Sate information (see Table 14)
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d) for Job Eventsonly:
i) thejobidentity (see Table 12)
ii) the Event (see Table 10) and/or Job state information (see Table 13)

The subsections of this section specify the atributes that a Printer MUST use to obtain this information.

A Ddlivery Method Document MUST specify additiond information (if any) that a Printer implementation sendsin
aHuman Consumable Event Natification or in the * notify-text” attribute.

A dient MUST NOT request additiond attributes via the * notify-attributes’ attribute because this attribute works
only for Machine Consumable Event Natifications.

Notification Recipients MUST NOT expect to be able to parse the Human Consumable Event Notification
contents or the vaue of the “ notify-text” attribute.

The next three sections define the attributes in Event Notification Contents that are:
a) fordl BEvents
b) for Job Eventsonly
c) for Printer Events only
9.2.1 Event Notification Content Common to All Events
This section ligts the source of the information that a Ddivery Method MUST specify for dl Events.

Thereis a separate table for each piece of information. Each row in the table represents a source vaue for the
information and the values are listed in order of preference, with the first one being the preferred one. An
implementation SHOULD use the source vaue from the earliest row in each table. It MAY use the source vaue
from another row instead, or it MAY combine the source vaues from severd rows. An implementation isfree to
determine the best way to present this information.

Indl tables of this section, dl rows contain a“MAY” in order to date that the Delivery Method specifiesthe
conformance.

Table 9 ligsthe source of the information for the Printer Name. The “ printer-name’ is more user-friendly unlessthe
Natification Recipient isin a place where the Printer name is not meaningful. For example, an implementation could
have the intdligence to send the vaue of the “ printer-name’ attribute to a Notification Recipient that can accessthe
Printer viavaue of the “printer-name’ attribute and otherwise send the value of the “notify-printer-uri” attribute.

Table9 —Printer Namein Event Notification Content

Source Value Sends Sour ce Obj ect

printer-name (name(127)) MAY Printer
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Source Value Sends Sour ce Obj ect

notify- printer-uri (uri) MAY Subscription

Table 10 ligs the source of the information for the Event name. A Printer MAY combine this information with Sate
information described for Jobsin Table 13 or for Printersin Table 14.

Table 10 — Event Namein Event Notification Content

Sour ce Value Sends Sour ce Obj ect

notify- subscribed-event (type2 keyword) MAY Subscription

Table 11 ligts the source of the information for the time that the Event occurred. A Printer can send thisvaue only if
it supports the Printer’ s * printer-current-time” atribute. If a Printer does not support the

“printer-current-time” attribute, it MUST NOT send the “ printer-up-time” vaue instead, sinceit is not an alowed
option for human consumable information.

Table 11 — Event Timein Event Notification Content

Source Value Sends Sour ce Obj ect

printer-current-time (dateTime) MAY Printer

9.2.2 Additional Event Notification Content for Job Events
This section ligts the source of the additiond information that a Delivery Method MUST specify for Job Events.

Table 12 ligs the source of the information for the job name. The “job-namée’ is likdy more meaningful to a user
than “job-id".

Table 12 — Job Namein Event Notification Content

Source Value Sends Sour ce Obj ect
job-name (name(MAX)) MAY Job
job-id (integer(L:MAX)) MAY Job

Table 13 lists the source of the information for the job State. If a Printer supports the “job- state-message” and
“job-detailed- state-message” attributes, it SHOULD use those attributes for the job state information, otherwise, it
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should fabricate such information from the “job-state” and “job-state-reasons’. For some Events, aPrinter MAY
combine this information with Event information.

Table 13 —Job Statein Event Notification Content

Sour ce Value Sends Sour ce Object
job-state-message (text(MAX)) MAY Job
job-detailed- status- messages (1setOf text(MAX)) MAY Job
job-date (typel enum) MAY Job
job-state-reasons (1setOf type2 keyword) MAY Job

9.2.3 Additional Event Notification Content for Printer Events
This section ligts the source of the additiond information that a Ddlivery Method MUST specify for Printer Events.

Table 14 ligts the source of the information for the printer Sate. If a Printer supports the “ printer- state- message?’, it
SHOULD use that attribute for the job state information, otherwise it SHOUL D fabricate such information from
the “printer-state” and “printer-state-reasons’. For some Events, a Printer MAY combine this information with
Event information.

Table 14 — Printer Statein Event Notification Content

Source Value Sends Sour ce Obj ect
printer-state-message (text(MAX)) MAY Printer
printer-state (typel enum) MAY Printer
printer-state-reasons (1setOf type2 keyword) MAY Printer
printer-is-accepting-jobs (boolean) MAY Printer

10 Dédlivery Methods

A Ddivery Method is the mechanism, i.e,, protocol, by which the Printer delivers an Event Natification to a
Notification Recipient. There are severd potential Delivery Methods for Event Notifications, standardized, as well
as proprietary. This document does not define any of these ddivery mechanisms. Each Delivery Method MUST
be defined in a Delivery Method Document that is separate from this document. New Delivery Methods will be
created as needed using an extension to the registration procedures defined in [ipp-mod]. Such documents are
registered with IANA (see section 13).

The following sorts of Delivery Methods are expected:
- The Noatification Recipient polls for Event Notifications at intervals directed by the Printer

- The Printer sends Event Notifications to the Notification Recipient using http as the transport.
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- The Printer sends an emall message.
This section specifies how to define a Ddlivery Method Document and what to put in such a document.

A Ddivery Method Document MUST contain an exact copy of the following paragraph, caption and table. In
addition, column 2 of the table in the Ddivery Method Document MUST contain answers to questions in column 1
for the Délivery Method. Also, the Ddivery Method document MUST contain a reference to this document and
cdl that reference [ipp-ntfy] because the table contains an [ipp-ntfy] reference.

If a Printer supports this Delivery Method, the following are its characteristics.

Table 15 — Information about the Ddlivery M ethod

Document Method Conformance Requirement | Delivery Method Realization

1. What isthe URL scheme namefor the Ddlivery
Method?

2. Isthe Delivery Method REQUIRED,
RECOMMENDED, or OPTIONAL for an IPP
Printer to support?

3. What transport and delivery protocols does the
Printer use to ddliver the Event Natification
Content, i.e., what is the entire network stack?

4. Can saverd Event Notifications be combined
into a Compound Event Natification?

5. Isthe Ddivery Method initiated by the
Notification Recipient (pull), or by the Printer
(push)?

6. Isthe Event Notification content Machine
Consumable or Human Consumable?

7. What section in this document answversthe
following question? For a Machine Consumable
Event Noatification, what is the representation and
encoding of values defined in section 9.1 of [ipp-
ntfy] and the conformance requirements thereof?
For a Human Consumable Event Notification,
what is the representation and encoding of pieces
of information defined in section 9.2 of [ipp-ntfy]
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and the conformance requirements thereof?

8. Wha are the latency and reliability of the
transport and ddlivery protocol ?

9. What are the security aspects of the transport
and ddivery protocol, eg., how it ishandled in
firewdls?

10. What are the content length restrictions?

11. What are the additional values or pieces of
information that a Printer sends in an Event
Notification content and the conformance
requirements thereof ?

12. What are the additional Subscription Template
and/or Subscription Description attributes and
the conformance requirements thereof?

13. What are the additiond Printer Description
attributes and the conformance requirements
thereof?

11 Operationsfor Notification

This section defines dl of the operations for Notification. Section 7.1 assigns the “operation+id” for each operation.
The following two sub-sections define Subscription Creation Operations, and other operations.

11.1 Subscription Creation Oper ations

This section defines the Subscription Creation Operations. The first section on Create- Job- Subscriptions gives
most of the information. The other Subscription Creation Operations refer to the section on Create-Job-
Subscriptions, even though the Create- Job- Subscriptions operation is the only OPTIONAL operdtion in this
document (see section 12).

A Printer MUST support Create-Printer- Subscriptions and the Subscription Template Attributes Group in Job
Creation operations. It MAY support Create-Job- Subscriptions operations.
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11.1.1 Create-Job-Subscriptions Operation

The operation creates one or more Per-Job Subscription Objects. The client supplies one or more Subscription
Template Attributes Groups each containing one or more of Subscription Template Attributes (defined in section
5.3).

Except for errors, the Printer MUST create exactly one Per-Job Subscription Object from each Subscription
Template Attributes Group in the request, even if the newly created Subscription Object would have identical
behavior to some existing Subscription Object. The Printer MUST associate each newly created Per-Job
Subscription Object with the target Job, which is specified by the “notify-job-id” operation attribute.

The Printer MUST accept the request in any of the target job’s  not-completed’ dtates, i.e., ‘pending’, ‘ pending-
held’, ‘processing’, or ‘ processing-stopped’ . The Printer MUST NOT change thejob’s “job-tate’ attribute
because of this operation. If thetarget job isin any of the ‘completed’ states, i.e., ‘completed’, ‘canceled’, or

‘ aborted, then the Printer MUST regject the request and return the ‘ client-error-not-possible’ status code; the
response MUST NOT contain any Subscription Attribute Groups.

Access Rights: To create Per-Job Subscription Objects, the authenticated user (see [IPP-MOD] section 8.3)
performing this operation MUST either be the job owner or have Operator or Administrator accessrights for this
Printer (see [IPP-MOD] sections 1 and 8.5). Otherwise the Printer MUST reject the operation and return: the
‘dient-error-forbidden’, ‘ client-error-not- authenticated’, or * client- error-not-authorized’” status code as
appropriate.

11.1.1.1Create-Job-Subscriptions Request
The following groups of attributes are part of the Create- Job- Subscriptions Request:

Group 1: Operation Attributes

Natura Language and Character Set:
The " atributes-charset” and “ atributes- natura- language” attributes as described in [ipp-mod] section
3.14.1.

Target:
The*printer-uri” attribute which defines the target for this operation as described in [ipp-mod] section
3.15.

Requesting User Name:
The *requedting-user-name’ attribute SHOULD be supplied by the client as described in [ipp-mod)]
section 8.3.

notify-job-id (integer(1:MAX)):

The client MUST supply this attribute and it MUST specify the Job object to associate the Per-Job
Subscription with. The vaue of “notify-job-id” MUST be the vaue of the “job-id” of the associated Job
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object. If the client does not supply this attribute, the Printer MUST regect this request with a“client-error-
bad-request’ status code.

Group 2-N: Subscription Template Attributes
For each occurrence of this group:

The client MUST supply one or more Subscription Template Attributes in any order. See section 5.3
for adescription of each such attribute. See section 5.2 for details on processing these attributes.

11.1.1.2Create-Job-Subscriptions Response

The Printer MUST return to the client the following sets of attributes as part of a Create- Job- Subscriptions
response:;

Group 1: Operation Attributes

Status Message:
Asdefined in [ipp-mod].

In this group, the Printer can return any status codes defined in [ipp-mod] and section 16. Thefollowing is
adescription of the important status codes:

successful-ok: the Printer created all Subscription Objects requested.

successful-ok-ignor ed-subscriptions: the Printer created some Subscription Objects requested but
some falled. The Subscription Attributes Groups with a* notify-gatus-code’ attribute are the ones
thet failed.

client-error-ignor ed-all-subscriptions: the Printer created no Subscription Objects requested and dll
failed. The Subscription Attributes Groups with a*“notify- status-code” attribute are the ones that
faled

client-error-not-possible: For this operation and other Per-Job Subscription operations, this error
can occur because the specified Job has aready completed.

Natural Language and Character Set:
The “atributes-charset” and “ tributes- natura- language” attributes as described in [ipp-mod] section
3.14.2.

Group 2: Unsupported Attributes
See [ipp-mod] section 3.1.7 for details on returning Unsupported Attributes. This group does not contain

any unsupported Subscription Template Attributes, they are returned in the Subscription Attributes Group
(see below).

Group 3-N: Subscription Attributes
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1218 These groups MUST be returned if and only if the “ status-code’ parameter returned in Group 1 has the
1219 vaues. ‘successful-ok’, “ successful-ok-ignored-subscriptions’, or ‘ client-error-ignored-dl- subscriptions .
1220

1221 See section 5.2 for details on the contents of each occurrence of this group.

1222 11.1.2 Create-Printer-Subscriptions operation
1223  The operation isidentica to Create- Job- Subscriptions with exceptions noted in this section.

1224  The operation creates Per-Printer Subscription Objects instead of Per-Job Subscription Objects, and associates
1225  each newly created Per-Printer Subscription Object with the Printer specified by the operation target rather than
1226  with a specific Job.

1227  The Printer MUST accept the request in any of its states, i.e, ‘idle€, ‘processing’, or ‘stopped’. The Printer MUST
1228  NOT changeits“printer-state” attribute because of this operation.

1229  AccessRights. To create Per-Printer Subscription Objects, the authenticated user (see [IPP-MOD] section 8.3)
1230  performing this operation MUST have Operator or Administrator access rights for this Printer (see [IPP-MOD)]
1231 sections1and 8.5). Otherwise, the Printer MUST reject the operation and return: the ‘ client-error-forbidden’,
1232  ‘dient-error-not-authenticated', or ‘client-error-not-authorized’ status code as appropriate.

1233 11.1.2.1Create-Printer-Subscriptions Request

1234  Thegoups areidentica to the Create- Job- Subscriptions (see section 11.1.1.1) except that the Operation

1235  Attributes group MUST NOT contain the “notify-job-id” attribute. If the client does supply the * notify-job-id”
1236  attribute, then the Printer MUST trest it as any other unsupported Operation attribute and MUST return it in the
1237  Unsupported Attributes group.

1238 11.1.2.2Create-Printer-Subscriptions Response

1239  Thegroups are identicd to the Create- Job- Subscriptions (see section 11.1.1.2).
1240

1241  11.1.3 Job Creation Operation — Extensions for Notification
1242  Thisdocument extends the Job Creation operations to create Subscription Objects as a part of the operation.
1243  The operationisidentica to Create- Job- Subscriptions with exceptions noted in this section.

1244 Unlike the Create- Job- Subscriptions operation, this operation associates the newly created Subscription Objects
1245  with the Job object created by this operation. The operation succeedsif and only if the Job creation succeeds. If
1246  the Printer does not create some or al of the requested Subscription Objects, the Printer MUST return a

1247  ‘successful-ok-ignored-subscriptions status-code instead of a* successful-ok’ status-code, but the Printer MUST
1248  NOT regect the operation because of afailure to create Subscription Objects.
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If the operation includes a Job Template group, the client MUST supply it after the Operation Attributes group and
before the first Subscription Template Attributes Group.

If aPrinter does not support this Notification specification, then it MUST treat the Subscription Attributes Group
like an unknown group and ignore it (see [ipp-mod] section 5.2.2). Because the Printer ignores the Subscription
Attributes Group, it doesn'’t return them in the response ether, thusindicating to the client that the Printer does't
support Notification.

Access Rights: To create Per-Job Subscription Objects, the authenticated user (see [IPP-MOD] section 8.3)
performing this operation MUST either have permission to create Jobs on the Printer. Otherwise the Printer
MUST reject the operation and return: the ‘client-error-forbidden’, ‘ client-error-not-authenticated', or * client-
error-not-authorized’ status code as appropriate.

11.1.3.1Job Creation Request

The groups for this operation are sufficiently different from the Create- Job- Subscriptions operation that they are dl
presented here. The following groups of attributes are supplied as part of a Job Cregation Request:
Group 1: Operation Attributes

Same as defined in [ipp-mod] for Print-Job, Print-URI, and Create-Job requests.
Group 2: Job Template Attributes

The client OPTIONALLY supplies a et of Job Template attributes as defined in [ipp-mod] section 4.2.
Group 3 to N: Subscription Template Attributes

The same as Group 2-N in Create-Job- Subscriptions. See section 11.1.1.1.
Group N+1: Document Content (Print-Job only)

The client MUST supply the document data to be processed.

11.1.3.2Job Creation Response

The Printer MUST return to the client the following sets of attributes as part of a Print-Job, Print-URI, and Create-
Job Response:

Group 1: Operation Attributes

Status Message:
Asdefined in [ipp-mod] for Print-Job, Print-URI, and Create-Job requests.

In this group, the Printer can return any status codes defined in [ipp-mod] and section 16. Thefdlowing is
adescription of the important status codes:
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successful-ok: the Printer crested the Job and al Subscription Objects requested.

successful-ok-ignor ed-subscriptions: the Printer created the Job and not al of the Subscription
Objects requested. This status-code hides ‘ successful-ok-xxx' status-codes that could revedl
problems in Job creation. The Printer MUST not return the * client- error-ignored-dl-subscriptions
status code for Job Creation operations because the Printer returns an error status-code only when
it failsto creste a Job.

Natural Language and Character Set:
The “attributes-charset” and “attributes- natural-language’ attributes as described in [ipp-mod] section
3.14.2.

Group 2: Unsupported Attributes

See [ipp-mod] section 3.1.7 for details on returning Unsupported Attributes. This group does not contain
any unsupported Subscription Template Attributes; they are returned in the Subscription Attributes Group
(see beow).

Group 3: Job Object Attributes
As defined in [ipp-mod] for Print-Job, Print-URI, and Create-Job requests.

Group 4 to N: Subscription Attributes

These groups MUST be returned if and only if the client supplied Subscription Template Attributes and the
operation was accepted.

See section 5.2 for details on the contents of each occurrence of this group.

11.2 Other Operations
This section defines other operations on Subscription objects.
11.2.1 Validate-Job Operation - Extensions for Notification

A client can test whether one or more Subscription Objects could be created using the Vdidate-Job operation.
The client supplies one or more Subscription Template Attributes Groups (defined in section 5.3), just asin a Job
Creation request.

A Printer MUST support this extenson to this operation.

The Printer MUST accept requests that are identica to the Job Creation request defined in section 11.1.3.1,
except that the request MUST not contain document data.
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The Printer MUST return the same groups and attributes as the Print-Job operation (section 11.1.3.1) with the
following exceptions. The Printer MUST NOT return a Job Object Attributes Group because no Job is created.
The Printer MUST NOT return the “ notify-subscription+id” attribute in any Subscription Attribute Group because
no Subscription Object is created.

If the Printer would succeed in creating a Subscription Object, the corresponding Subscription Attributes Group
ether hasno ‘datus-code’ attribute or a* status-code’ attribute with avaue of * successful-ok-too- many-events
or ‘successful-ok-ignored-or-subgtituted- attributes (see sections 5.2 and 17). The status-codes have the same
meaning as in Job Creation except the results state what “would happen”.

The Printer MUST vdidate Subscription Template Attributes Groups in the same manner as the Job Cregtion
operations.

11.2.2 Get-Printer-Attributes - Extensions for Notification
This operation is extended so that it returns Printer attributes defined in this document.
A Printer MUST support this extenson to this operation.

In addition to the requirements of [ipp-mod] section 3.2.5, a Printer MUST support the following additiond values
for the “requested- attributes’ Operation attribute in this operation and return such attributes in the Printer Object
Attributes group of its response.

1. Subscription Template Attributes: Each supported attribute in column 2 of Table 1.
2. New Printer Description Attributes: Each supported attribute in section 6.

3. New Group Name: The ‘ subscription-template’ group name, which names al supported Subscription
Template Attribute in column 2 of Table 1. This group name is dso used in the Get- Subscription-Attributes
and Get- Subscriptions operation with an analogous meaning.

4. Extended Group Name: The‘dl’ group name, which names dl Printer attributes according to [ipp-mod]
section 3.2.5. Inthisextenson ‘dl’ names dl attributes specified in [ipp-mod] plus those named in items 1
and 2 of thislig.

11.2.3 Get-Subscription-Attributes oper ation

This operation alows a client to request the values of the attributes of a Subscription Object.

A Printer MUST support this operation.

Herriot, et d. Expires February 29, 2001 [page 47]



1344
1345
1346

1347

1348

1349

1350
1351
1352
1353
1354
1355
1356
1357
1358
1359
1360
1361
1362
1363
1364
1365
1366
1367
1368
1369
1370
1371
1372
1373
1374
1375
1376
1377

1378

1379
1380

INTERNET-DRAFT |PP: Event Notification August 29, 2000

This operation isamogt identicd to the Get- Job- Attributes operation (see [ipp-mod] section 3.3.4). The only
differences are that the operation is directed at a Subscription Object rather than a Job object, and the returned
attribute group contains Subscription Object attributes rather than Job object attributes.

11.2.3.1Get-Subscription-Attributes Request
The following groups of attributes are part of the Get- Subscription-Attributes request:

Group 1: Operation Attributes

Natura Language and Character Set:
The “ atributes-charset” and “ attributes- natural- language” attributes as described in section [ipp-mod]
3.14.1.

Target:
The*printer-uri” attribute which defines the target for this operation as described in [ipp-mod] section
3.1.5.

“notify-subscription-id” (integer (1:MAX)):
The client MUST supply this attribute. The Printer MUST support this attribute. This attribute specifies the
Subscription Object from which the dlient is requesting attributes. If the client omits this attribute, the Printer
MUST rgect this request with the * client-error-bad-request’ status code.

Requesting User Name:
The “requesting-user-name’ atribute SHOULD be supplied by the client as described in [ipp-mod]
section 8.3.

“requested-attributes’ (1setOf keyword):
The client OPTIONALLY suppliesthis attribute. The Printer MUST support this attribute. This attribute
specifies the attributes of the specified Subscription Object that the Printer MUST return in the response.
Each vaue of this attribute is elther an attribute name (defined in sections 5.3 and 5.4) or an attribute group
name. The attribute group names are;

- ‘subscription-template’: dl attributes that are both defined in section 5.3 and present on the specified
Subscription Object (column 1 of Table 1).

- ‘subscription-description’: dl attributes that are both defined in section 5.4 and present on the
specified Subscription Object (Table 2).

- ‘dl’; dl atributes that are present on the specified Subscription Object.

A Printer MUST support al these group names.

If the dlient omits this attribute, the Printer MUST respond asiif this attribute had been supplied with avaue
of ‘dl’.
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11.2.3.2Get-Subscription-Attributes Response
The Printer returns the following sets of attributes as part of the Get- Subscription-Attributes Response:

Group 1: Operation Attributes
Status Message:
Same as [ipp-mod].

Natura Language and Character Set:
The " atributes-charset” and “ atributes- natura-language” attributes as described in [ipp-mod] section
3.1.4.2. The“attributes-naturd-language’ MAY be the naturd language of the Subscription Object, rather
than the one requested.

Group 2: Unsupported Attributes
See [ipp-mod] section 3.1.7 for details on returning Unsupported Attributes.

The response NEED NOT contain the “requested- attributes’ operation attribute with any supplied vaues
(attribute keywords) that were requested by the client but are not supported by the Printer. If the Printer
does return unsupported attributes referenced in the “ requested-attributes’ operation attribute and that
attribute included group names, such as‘dl’, the unsupported attributes MUST NOT include attributes
described in the standard but not supported by the implementation.

Group 3: Subscription Attributes
This group contains a set of atributes with their current vaues. Each atribute in this group:
a) MUST be specified by the “requested-attributes’ attribute in the request, AND

b) MUST be present on the specified Subscription Object AND

c) MUST NOT beregtricted by the security policy in force. For example, a Printer MAY prohibit a
client who is not the creator of a Subscription Object from seeing some or al of its attributes. See [ipp-
mod] section 8.

The Printer can return the attributes of the Subscription Object in any order. The client MUST accept the
attributes in any order.

11.2.4 Get-Subscriptions operation

This operation dlows aclient to retrieve the values of atributes of al Subscription Objects belonging to a Job or
Printer.

A Printer MUST supported this operation.
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This operation is Smilar to the Get- Subscription-Attributes operation, except that this Get- Subscriptions operation
returns attributes from possibly more than one object.

This operation is Smilar to the Get- Jobs operation (see [ipp-mod] section 3.2.6), except that the operation returns
Subscription Objects rather than Job objects.

11.2.4.1Get-Subscriptions Request
The following groups of attributes are part of the Get- Subscriptions request:

Group 1: Operation Attributes

Naturd Language and Character Set:
The “attributes-charset” and “attributes- natural-language’ attributes as described in [ipp-mod] section
3.14.1.

Target:
The “printer-uri” attribute which defines the target for this operation as described in [ipp-mod] section
3.1.5.

Requesting User Name:
The “requesting-user-name’ atribute SHOULD be supplied by the client as described in [ipp-mod]
section 8.3.

“natify-job-id” (integer(L:MAX)):
If the client specifiesthis attribute, the Printer returns the specified attributes of al Per-Job Subscription
Objects associated with the Job whose “job-id” attribute value equas the value of this tribute. If the client
does not specify this attribute, the Printer returns the specified attributes of al Per-Printer Subscription
Objects. Note: there is no way to get al Per-Job Subscriptions.

“limit” (integer(LMAX)):
The client OPTIONALLY suppliesthis attribute. The Printer MUST support this attribute. It isan integer
vaue that determines the maximum number of Subscription Objects that a client will receive from the
Printer even if the “my-subscriptions’ attribute constrains which Subscription Objects are returned. The
limit isa“dateless limit” in that if the value supplied by the client is*N’, then only the first ‘N’ Subscription
Objects are returned in the Get- Subscriptions Response. There is no mechanism to dlow for the next ‘M’
Subscription Objects after the first ‘N’ Subscription Objects. If the client does not supply this attribute, the
Printer reponds with al gpplicable Subscription Objects.

“requested-attributes’ (1setOf type2 keyword):
The client OPTIONALLY suppliesthis attribute. The Printer MUST support this attribute. This attribute
specifies the attributes of the specified Subscription Objects that the Printer MUST return in the response.
Each vdue of this attribute is either an attribute name (defined in sections 5.3 and 5.4) or an attribute group
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name (defined in section 11.2.3.1). If the client omits this atribute, the Printer MUST respond asif the
client had supplied this atribute with the one vaue: ‘ notify-subscription-id'.

“my-subscriptions’ (boolean):
Theclient OPTIONALLY suppliesthis attribute. The Printer MUST support this attribute. If the valueis
‘fdse, the Printer MUST congder the Subscription Objects from al users as candidates. If thevaueis
‘true’, the Printer MUST return the Subscription Objects created by the requesting user of thisrequest. If
the client does not supply this attribute, the Printer MUST respond as if the client had supplied the attribute
withavdue of ‘fase. The meansfor authenticating the requesting user and matching the Subscription
Objectsis smilar to that for Jobs which is described in [ipp-mod] section 8.

11.2.4.2Get-Subscriptions Response
The Printer returns the following sets of attributes as part of the Get- Subscriptions Response:

Group 1: Operation Attributes
Status Message:
Same as [ipp-mod].

Natural Language ad Character Set:
The “atributes-charset” and “ tributes- natura- language” attributes as described in [ipp-mod] section
3.14.2.

Group 2: Unsupported Attributes
Same as for Get- Subscription-Attributes.

Groups 3 to N: Subscription Attributes

The Printer responds with one Subscription Attributes Group for each requested Subscription Object (see
the “natify-job-id” attribute in the Operation Attributes Group of this operation).

The Printer returns Subscription Objectsin any order.

If the“limit” atribute is present in the Operation Attributes group of the request, the number of
Subscription Attributes Groups in the response MUST NOT exceed the vadue of the “limit” attribute.

It there are no Subscription Objects associated with the specified Job or Printer, the Printer MUST return
zero Subscription Attributes Groups and it MUST NOT trest this case as an error, i.e., the Satus-code
MUST be ‘successful-ok’ unless something el se causes the status code to have some other value.

See the Group 3 response (Subscription Attributes Group) of the Get- Subscription-Attributes operation
(section 11.2.3.2) for the atributes that a Printer returnsin this group.
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11.2.5 Renew-Subscription operation
This operation dlows aclient to request the Printer to extend the lease on a Per-Printer Subscription Object.
The Printer MUST support this operation.

The Printer MUST accept this request for a Per-Printer Subscription Object in any of the target Printer’ s states,
i.e, ‘idie, ‘processing’, or ‘stopped’, but MUST NOT change the Printer’ s“ printer-state” attribute.

The Printer MUST regject this request for a Per-Job Subscription Object because it has no lease (see section
5.4.3). The status code returned MUST be * dient-error-not-possible’.

Access Rights The authenticated user (see [IPP-MOD)] section 8.3) performing this operation MUST either be
the owner of the Per-Printer Subscription Object or have Operator or Adminigtrator access rights for the Printer
(see[IPP-MOD] sections 1 and 8.5). Otherwise, the Printer MUST reject the operation and return: the * client-
error-forbidden’, ‘ client-error-not-authenticated', or ‘ client-error-not-authorized’ status code as appropriate.

11.2.5.1Renew-Subscription Request
Thefallowing groups of attributes are part of the Renew- Subscription Request:

Group 1: Operation Attributes

Natura Language and Character Set:
The “attributes-charset” and * attributes- natural-language” attributes as described in [ipp-mod] section
3.14.1.

Target:
The “printer-uri” attribute which defines the target for this operation as described in [ipp-mod] section
3.15.

“notify-subscriptiontid” (integer (1:MAX)):
The client MUST supply this attribute. The Printer MUST support this attribute. This attribute specifies the
Per-Printer Subscription Object whose lease the Printer MUST renew. If the client omits this attribute, the
Printer MUST regect this request with the * client-error-bad-request’ status code.

Requesting User Name:
The “requesting-user-name’ (name(MAX)) attribute SHOULD be supplied by the client as described in
[ipp-mod] section 8.3.

Group 2: Subscription Template Attributes
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“notify-lease-duration” (integer(0:MAX)):
Theclient MAY supply this atribute. It indicates the number of seconds to renew the lease for the
specified Subscription Object. A vaue of 0 requests an infinite lease (which MAY require Operator
access rights). If the client omits this attribute, the Printer MUST use the vaue of the Printer’ s “notify-
lease-duration-default” attribute. See section 5.3.7 for more details.

11.2.5.2Renew-Subscription Response
The Printer returns the following sets of attributes as part of the Renew- Subscription Response:

Group 1: Operation Attributes

Status Message:
Same as [ipp-mod].

The following are some of the status codes returned:

successful-ok: The operation successfully renewed the lease on the Subscription Object for the requested
duration..

successful-ok-ignor ed-or-substituted-attributes. The operation successfully renewed the lease on the
Subscription Object for some duration other than the amount requested.

client-error-not-possible: The operation failed because the “notify-subscriptiontid” Operation attribute
identified a Per-Job Subscription Object.

client-error-not-found: The operation failed because the * notify-subscription-id” Operation attribute
identified a non-existent Subscription Object.

Natura Language and Character Set:
The " atributes-charset” and “ tributes- natura-language’ attributes as described in [ipp-mod] section
3.1.4.2. The“attributes-naturd-language’ MAY be the naturd language of the Subscription Object, rather
than the one requested.

Group 2: Unsupported Attributes
See [ipp-mod] section 3.1.7 for details on returning Unsupported Attributes.

Group 3: Subscription Attributes

The Printer MUST return the following Subscription Attribute:

“notify-lease-duration” (integer(0:MAX)):
The value of thisattribute MUST be the number of seconds that the Printer has granted for the lease of the
Subscription Object (see section 5.3.7 for detalls, such asthe vaue of this attribute when the Printer
doesn't support the requested value).
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11.2.6 Cancel-Subscription operation

This operation alows a client to delete a Subscription Object and stop the Printer from sending more Event
Notifications. Once performed, thereis no way to reference the Subscription Object.

A Printer MUST supported this operation.

The Printer MUST accept this request in any of the target Printer’ s states, i.e., ‘idl€’, ‘processing’, or ‘ stopped’,
but MUST NOT change the Printer’ s “ printer-state” attribute.

If the specified Subscription Object is a Per-Job Subscription Object, the Printer MUST accept this request in any
of the target Job's states, but MUST NOT change the Job’'s “job-state” attribute or affect the Job.

Access Rights The authenticated user (see [IPP-MOD] section 8.3) performing this operation MUST either be
the owner of the Subscription Object or have Operator or Administrator access rights for the Printer (see [IPP-
MOD)] sections 1 and 8.5). Otherwise, the Printer MUST reject the operation and return: the * client-error-
forbidden’, ‘client-error-not-authenticated', or *client-error-not-authorized” status code as appropriate.

Note: Thereisno way to change any attributes on a Subscription Object, except the “ notify-lease-duration”
attribute (using the Renew- Subscription operation). In order to change other attributes, a client performsa
Subscription Creation Operation and Cancel- Subscription operation on the old Subscription Object. If the client
wants to avoid missing Event Noatifications, it performs the Subscription Creation Operation firdt. If this order
would create too many Subscription Objects on the Printer, the client reverses the order.

11.2.6.1Cancel-Subscription Request
The following groups of atributes are part of the Cancel- Subscription Request:

Group 1: Operation Attributes

Natura Language and Character Set:
The " atributes-charset” and “ atributes- natura- language’ attributes as described in [ipp-mod] section
3.14.1.

Target:
The " printer-uri” attribute which defines the target for this operation as described in [ipp-mod] section
3.15.

“notify-subscriptiontid” (integer (1:MAX)):
The dlient MUST supply this attribute. The Printer MUST support this attribute. This attribute specifies the
Subscription Object that the Printer MUST cancdl. If the dlient omits this attribute, the Printer MUST
reject this request with the * client-error-bad-request’ status code.
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Requesting User Name:
The *requedting-user-name’ attribute SHOULD be supplied by the client as described in [ipp-mod)]
section 8.3.

11.2.6.2Cancel-Subscription Response

The Printer returns the following sets of attributes as part of the Cancel- Subscription Response:

Group 1: Operation Attributes

Status Message:
Same as [ipp-mod].

The following are some of the status codes returned:

successful-ok: The operation successfully canceled (deleted) the Subscription Object..
client-error-not-found: The operation failed because the * notify-subscription-id” Operation attribute
identified a non-existent Subscription Object.

Natura Language and Character Set:
The “atributes-charset” and “ tributes- natura- language” attributes as described in [ipp-mod] section
3.1.4.2. The“attributes-natural-language’ MAY be the naturd language of the Subscription Object, rather
than the one requested.

Group 2: Unsupported Attributes
See [ipp-mod] section 3.1.7 for details on returning Unsupported Attributes.

12 Conformance Requirements

It isOPTIONAL to implement this Event Notification specification.
If this Event Notification pecification isimplemented, Printers MUST:
1. meet the Conformance Requirements detailed in section 5 of [ipp-mod].

2. support the Subscription Template Attributes Group in requests and the Subscription Attributes Group in
responses.

3. support dl of the following atributes:
a. REQUIRED Subscription Object attributesin section 5.
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b. REQUIRED Printer Description object attributesin section 6.
c. REQUIRED dtributesin Event Notification content in section 8.

4. send Event Notifications that conform to the requirements of the Ddlivery Method Document for each
supported Ddlivery Method (the conformance requirements for Delivery Method Documents is specified in
section 10).

5. support al operations as described in Table 16:

Table 16 — Conformance Requirements for Operations

Operation Conformance requirements
Create-Printer- Subscriptions (section 11.1.2) REQUIRED
Create-Job- Subscriptions (section 11.1.1) OPTIONAL
Get- Subscription-Attributes (section 11.2.2) REQUIRED
Get- Subscriptions (section 11.2.4) REQUIRED
Renew- Subscription (section 11.2.5) REQUIRED
Cance- Subscription (section 11.2.6) REQUIRED

13 IANA Condderations

This section describes the procedures for registering Event Notification Delivery Method proposas with IANA to
be used with this document. Such Delivery Method proposals can be IETF standards track documents or vendor-
defined documents. In ether case, they will be registered with IANA using procedures that extend those defined in
[ipp-mod] section 6 and 11.

These extension procedures are digned with the guidelines as st forth by the IESG [IANA-CON]. Section 13.1
defines the format and content for new regidrations for consderation. |ANA will rgject registration proposas that
leave out required information or do not follow the appropriate format described in Section 13.1.

Implementers can, a any time, define new Event Notification Delivery Methods by proposing the complete
specification to IANA:

iana@iana.org
or by filling out the gppropriate form on the IANA web pages (http:/Amww.iana.org).
IANA will forward the regigtration proposal to the IPP Designated Expert who will review the proposa with a

mailing ligt that the Designated Expert kegpsfor this purpose. Initidly, that list will be the mailing list used by the
IPPWG:
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ipp@pwg.org

even after the IPP WG is dishanded as permitted by [IANA-CON]. The IPP Designated Expert is appointed by
the IESG Area Director responsible for PP, according to [IANA-CON].

When a Delivery Method Document is approved, the | PP Designated Expert becomes the point of contact for any
future maintenance that might be required for that regigtration.

13.1 Format and Requirementsfor | PP Delivery Method Registration Proposals

This section defines the format and requirements for an PP Event Natification Delivery Method Regidration
Proposd. A Delivery Method Regidtration Proposal:

1. MUST contain the following information:

Type of regidration: |PP Event Natification Ddivery Method

Name of this ddivery method:

Proposed URL scheme name of this ddivery method:

Name of proposer:

Address of proposer:

Email address of proposer:

Isthis ddivery method REQUIRED or OPTIONAL for conformance to the PP Event Notification
Specification document:

Isthis ddivery method defining Machine Consumable and/or Human Consumable content:

2. MUST mest the conformance requirements for Delivery Method Documents specified in section 10.

14 Internationalization Consider ations

This PP Notification specification continues support for the internationaization of [ipp-mod] of attributes
containing text strings and names. Allowing a Subscribing Client to specify a different naturd language and charset
for each Subscription Object increases the internationdization support.

The Printer MUST be able to locdize the content of Human Consumable Event Natifications and to localize the
vaue of “natify-text” attribute in Machine Consumable Event Natifications that it sends to Notification Recipients.
For locdization, the Printer MUST use the vdue of the “notify-charset” attribute and the * notify- natura-languege’
attribute in the Subscription Object supplied by the Subscribing Client.
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15 Security Considerations

By far the biggest security concern is the abuse of natification: sending unwarted Event Notifications to third parties
(i.e,, spam). The problem is made worse by notification addresses that may be redistributed to multiple parties
(eg., mailing ligts). There exist scenarios where third party notification is required (see Scenario #2 and #3 in [ipp-
not-req]). The fully secure solution would require active agreement of dl recipients before sending out anything.
However, requirement #9 in [ipp-req] (“There is no requirement for IPP Printer recelving the print request to
vdidate the identity of an Event recipient”) argues againg this. Certain syssems may decide to disdlow third party
Event Notifications (a traditiona fax modd).

Clients submitting Notification requests to the IPP Printer has the same security issues as submitting an IPP/1.1
print job request. The same mechanisms used by IPP/1.1 can therefore be used by the client Notification
submission. Operations that require authentication can use the HTTP authentication. Operations thet require
privecy can usethe HTTP/TLS privecy.

The Notification access control mode should be similar to the | PP access control modd for Jobs. Creating a Per-
Printer Subscription Object is associated with auser. Only the creator or an Operator can cancel the Subscription
Object. The system may limit the ligting of itemsto only those items owned by the user. Some Subscription
Objects (e.g., those that have alifetime longer than ajob) can be done only by privileged users (users having
Operator and/or Adminigtrator access rights), if that is the authorization policy.

The standard security concerns (delivery to the right user, privacy of content, tamper proof content) gpply to the
Delivery Method. 1PP should use the security mechanism of the Delivery Method used. Some ddlivery
mechanisms are more secure than others. Therefore, sengitive Event Notifications should use the Delivery Method
that has the strongest security.

16 Status Codes

Thefollowing status codes are defined as extensons for Notification and are returned as the value of the “ Satus-
code’ parameter in the Operation Attributes Group of a response (see [ipp-mod] section 3.1.6.1). Operationsin
this document can aso return the status codes defined in section 13 of [ipp-mod]. The ‘ successful-ok’ status code
isan example of such a status code.

16.1 successful-ok-ignor ed-subscriptions (0x0003)
The Subscription Creation Operation was unable to create al requested Subscription Objects.

For a Create-Job-Subscriptions or Create- Printer- Subscriptions operation, this status code means thet the Printer
created one or more Subscription Objects, but not al requested Subscription Objects.

For a Job Creation operation, this status code means that the Printer created the Job aong with zero or more
Subscription Objects. The Printer returns this status code even if other job attributes are unsupported or in conflict.
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That is, if an PP Printer finds awarning that would alow it to return ‘ successful-ok-ignored-subscriptions and
elther  successful- ok-ignored- or- subgtituted- attributes” and/or ‘ successful- ok-conflicting-attributes’, it MUST
return ‘ successful- ok-ignored- subscriptions .

16.2 client-error-ignor ed-all-subscriptions (0x0414)

This status code is the same as ‘ successful-ok-ignored- subscriptions except that only the Create- Job-
Subscriptions and Create- Printer- Subscriptions operation return it. They return this status code only when the
Printer creates zero Subscription Objects.

17 Status Codesin Subscription Attributes Groups

This section contains values of the “notify-gtatus-code” attribute that the Printer returnsin a Subscription Attributes
Group in aresponse when the corresponding Subscription Object:

1. isnot crested or
2. iscreated and some of the client-supplied attributes are not supported.

The following sections are ordered in decreasing order of importance of the Satus-codes.

17.1 client-error-uri-scheme-not-supported (0x040C)

This gtatus code is defined in [ipp-mod]. This document extends its meaning and alowsit to bein a Subscription
Attributes Group of aresponse.

The scheme of the dient-supplied URI in a* natify-recipient-uri” Subscription Template Attribute in a Subscription
Creation Operation is not supported. See section 5.3.1.

17.2 client-error-too-many-subscriptions (0x0415)

The number of Subscription Objects supported by the Printer would be exceeded if this Subscription Object were
created (see section 5.2).

17.3 successful-ok-too-many-events (0x0005)

The dlient supplied more Eventsin the * notify-events’ operation attribute of a Subscription Creation Operation than
the Printer supports, as indicated in its “ notify- max- events- supported” Printer attribute (see section 5.3.2).
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17.4 successful-ok-ignor ed-or -substituted-attributes (0x0001)

This gatus code is defined in [ipp-mod]. This document extends its meaning to include unsupported Subscription
Template Attributes and it can gppear in a Subscription Attributes Group.

18 Encodings of Additional Attribute Tags

This section assgns vaues to two attributes tags as extensons to the encoding defined in [ipp-pro]).

The “ subscription-attributes-tag” delimits Subscription Template Attributes Groups in requests and Subscription
Attributes Groups in responses.

The “event-notification-attributes-tag” delimits Event Natifications in Delivery Methods that use an I1PP-like
encoding.

The following table specifies the vaues for the ddimiter tags

Tag Value (Hex) Meaning
0x06 “ subscription-attributes-tag”
0x07 “event-notification attributes-tag”

19 References

[IANA-CON]
Narte, T. and Alvestrand, H.T.: Guiddines for Writing an IANA Consderations Section in RFCs, Work
in Progress, draft-iesg-iana-consderations-04.txt, May 21, 1998.

[ipp-mod]
deBry, R., , Hastings, T., Herriot, R., Isaacson, S., Powell, P., “Internet Printing Protocol/1.1: Mode and
Semantics’, <draft-ietf-ipp-mode-v11-07.txt>, work in progress, May 22, 2000.

[ipp-not-req]
deBry, R., Lewis, H., Hagtings, T., “Internet Printing Protocol/1.1: Requirements for IPP Notifications’,
<draft-ietf-ipp-not-04.txt>, work in progress, July 6, 2000.

[ipp-pro]
Herriot, R., Butler, S, Moore, P., Tuner, R., “Internet Printing Protocol/1.1: Encoding and Transport”,
<draft-ietf-ipp-protocol-v11-06.txt>, work in progress, May 30, 2000.

[ipp-prog]

Hadtings, T., Bergman, R., Lewis, H., “1PP: Job Progress Attributes’, <draft-ietf-ipp-job-prog-00.txt>
work in progress, July 6, 2000.

Herriot, et d. Expires February 29, 2001 [page 60]



1760
1761
1762

1763
1764

1765
1766

1767
1768
1769

1770
1771

1772
L773
L774

L775
1776
Lrr7

L778

L779
1780
1781
1782
1783
1784
1785
1786
1787
1788
1789
1790
1791
1792
1793
1794

INTERNET-DRAFT |PP: Event Notification August 29, 2000

[ipp-set]
Kugler, C., Hagtings, T., Herriot, R., Lewis, H, “Internet Printing Protocol (1PP): Job and Printer Set
Operations’, <draft-ietf-ipp-job- printer- set-ops-02.txt>, work in progress, March 23, 2000.

[RFC2026]
S. Bradner, "The Internet Standards Process -- Revision 3", RFC 2026, October 1996.

[RFC2119]
S. Bradner, “Key words for use in RFCs to Indicate Requirement Levels’, RFC 2119 , March 1997

[RFC2566]
deBry, R, , Hagtings, T., Herriot, R., Isaacson, S., Powell, P., “Internet Printing Protocol/1.0: Model and
Semantics’, RFC 2566, April 1999.

[RFC2567]
Wright, D., “Design Gods for an Internet Printing Protocol”, RFC 2567, April 1999.

[RFC2568]
Zilles, S, “Rationale for the Structure and Modd and Protocol for the Internet Printing Protocol”, RFC
2568, April 1999.

[RFC2569]
Herriot, R., Hastings, T., Jacobs, N., Martin, J., “Mapping between LPD and IPP Protocols’, RFC 2569,
April 1999.

20 Author’s Addresses

Robert Herriot

Xerox Corporation

3400 Hillview Ave, Bldg #1
Pdo Alto, CA 94304

Phone: 650-813-7696
Fax: 650-813-6860
Emall: robert.herriot@pahv.xerox.com

Tom Hadings

Xerox Corporation

737 Hawaii St. ESAE 231
El Segundo, CA 90245

Phone: 310-333-6413
Fax: 310-333-5514

Herriot, et d. Expires February 29, 2001 [page 61]



INTERNET-DRAFT |PP: Event Notification August 29, 2000

1795 e-mal: hastings@cp10.es.xerox.com
1796

1797 Scott A. 1saacson

1798 Novdl, Inc.

1799 122E 1700 S

1800 Provo, UT 84606

1801

1802 Phone: 801-861-7366

1803 Fax: 801-861-2517

1804 e-mail: Ssaacson@novell.com
1805

1806 Roger deBry

1807 Utah Vdley State College
1808 Orem, UT 84058

1809

1810 Phone: (801) 222-8000

1811 EMail: debryro@uvsc.edu
1812

1813 Jay Martin

1814 Underscore Inc.

1815 9 Jacqueline S.

1816 Hudson, NH 03051-5308
1817 603-889-7000

1818 fax: 775-414-0245

1819 e-mal: jkm@underscore.com
1820

1821 Michad Shepherd

1822 Xerox Corporation

1823 800 Phillips Road MS 128-51E
1824 Webster, NY 14450

1825

1826 Phone: 716-422-2338

1827 Fax: 716-265-8871

1828 e-mal: mshepherd@crt.xerox.com
1829

Herriot, et d. Expires February 29, 2001 [page 62]



INTERNET-DRAFT |PP: Event Notification August 29, 2000

1830 Ron Bergman

1831 Hitachi Koki Imaging Solutions
1832 1757 Tapo Canyon Road

1833 Smi Valley, CA 93063-339%4
1834

1835 Phone: 805-578-4421

1836 Fax: 805-578-4001

1837 Emall: rbergma@hitachi- hkis.com

1838 A. Appendix - Model for Notification with Cascading Printers

1839  With thismodd (see Figure 2), there is an intervening Print server between the human user and the output-device.
1840  Sothe system effectively hastwo Printers. There are two cases to consider.

1841 1. Whenthe Printer 1 (in the server) generates Events, the system behaves like the dlient and Printer in Figure
1842 1. Inthis case, Printer 1 sends Event Notifications that are shown as Event Natifications (A) of Figure 2,.
1843 2. When the Printer 2 (in the output-device) generates Events, there are two possible system configurations:
1844 a) Printer 1 forwards the client-supplied Subscription Creation Operations to the downstream Printer 2
1845 and lets Printer 2 send the Event Natifications directly to the Notification Recipients supplied by the
1846 Client (Event Natifications(C) in the diagram).

1847 b) Printer 1 performs the client-supplied Subscription Creation Operations and also forwards the

1848 Subscription Creation Operations to Printer 2 with the Notification Recipient changed to be the Printer
1849 1. When an Event occursin Printer 2, Printer 2 sends the Event Notification (B) to Notification

1850 Recipient of Printer 1, which relays the received Event Natification (B) to the client-supplied

1851 Notification Recipient (as Event Notifications(A) in the diagram). Note, when aclient performs a

1852 Subscription Creation Operation, Printer 1 need not forward the Subscription Crestion Operation to
1853 Printer 2 if it would create a duplicate Subscription Object on Printer 2.

1854  Note when Printer 1 is forwarding Subscription Creation Operations to Printer 2, it may request Printer 2 to create
1855  additiond Subscription Objects (caled “ piggy-backing”). Piggy-backing is useful when:

1856 - Device A is configured to accept (IPP or non-1PP) requests from other servers.
1857 - Server Swants to receive Job Events that the client didn’t request and Server S wants these Events for
1858 jobsit submits and not for other jobs.
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server S device A
. + e T +
I I | I
S + Subscription | ####H#HHRBHH] | #AHHBHAH R
| client |--Creation ----># Printer #| Subscription | # Printer #|
LRI + Operation | # Object 1#|---Creation------ | ># Obj ect 2#|
| ###| #HHH#HH | Oper ati on | ###H| #| ##HH ]
AT R [-]----+
LI + Event | | | |
| Notific-|<-Notifications(A)-+ +-- Event Notifications(B)--+ |
| ation Re| <------------- Event Notifications(C----------------- +
| ci pi ent |
Fom e m o +

Figure2 —Mode for Natification with Cascading Printers

B. Appendix - Distributed Model for Notification

A Printer implementation could use some other remote notification service to provide some or most of the service,
For example, the remote notification service could send Event Notifications usng Delivery Methods that are not
directly supported by the output device or server. Or, the remote notification service could store Subscription
Objects (passed to it from the output device in response to Subscription Creation requests), accept Events, format
the Event Natification in the natura language of the Notification Recipient, and send the Event Notifications to the
Notification Recipient(s).

Figure 3 shows this partitioning. The interface between the output device (or server) and the remote notification
serviceis outside the scope of this document and is intended to be trangparent to the client and this document. The
combination of the output device (or server) and the notification service together congtitute an 1PP Printer
conforming to this Notification document.

Herriot, et d. Expires February 29, 2001 [page 64]



1885
1886
1887
1888
1889
1890
1891
1892
1893
1894
1895
1896
1897
1898
1899
1900
1901
1902
1903
1904
1905
1906
1907
1908
1909

1910

1911

1912
1913
1914
1915

1916

1917
1918
1919
1920
1921
1922

1923
1924

INTERNET-DRAFT |PP: Event Notification August 29, 2000

kkhkkkkhkhkkkhkhhkkhkkhhkkkhkhhkkkikkk*k
*

* Printer (including
the distributed

Noti fication Service)

*

*

* out put device or server
Ee +
PDA, desktop, or server * o+ HUHHBHHHHRR +
LRI + * |  # partial # |
| client |---1PP Subscription-------- ># Printer # |
R + Creation operation * | # Object # |
* | BHHEE| #BHEE |
LI R | ------- +
* | Subscriptions
* | OR Event
R + * | Notifications
| Notification| | PP-defi ned W E N +
| Reci pi ent | <--Event Notifications---| Notification |
S + * | Service |
Fa T Sy +
*
kkhkkkhkkhkkhkhkhkhhkhkhkhhkkhkhkkhkhkkkhkhk*kx
*** = | npl ementati on configurati on opaque boundary

Figure 3 — Opaque Use of a Notification Service Transparent to the Client

C. Appendix - Extended Notification Recipient

The modd dlows for an extended Notification Recipient that isitself a notification service that forwards each Event
Notification to another recipient (caled the Ultimate Notification Recipient in this section). The Delivery Method to
the Ultimate Recipient is probably different from the Ddivery Method used by the Printer to the extended
Notification Recipient.

This extended Natification Recipient is trangparent to the Printer but not to the client.

When aclient performs a Subscription Creation Operation, it specifies the extended Notification Recipient asiit
would any Notification Recipient. In addition, the client specifies the Ultimate Notification Recipient in the
Subscription Cregation Operation in amanner specified by the extended Notification Recipient. Typicaly, it is either
some bytesin the vaue of “notify-user-data’ or some additiond parameter in the vaue of “notify-recipient-uri”.
The client aso subscribes directly with the extended Notification Recipient (by means outsde this document), since
it isanatification sarvicein its own right.

The IPP Printer treats the extended Notification Recipient like any other Notification Recipient and the PP Printer
is not aware of the forwarding. The Delivery Method that the extended Notification Recipient uses for ddivering
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the Event Notification to the Ultimate Notification Recipient is beyond the scope of this document and is
trangparent to the IPP Printer.

Examples of this extended Notification Recipient are paging, immediate messaging services, generd natification
sarvices, and NOS vendors' infrastructure. Figure 4 shows this approach.

PDA, desktop, or server server or output device
e +
S + | ##H#HARHBHE |
| client |---Subscription Creation ----------- ># Printer # |
U + Oper ati on | # Object # |
| ###H| #iaHH |
L + R + | PP-defined L | ------- +
| U tinmate | any | Notification|<--Event Notifications----+
| Notification|<----|Recipient |
| Reci pi ent | R +
Fomm e + (Notification Service)

Figure4 — Use of an Extended Notification Recipient transparent to the Printer

D. Appendix - Details about Conformance Terminology
The following paragraph provide more details about conformance terminology.

REQUIRED - an adjective usad to indicate that a conforming | PP Printer implementation MUST support the
indicated operation, object, attribute, attribute vaue, status code, or out-of-band value in requests and
responses. See [ipp-mod] “Appendix A - Terminology for adefinition of “support”. Since support of
this entire Notification specification is OPTIONAL for conformanceto |PP/1.0 or IPP/1.1, the
use of the term REQUIRED in this document means “REQUIRED if this OPTIONAL
Notification specification isimplemented”.

RECOMMENDED - an adjective used to indicate that a conforming IPP Printer implementation is
recommended to support the indicated operation, object, attribute, attribute value, status code, or out- of-
band value in requests and responses. Since support of this entire Notification specification is
OPTIONAL for conformanceto | PP/1.0 or 1PP/1.1, the use of theterm RECOMMENDED in
this document means“ RECOMMENDED if this OPTIONAL Notification specification is
impl emented” .

OPTIONAL - an adjective used to indicate that a conforming I1PP Printer implementation MAY, butisNOT
REQUIRED to, support the indicated operation, object, attribute, attribute value, status code, or out-of-
band value in requests and responses.
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E. Appendix - Object Model for Notification

This section describes the Notification object model that adds a Subscription Object which together with the Job
and Printer object provide the complete Notification semantics.

The object reationships can be seen pictoridly as.

Subscription Objects (Per-Printer Subscriptions) Printer object
+----+ Fom e e e ook +
N R R I >| |
+- - - - ++ | |
| S2 | <emmmmmm e e i >| pl |
+- - - - ++ | |
| S8 | <-mmmmm e e >| |
+----+ S +
Job objects
SR +
I I
+-- oot I j1 I
| s4 | <------- > I
+----+ | |
| | s4 is a Per-Job Subscription Object
e ++
I I
+o- - I j2 I
| s5 | <------ > I
+- - - - ++ | |
| s6 | <----- >| | s5 and s6 are Per-Job Subscription
+--- -+ B TR ++ Obj ect s
| |
I j3 I
I I
| | <----> indicates association
TS +

Figure5— Object Model for Notification

sl, 82, and s3 are Per-Printer Subscription Objects and can identify Printer and/or Job Events.
A, s5, and s6 are Per-Job Subscription Objects and can identify Printer and/or Job Events.

E.1 Appendix - Object relationships
This sub-section defines the object relationships between the Printer, Job, and Subscription Objects by example.
Whether Per-Printer Subscription Objects are actualy contained in a Printer object or are just bi-directiondly

associated with them in someway is IMPLEMENTATION DEPENDENT and is trangparent to the client.
Smilarly, whether Per-Job Subscription Objects are actualy contained in a Job object or are just bi-directiondly
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associated with them in someway iIsSIMPLEMENTATION DEPENDENT and is trangparent to the client. The
object relationships are defined as follows:

E.2 Printer Object and Per-Printer Subscription Objects

1. The Printer object contains (is associated with) zero or more Per-Printer Subscription Objects (pl contains
s1-s3 Per-Printer Subscription Objects).

2. Each Per-Printer Subscription Object (s1, s2, and s3) is contained in (or is associated with) exactly one
Printer object (pl).

E.3 Job Object and Per-Job Subscription Objects

1. A Jobobject (j1, j2, j3) isassociated with zero or more Per-Job Subscription Objects (s4-s6). Jobjlis
associated with Per-Job Subscription Object s4, Job j2 is associated with Per-Job Subscription Objects
s5 and 6, and Job j3 is not associated with any Per-Job Subscription Object.

2. Each Per-Job Subscription Object is associated with exactly one Job object.

F. Appendix - Per-Job versus Per-Printer Subscription Objects

Per-Job and Per-Printer Subscription Objects are quite smilar. Either type of Subscription Object can subscribe
to Job Events, Printer Events, or both. Both types of Subscription Objects can be queried using the Get-
Subscriptions and Get- Subscription+ Attributes operations and canceled using the Cancel- Subscription operation.
Both types of Subscription Objects create Subscription Objects which have the same Subscription Object
atributes defined. However, there are some semantic differences between Per-Job Subscription Objects and Per-
Printer Subscription Objects. A Per-Job Subscription Object is established by the client when submitting ajob
and after creating the job using the Create- Job- Subscriptions operation by specifying the “job-id” of the Job with
the “natify-job-id” attribute. A Per-Printer Subscription Object is established between a client and a Printer using
the Create- Printer- Subscriptions operation. Some specific differences arel

1. A dient usudly creates one or more Per-Job Subscription Objects as part of the Job Cresation operations
(Create-Job, Print-Job, and Print-URI), rather than using the OPTIONAL Create- Job- Subscriptions
operation, especialy since Printer implementations NEED NOT support the Create- Job- Subscriptions
operation, sinceitis OPTIONAL.

2. For Per-Job Subscription Objects, the Subscription Object is only vaid while the job is* not-complete” (see
sections 5.4.3) while for the Per-Printer Subscription Objects, the Subscription Object is vdid until the time (in
seconds) that the Printer returned in the “notify-lease-expiraion-time” operation atribute.

3. Job Eventsin a Per-Job Subscription Object apply only to “one job” (the Job created by the Job Cregtion
operation or references by the Create- Job- Subscriptions operation) while Job Events in a Per-Printer
Subscription Object gpply to ALL jobs contained in the | PP Printer.
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G. Appendix: Full Copyright Statement
Copyright (C) The Internet Society (1998,1999,2000). All Rights Reserved

This document and trandations of it may be copied and furnished to others, and derivative works that comment on
or otherwise explain it or assst in itsimplementation may be prepared, copied, published and distributed, in whole
or in part, without restriction of any kind, provided that the above copyright notice and this paragraph are included
on al such copies and derivative works. However, this document itself may not be modified in any way, such as
by removing the copyright notice or references to the Internet Society or other Internet organizations, except as
needed for the purpose of developing Internet standards in which case the procedures for copyrights defined in the
Internet Standards process must be followed, or as required to trandate it into languages other than English.

The limited permissions granted above are perpetua and will not be revoked by the Internet Society or its
SUICCESSOrs or assigns.

This document and the information contained hereinis provided on an “AS IS’ bassand THE INTERNET
SOCIETY AND THE INTERNET ENGINEERING TASK FORCE DISCLAIMS ALL WARRANTIES,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF
THE INFORMATION HEREIN WILL NOT INFRINGE ANY RIGHTSOR ANY IMPLIED
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.
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