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Abstract

This document describes an OPTIONAL extension ¢éolmiternet Printing Protocol/1.1: Model and
Semantics (RFC 2911, RFC 2910). This extensi@walla client to subscribe to printing related
Events. Subscriptions are modeledalsscription Objects. The Subscription Object specifies that
when one of the specifidévents occurs, the Printer delivers an asynchroriewent Notification to the
specifiedNotification Recipient via the specified Push or PliElivery Method (i.e., protocol).

A client associates Subscription Objects with dipalar Job by performing the Create-Job-
Subscriptions operation or by submitting a Job withscription information. A client associates
Subscription Objects with the Printer by performan@reate-Printer-Subscriptions operation. Four
other operations are defined for Subscription Qbjgéet-Subscriptions-Attributes, Get-Subscriptjons
Renew-Subscription, and Cancel-Subscription.
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1 Introduction

This IPP notification specification is an OPTIONA&Ktension to Internet Printing Protocol/1.1: Model
and Semantics [RFC2911, RFC2910]. See Appendiwr28 description of the base IPP documents.
This document in combination with the following dogents is intended to meet the most important
notification requirements described in [ipp-notjreq

Internet Printing Protocol (IPP): “Job ProgresgiAtites” [RFC3381]
Internet Printing Protocol (IPP): “The ‘ippget’ Daery Method for Event Notifications” [ipp-
get-method]

This specification REQUIRES that clients and Prisiupport the ‘ippget’ Pull Delivery Method [ipp-
get-method]. Conforming client and Printer implenagions MAY support additional Push or Pull
Delivery Methods as well. Note: this document doesdefine any Delivery Methods itself, but it
does define the rules for conformance for Delivdisthod Documents and their registration with
IANA (see section 23.7.3).

Refer to the Table of Contents for the layout @ tftocument.

1.1 Notification Overview

This document defines operations that a clientpeaform in order to creat®bscription Objectsin a
Printer and carry out other operations on thenSuBscription Object represents a Subscription
abstraction. The Subscription Object specifies Wigen one of the specifidélents occurs, the
Printer delivers an asynchrondggent Notification to the specifiedNotification Recipient via the
specifiedDelivery Method (i.e., protocol).

When a client (called &ubscribing Client) performs an operation that creates a Subscri@igect,

the operation contains one or m&scription Template Attributes Groups. Each such group holds
information used by the Printer to initialize a mgwreated Subscription Object. The Printer create
one Subscription Object for each Subscription TetepRAttributes Group in the operation. This group
is like the Job Template Attributes group definedRFC2911]. The following is an example of the
information included in a Subscription Templateristites Group (see section 5 for details on the
Subscription Object attributes):

1. The names of Subscribed Events that are of intevébe Notification Recipient.

2. The address (URL) of one Notification Recipient&Push Delivery Method or the method for
a Pull Delivery Method.

3. The Delivery Method (i.e., the protocol) which thenter uses to deliver the Event
Notification.

4. Some opaque data that the Printer delivers to thi#idation Recipient in the Event
Notification. For example, the Notification Re@pt might use this opaque data as a
forwarding address for the Event Notification.
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5. The charset to use in text fields within an Eveatification
6. The natural language to use in the text fieldhefEvent Notification

7. The requested lease time in seconds for the SpliscriObject

An operation that creates a Subscription Objecaiked aSubscription Creation Operation. These
operations include the following operations (sesisa 11.1 for further details):

- Job Creation operatiort When a client performs such an operation (Praftt-Print-URI,
and Create-Job), a client can include zero or rBaoiescription Template Attributes Groups
in the request. The Printer creates one Subsani@bject for each Subscription Template
Attributes Group in the request, and the Printepamstes each such Subscription Object with
the newly created Job. This document extends theseations’ definitions in [RFC2911] by
adding Subscription Template Attributes Groupsim tequest and Subscription Attributes
Groups in the response.

- Create-Job-Subscriptions operation:A client can include one or more Subscription
Template Attributes Groups in the request. ThatPricreates one Subscription Object for
each Subscription Template Attributes Group and@ates each with the job that is the
target of this operation.

- Create-Printer-Subscriptions operation: A client can include one or more Subscription
Template Attributes Groups in the request. ThatPricreates one Subscription Object for
each Subscription Template Attributes Group and@ates each with the Printer that is the
target of this operation.

For each of the above operations:

- the Printer associates a Subscription Object ighRrinter or a specific Job. When a
Subscription Object is associated with a Job Objed called &Per-Job Subscription
Object. When a Subscription Object is associated wiiater Object, it is called Ber-
Printer Subscription Object.

- the response contains one Subscription Attributesifor each Subscription Template
Attributes Group in the request and in the samerordlVhen the Printer successfully creates a
Subscription Object, its corresponding Subscriptnibutes Group contains the “notify-
subscription-id” attribute. This attribute uniquédientifies the Subscription Object and is
analogous to a “job-id” for a Job object. Somerapens described below use the “notify-
subscription-id” to identify the target Subscripti@bject.

This document defines the following additional @igms (see section 11.2 for further details):

- Restart-Job operation: When a client performs the Restart-Job operat#J2911], the
Printer re-uses the same Job and its Subscriptipect.
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Validate-Job operation: When a client performs this operation, a cliemt iceclude zero or
more Subscription Template Attributes Groups inrdopuest. The Printer determines if it
could create one Subscription Object for each Suiigan Template Attributes Group in the
request. This document extends this operatiorfigitien in [RFC2911] by adding
Subscription Template Attributes Groups in the esj@and Subscription Attributes Groups in
the response.

Get-Subscription-Attributes operation: This operation allows a client to obtain the
specified attributes of a target Subscription Objec

Get-Subscriptions operation: This operation allows a client to obtain the spiediattributes
of all Subscription Objects associated with thenteri or a specified Job.

Renew-Subscription operation:This operation renews the lease on the targePReter
Subscription Object before it expires. A newlyatesl Per-Printer Subscription Object
receives an initial lease. It is the duty of therd to use this operation frequently enough to
preserve a Per-Printer Subscription Object. Thetétrdeletes a Per-Printer Subscription
Object when its lease expires. A Per-Job Subsonifidbject last exactly as long as its
associated Job Object and thus doesn’t have a lease

Cancel-Subscription operation: This operation (1) cancels the lease on the dpdder-
Printer Subscription Object and thereby deleted@rePrinter Subscription Object or (2)
deletes the Per-Job Subscription Object.

When an Event occurs, the Printer finds all Supsiom Objects listening for the Event (see secfion

for detai

Is on finding such Subscription ObjectBhr each such Subscription Object, the Printer:

a) generates an Event Notification with informatiomsified in section 9, AND
b) either:

1)

Herriot et al.

If the Delivery Method is a Push Delivery Methodiradicated by the presence of the
Subscription Object’s “notify-recipient-uri” attnitbe, delivers the Event Notification
using the Delivery Method and target address ifledtin the Subscription Object’s
“notify-recipient-uri” attribute, OR

If the Delivery Method is a Pull Delivery Method iaslicated by the presence of the
Subscription Object’s “notify-pull-method” attribeitsaves Event Notification for a time
period called the Event Life defined by the Deliwv&tethod, i.e., the Notification
Recipient is expected to fetch the Event Notificas.
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2 Models for Notification

2.1 Model for Simple Notification (Normative)

As part of a Subscription Creation Operation, & FRrinter (i.e., located in an output device or a
server) creates one or more Subscription Objdats. Subscription Creation Operation, the client
specifies the Notification Recipient to which thenfer is to deliver Event Notifications. A
Notification Recipient can be the Subscribing liena third party.

Figure 1 shows the Notification model for a sim@lent-Printer relationship.

enbedded printer:
out put device or server

PDA, desktop, or server R +
S + | #HAHBHBHHRE |
| client |[----- Subscription --------- ># Printer # |
Foeme-- - + Creation Operation | # Object # |

L + | HH#HE| #HHRE |
| Notification]| Foemem - - [------- +
| Reci pi ent | <----1PP Event Notifications----+

S + (Job and/or Printer Events)

Figure 1 — Model for Notification

2.2 Additional Models for Notification (Informative )

Additional models have been proposed (see Appesdi6el7, and 18).

3 Terminology

This section defines terminology used throughoist dlocument. Other terminology is defined in
[RFC2911].

3.1 Conformance Terminology

Capitalized terms, such 8JST, MUST NOT, REQUIRED, SHOULD, SHOULD NOT, MAY,
NEED NOT, andOPTIONAL , have special meaning relating to conformancesfisetl in RFC 2119
[RFC2119] and [RFC2911] section 12.1. If an impéemation supports the extension defined in this
document, then these terms apply; otherwise, tbhayotl. These terms define conformanchis
document only; they do not affect conformance to other documantkess explicitly stated otherwise..

Note: a feature that is OPTIONAL in this documeatdmes REQUIRED if the Printer implements a
Delivery Method that REQUIRES the feature.
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READ-ONLY —an adjective used in an attribute definition toidate that an IPP Printer MUST NOT
allow the attribute’s value to be modified.

3.2 Other Terminology

This document uses the same terminology as [RFQ28a4dh as ¢lient”, “ Printer”, “ attribute ”,
“attribute value”, “keyword”, “operation”, “request’, “responsé, “administrator”, “ operator”,
and ‘support”. In addition, the following terms are defined fgse in this document and the Delivery

Method Documents:

Compound Event Notification —two or more Event Notifications that a Printer dets together as a
single request or response. The Delivery Methodub@ent specifies whether the Delivery Method
supports Compound Event Notifications.

Delivery Method —the mechanism by which the Printer delivers an EManification.

Delivery Method Document —a document, separate from this document, that eiefiniDelivery
Method.

Event —some occurrence (either expected or unexpectetinntie printing system of a change of
state, condition, or configuration of a Job or Enirobject. An Event occurs only at one instarttrive
and does not span the time the physical Event fallees. For example, jam-occurred and jam-cleared
are two distinct, instantaneous Events, even thologliam may last for a while.

Event Life — For a Pull Delivery Method, the length of time gcends after an Event occurs during
which the Printer will retain that Event for deliyen an Event Notification. After the Event Life
expires, the Printer will no longer deliver an EwvBlotification for that Event in such a response.

Event Notification —the information about an Event that the Printeivées when an Event occurs.

Event Notification Attributes Group — The attributes group which is used to deliver anriv
Notification in a request (Push Delivery Methodspaesponse (Pull Delivery Methods).

Human Consumable Event Notification Hocalized text for human consumption only. Therao
standardized format and thus programs should paotparse this text.

Job Creation operation —One of the operations that creates a Job objewtt-Fob, Print-URI and
Create-Job. The Restart-Job operation [RFC291idtisonsidered a Job Creation operation, since
the Printer re-uses the existing Job object. Takddte-Job operation is not considered a Job ©reat
operation because no Job object is created. Tdrerefhen a statement also applies to either the
Restart-Job and/or the Validate-Job operation, #reymentioned explicitly.

Job Event —an Event caused by some change in a particulasrjdhe Printer, e.g., 'job-completed'.

Machine Consumable Event Notification -bytes for program consumption. The bytes are ftteda
according to the Delivery Method document.
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Notification — when not in the phrases ‘Event Notification’ aibtification Recipient’ — the
concepts of this specification, i.e., Events, Suption Objects, and Event Notifications.

Notification Recipient —the entity to which the Printer delivers an Eventification. For Push
Delivery Methods, the IPP Printer sends the Naitfns to a Notification Recipient. For Pull
Delivery Methods, the Notification Recipient isiagtin the role of an IPP client and requests Event
Notifications and so the terms “client” and “Naot#ition Recipient” are used interchangeably with
such Delivery Methods. For example, see [ipp-gethod].

Per-Job Subscription Object— A Subscription Object that is associated wilingle Job. The
Create-Job-Subscriptions operation and Job Creapenations create such an object.

Per-Printer Subscription Object — A Subscription Object that is associated with Riinter as a
whole. The Create-Printer-Subscriptions operati@ates such an object.

Printer Event — an Event caused by some change in the Printerstinat specific to a job, e.g.,
'printer-state-changed'.

Pull Delivery Method —The Printer saves Event Notifications for some élitime and expects
the Notification Recipient to request Event No#ations. The Printer delivers the Event Notificato
in a response to such a request.

Push Delivery Method The Printer delivers the Event Notification shodlyer an Event occurs.

Subscribed Event -an Event that the Subscribing Client expressesdstén by making it a value of
the “notify-events” attribute on a Subscription €xdj

Subscribed Job Event -a Subscribed Event that is a Job Event.
Subscribed Printer Event —a Subscribed Event that is a Printer Event.
Subscribing Client— The client that creates the Subscription Object.

Subscription Attributes Group — The attributes group in a response that contaibs@iption Object
attributes.

Subscription Creation Operation —An operation that creates a Subscription Objech Qreation
operations, Create-Job-Subscriptions operatiorat€+Brinter-Subscriptions operation. In the contex
of a Job Creation operation, a Subscription Creddperation is the part of the Job Creation openati
that creates one or more Subscription objects. Rdstart-Job operation [RFC2911] is not considered
a Subscription Creation Operation, since the Rriaises the Job’s existing Subscription Objects,
rather than creating any new Subscription Objects.

Subscription Creation Request -The request portion of a Subscription Creation @ten.

Subscription Description Attributes — Subscription Object attributes that a Printer sigspdluring a
Subscription Creation Operation.
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Subscription Object —An object containing a set of attributes that iatkc the Notification
Recipient (for Push Delivery Method only), the elly Method, the Subscribed Events that cause the
Printer to deliver an Event Notification, and théormation to include in an Event Notification.

Subscription Template Attributes —Subscription Object attributes that a client caopdypin a
Subscription Creation Operation and associatedd?ridbject attributes that specify supported and
default values for the Subscription Object attrésut

Subscription Template Attributes Group — The attributes group in a request that contains
Subscription Object attributes that are Subscnipliemplate Attributes.

4 Object Relationships
This section defines the object relationships betwtde Printer, Job, and Subscription Objects. It
does not define the implementation. For an ilatstn of these relationships, see Appendix 19.
4.1 Printer and Per-Printer Subscription Objects
1. A Printer object can be associated with zero orenttar-Printer Subscription Objects.

2. Each Per-Printer Subscription Object is associaidiexactly one Printer object.

4.2 Printer, Job and Per-Job Subscription Objects
1. A Printer object is associated with zero or more dbjects.
2. Each Job object is associated with exactly onetérobject.
3. A Job object is associated with zero or more PbrSlabscription Objects.

4. Each Per-Job Subscription Object is associatedexidctly one Job object.

5 Subscription Object

A Subscribing Client creates a Subscription Objéth a Subscription Creation Operation in order to
indicate its interest in certain Events. See eactil for a description of these operations. Wdnen
Event occurs, the Subscription Object specifieh¢oPrinter where to deliver Event Notifications fo
Push Delivery Methods only, how to deliver thend arhat to include in them. See section 9 for
details on the contents of an Event Notification.

Using the IPP Job Template attributes as a model [RFC2911] section 4.2), the attributes of a
Subscription Object are divided into two categorisbscription Template Attributes and
Subscription Description Attributes.
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Subscription Template attributes are, in turn, ttke Job Template attributes, divided into
1. Subscription Object attributes that a client caopdyiin a Subscription Creation Request and

2. their associated Printer Object attributes that$psupported and default values for the
Subscription Object attributes

The remainder of this section specifies generasrtdr Subscription Template Attributes and
describes each attribute in a Subscription Object.

5.1 Rules for Support of Subscription Template Attr ibutes

Subscription Template Attributes are fundamentah&Notification model described in this
specification. The client supplies these attributeSubscription Creation Operations and the €rint
uses these attributes to populate a newly creatbdc@ption Object.

Subscription Objects attributes that are Subsompiiemplate Attributes conform to the following
rules:

1. Each attribute’s name starts with the prefix stfingtify-" and this document calls such
attributes “notify-xxx”.

2. For each “notify-xxx” Subscription Object attribudefined in column 1 of Table 1 in section
5.3, Table 1 specifies corresponding Printer aitab: “notify-xxx-default”, “notify-xxx-
supported”, “yyy-supported” and “notify-max-xxx-guqrted” defined in column 2 of Table 1.
Note “xxx” stands for the same string in each s “yyy” stands for some other string.

3. If a Printer supports “notify-xxx” in column 1 ofable 1, then the Printer MUST support all
associated attributes specified in column 2 of &dbl For example, Table 1 shows that if the
Printer supports “notify-events”, it MUST supporiotify-events-default”, “notify-events-
supported” and “notify-max-events-supported”.

4. If a Printer does not support “notify-xxx” in columi of Table 1, then the Printer MUST NOT
support any associated “notify-yyy” attributes gped in column 2 of Table 1. For example,
Table 1 shows that if the Printer doesn’t suppnodtify-events”, it MUST NOT support
“notify-events-default”, “notify-events-supportedhd “notify-max-events-supported”. Note
this rule does not apply to attributes whose natioasot start with the string “notify-" and are
thus defined in another object and used by othebates.

5. Most “notify-xxx” attributes have a correspondingyy-supported” attribute that specifies the
supported values for “notify-xxx”. Column 2 of Tlall specifies the name of each “yyy-
supported” attribute. The naming rules of IPP($de [RFC2911]) are used when “yyy-
supported” is “notify-xxx-supported”.
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6. Some “notify-xxx” attributes have a correspondimgtify-xxx-default” attribute that specifies
the value for “notify-xxx” if the client does notigply it. Column 2 of Table 1 specifies the
name of each “notify-xxx-default” attribute. Thaming rules of IPP/1.1 (see [RFC2911]) are
used.

If a client wishes to present an end user witlstadi supported values from which to choose, thentl
SHOULD query the Printer for its supported valuglates. The client SHOULD also query the
default value attributes. If the client then lisntelectable values to only those values that are
supported, the client can guarantee that the valugglied by the client in the create requestadll f
within the set of supported values at the Print&hen querying the Printer, the client MAY
enumerate each attribute by name in the Get-PrAiteibutes Request, or the client MAY just supply
the ‘subscription-template’ group name in ordegéd the complete set of supported attributes (both
supported and default attributes — see section3)1.2

5.2 Rules for Processing Subscription Template Attr ibutes

This section defines a detailed set of rules tHatiater follows when it processes Subscription
Template Attributes in a Subscription Creation Rexju These rules are similar to the rules for
processing Operation attributes in [RFC2911]. Tisathe Printer may or may not support an attabut
and a client may or may not supply the attribiBeme combinations of these cases are OK. Others
return warnings or errors, and perhaps a list stipported attributes.

A Printer MUST implement the following behavior fprocessing Subscription Template Attributes in
a Subscription Creation Request:

1. If a client supplies a “notify-xxx” attribute fromolumn 1 of Table 1 and the Printer supports it and
its value, the Printer MUST populate the attriboiethe created Subscription Object.

2. If a client supplies a “notify-xxx” attribute fromolumn 1 of Table 1 and the Printer doesn’t
support it or its value, the Printer MUST NOT pagtel the attribute on the created Subscription
Object with it. The Printer MUST do one of theléoling:

a) If the value of the “notify-xxx” attribute is unspprted, the Printer MUST return the attribute
with its value in the Subscription Attributes Groaifthe response.

b) If “notify-xxx” is an unsupported attribute, theifier MUST return the attribute in the
Subscription Attributes Group of the response thi ‘unsupported’ out-of-band value.

Note: The rules of this step are the same as f@upported Attributes [RFC2911] section 3.1.7.
except that the unsupported attributes are retumtte Subscription Attributes Group rather than
the Unsupported Attributes Group because Subsenifireation Operations can create more than
one Subscription Object).

3. Ifaclientis REQUIRED to supply a “notify-xxx” @ibute from column 1 of Table 1 and the
Printer doesn’t support the supplied value, thateriMUST NOT create a Subscription Object.
The rules for Unsupported Attributes in step #R apply.
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4. If a client does not supply a “notify-xxx” attribeifrom column 1 of Table 1 and the attribute is
REQUIRED for the client to supply, the Printer MU&ject the Subscription Creation Operation
(including Job Creation operations) without creg@nSubscription Object, and MUST return in
the response:

a) the status code ‘client-error-bad-request’ AND
b) no Subscription Attribute Groups.

5. If a client does not supply a “notify-xxx” attribeifrom column 1 of Table 1 that is OPTIONAL for
the client to supply, and column 2 of Table 1 aithe

a) specifies a “notify-xxx-default” attribute, the Rter MUST behave as if the client had supplied
the “notify-xxx-default” attribute (see step #1)dpopulate the Subscription object with the
value of the “notify-xxx-default” attribute as patthe Subscription Creation operation (unlike
Job Template attributes where the Printer doepoptilate the Job object with defaults — see
[RFC2911]) OR

b) does not specify a “notify-xxx-default” attributde Printer MUST populate the “notify-xxx”
attribute on the Subscription Object accordingh®definition of the “notify-xxx” attribute in a
section 5.3. For some attributes, the “notify-xis’populated with the value of some other
attribute, and for others, the “notify-xxx” is NQdbpulated on the Subscription object at all.

6. A Printer MUST create a Subscription Object forfe&abscription Template Attributes group in a
request unless the Printer:

a) encounters some attributes in a Subscription Templtributes Group that require the Printer
not to create the Subscription Object OR

b) would create a Per-Job Subscription Object whdoetsn't have space for another Per-Job
Subscription Object OR

c) would create a Per-Printer Subscription Object wihdonesn’t have space for another Per-
Printer Subscription Object.

7. Aresponse MUST contain one Subscription Attribuesup for each Subscription Template
Attributes Group in the request (and in the sandeQrwhether the Printer creates a Subscription
Object from the Subscription Template Attribute®@r or not. However, the attributes in each
Subscription Attributes Group can be in any order.

8. The Printer MUST populate each Subscription Atti@suGroup of the response such that each
contains:

a) the “notify-subscription-id” attribute (see sectibrt.1), if and only if the Printer creates a
Subscription Object.

b) the “notify-lease-duration” attribute (see sect®8.8), if and only if the Printer creates a Per-
Printer Subscription Object. The value of thisiltite is the value of the Subscription Object’s
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“notify-lease-duration” attribute. This value MAde different from the client-supplied value
(see section 5.3.8). If a client supplies thiglaite in the creation of a Per-Job Subscription
Object, it MUST appear in this group with the oftband value ‘unsupported’ to indicate that
the Printer doesn’t support it in this context.

c) all of the unsupported Subscription Template Atitéds from step #2. Note, they are not
returned in the Unsupported Attributes Group ineortd separate the unsupported attributes for
each Subscription Object.

d) the “notify-status-code” attribute if the Printesas not create the Subscription Object or if
there are unsupported attributes from step #2. pbissible values of the “notify-status-code”
attribute are shown below (see section 13 for rdetails). The Printer returns the first value
in the list below that describes the status.

‘client-error-uri-scheme-not-supported’: the Suioon Object was not created because
the scheme of the “notify-recipient-uri” attribugenot supported. See section 13.1 for
more details about this status code. See step #si section for the case that causes
this error, and the resulting step #6a) that catise®rinter not to create the
Subscription Object.

‘client-error-attributes-or-values-not-supportedttie Subscription Object was not created
because the method of the “notify-pull-method”ihtite is not supported. See section
13.1 for more details about this status code. sBge#3 in this section for the case that
causes this error, and the resulting step #6acthates the Printer not to create the
Subscription Object.

‘client-error-too-many-subscriptions’: the Subption Object was not created because the
Printer has no space for additional Subscriptiofe€ib. The client MAY try again
later. See section 13.3 for more details abostgstatus code. See steps #6b) and #6c¢)
in this section for the cases that causes this.erro

‘successful-ok-too-many-events’: the Subscriptidsject was created without the “notify-
events” values included in this Subscription Attitds Group because the “notify-
events” attribute contains too many values. Setmel3.4 for more details about this
status code. See step #2 in this section ansa€esis.3 for the cases that cause this
status code.

‘successful-ok-ignored-or-substituted-attributeshe Subscription Object was created but
some supplied Subscription Template Attributesusrgupported. These unsupported
attributes are also in the Subscription AttribuBsup. See section 13.5 for more
details about this status code. See step #2srs#ation for the cases that cause this
status code.

9. The Printer MUST validate all Subscription TemplAt&ibutes and MUST return all unsupported
attributes and values in the corresponding Subsanigttributes Group of the response (see step
#2) unless it determines that it could not credutitaonal Subscription Objects because of
condition #6b) or condition #6c). Then, the PnMt&cED NOT validate these additional
Subscription Template Attributes and the client MUSOT expect to find unsupported attributes
from step #2 in such additional Subscription Atitd Groups.
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5.3 Subscription Template Attributes

This section contains the Subscription Templateiiites defined for the Subscription and Printer
objects.

Table 1 below shows the Subscription Template Bdtes and has two columns:

- Attribute in Subscription Object: the name and attribute syntax of each Subscriiioject
Attribute that is a Subscription Template Attribute

- Default and Supported Printer Attributes: the default attribute and supported Printer
attributes that are associated with the attribmtgolumn 1.

The “notify-recipient-uri” attribute is for use witPush Delivery Methods. The “notify-pull-method”
attribute is for use with Pull Delivery Methods.

For Push Delivery Methods, a Printer MUST suppbratributes in Table 1 below except for “notify-
pull-method” and “notify-attributes” (and “notifyytl-method-supported” and “notify-attributes-
supported”). For Pull Delivery Methods, a Prilt&dST support all attributes in Table 1 below
except for “notify-recipient-uri” and “notify-attoutes” (and “notify-schemes-supported” and “notify-
attributes-supported”). If a Printer supportshbBtish and Pull Delivery Methods, then it MUST
support both “notify-recipient-uri” and “notify-plinethod” attributes.

For Pull Delivery Methods, a client MUST supply tifg-recipient-uri” and MAY omit any of the rest
of the attributes in column 1 of Table 1 in a Sulpdion Creation Request. For Push Delivery
Methods, a client MUST supply “notify-pull-methodhd MAY omit any of the rest of the attributes
in column 1 of Table 1 in a Subscription Creatia@gRest. A client MUST NOT supply both “notify-
recipient-uri” and “notify-pull-method” attributas the same Subscription Creation Request.

Note: The Default and Supported Printer attriblitged in column 2 of Table 1 do not have separate
sections in this specification defining their seti@an Instead, the section for the corresponding
Subscription Object attribute (column 1 of Tablec@ihtains the semantics of these Printer attributes
This approach follows the precedence of the Jobplae attributes in section 4.2 of [RFC2911]
where the corresponding “xxx-default” and “xxx-sopjed” Printer attributes are defined in the same
section as the “xxx” Job attribute.
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Table 1 — Subscription Template Attributes

Attribute in Subscription Object Default and SuppdrPrinter Attributes
notify-recipient-uri (uri) * notify-schemes-suppodte1setOf uriScheme)
notify-pull-method (type2 keyword) ** notify-pull-ntbod-supported (1setOf type2 keyword)
notify-events (1setOf type2 keyword) notify-eventfaillt (1setOf type2 keyword)

notify-events-supported (1setOf type2 keyword)
notify-max-events-supported (integer(2:MAX))
notify-attributes (1setOf type2 keyword) notify-#ttes-supported (1setOf type2 keyword)
notify-user-data (octetString(63))

notify-charset (charset) charset-supported (1set@fset)
notify-natural-language generated-natural-language-supported
(naturalLanguage) (1setOf naturalLanguage)

notify-lease-duration (integer(0:MAX)) notify-leaskeration-default (integer(0:67108863))
notify-lease-duration-supported (1setOf (integer(O:
67108863) | rangeOflnteger(0:67108863)))

notify-time-interval (integer(0:MAX))
* “notify-recipient-uri” is for Push Delivery Metlas only.
** “notify-pull-method” is for Pull Delivery Method only.

5.3.1 notify-recipient-uri (uri)

This attribute’s value is a URL, which is a speciase of a URI. Its value consists of a schemeaand
address. The address specifies the NotificatiarigRent and the scheme specifies the Push Delivery
Method for each Event Notification associated witis Subscription Object.

If a Printer supports any Push Delivery MethodBriater MUST support this attribute and return the
value as supplied by the client (no case convemiarther canonicalization) in any operation reg@on
that includes this attribute.

For a Push Delivery Method, a client MUST supplsg thttribute in a Subscription Creation Operation.
Thus there is no need for a default Printer attebu

The URI scheme of the value of this attribute @u@scription object MUST be a value of the “notify-
schemes-supported (1setOf uriScheme)” Printebatti(see section 5.3.1.1). Note: According to
[RFC2396] the “:” terminates the scheme and smtgart of the scheme. Therefore, values of the
“notify-schemes-supported” Printer attribute do maiude the “:” character.

If the client supplies an unsupported scheme irvéthge of this attribute, then the Printer MUST NOT
create the Subscription Object and MUST returr‘tiogify-status-code” attribute with the ‘client-
error-uri-scheme-not-supported’ value in the Supsion Attributes Group in the response.
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5.3.1.1 notify-schemes-supported (1setOf uriScheme )

This attribute contains the URI schemes supportdle “notify-recipient-uri” Subscription Template
attribute. See sections 5.1 and 5.2 for the beha¥i“xxx-supported” Subscription Template Printer
attributes.

5.3.2 notify-pull-method (type2 keyword)
This attribute’s value is a type2 keyword indicgtimhich Pull Delivery Method is to be used.

Since a Printer MUST support the ‘ippget’ Pull @eliy Method [ipp-get-method] (see section 15), a
Printer MUST support this attribute and returnvh&ie as supplied by the client in any operation
response that includes this attribute.

For a Pull Delivery Method, a client MUST supplystlattribute in a Subscription Creation Operation.
Thus there is no need for a default Printer attebu

The keyword value of this attribute on a Subsaniptbbject MUST be a value of the “notify-pull-
method-supported (1setOf type2 keyword)” Printénlaite.

If the client supplies an unsupported method inviddae of this attribute, then the Printer MUST NOT
create the Subscription Object and MUST returri‘tiogify-status-code” attribute with the ‘client-
error-attributes-or-values-not-supported’ valu¢hie Subscription Attributes Group in the response.

5.3.2.1 notify-pull-method-supported (1setOf type2 keyword)

See sections 5.1 and 5.2 for the behavior of “xxp®rted” Subscription Template Printer attributes.

5.3.3 notify-events (1setOf type2 keyword)

This attribute contains a set of Subscribed EveWhen an Event occurs and it “matches” a value of
this attribute, the Printer delivers an Event Na#fion using information in the Subscription Oltjec
The details of “matching” are described subsechi@3.5.

A Printer MUST support this attribute.

A client MAY supply this attribute in a Subscripti€Creation Operation. If the client does not suppl
this attribute in Subscription Creation Operatithrg, Printer MUST populate this attribute on the
Subscription Object with its “notify-events-defdudttribute value.

Each keyword value of this attribute on a SubsiipObject MUST be a value of the “notify-events-
supported (1setOf type2 keyword)” Printer attribute
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The number of values of this attribute MUST NOT eed the value of the “notify-max-events-
supported” attribute. A Printer MUST support ade2 values per Subscription Object. If the numbe
of values supplied by a client in a Subscriptioediion Operation exceeds the value of this atteijbut
the Printer MUST treat extra values as unsupporddaes and MUST use the value of ‘successful-ok-
too-many-events’ for the “notify-status-code” ditrie in the Subscription Attributes Group of the
response.

5.3.3.1 notify-events-default (1setOf type2 keyword )

See sections 5.1 and 5.2 for the behavior of “xafadIt” Subscription Template Printer attributes.

5.3.3.2 notify-events-supported (1setOf type2 keywo  rd)

See sections 5.1 and 5.2 for the behavior of “xupge®rted” Subscription Template Printer attributes.

5.3.3.3 notify-max-events-supported (integer(2:MAX) )

This attribute specified the maximum number of @s¢hat the Printer supports for the “notify-evénts
Subscription Template attribute. See sectiongbdl5.2 for the behavior of “xxx-supported”
Subscription Template Printer attributes.

5.3.3.4 Standard Values for Subscribed Events

Each value of this attribute is a keyword and ddfies a Subscribed Event that represents certain
changes. Some keywords represent a subset ofehahgnother keyword, e.g., ‘job-completed’ is
an Event value which is a sub-value of ‘job-statarge’. See section 5.3.3.5 for the case whese thi
attribute contains both a value and a sub-value.

The values in this section are divided into thrategories: No Events, Job Events and Printer Events

A Printer MUST support the Events indicated as “RERED” and MAY support the Events
indicated as “OPTIONAL".
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5.3.3.4.1No Events
The standard and only keyword value for No Evestts i

‘none’. REQUIRED - no Event Notifications for any Eventss the sole value of “notify-events-
supported”, this value means that the Printer do¢support the delivery of Event Notifications.
As the sole value of “notify-events-default”, tivglue means that a client MUST specify the
“notify-events” attribute in order for a Subscriati Creation Operation to succeed. If the Printer
receives this value as the sole value of a SuligmmiCreation Operation, it does not create a
Subscription Object. If a Printer receives thikieavith other values of a Subscription Creation
Operation, the Printer MUST treat this value asiasupported value.

5.3.3.4.2Subscribed Printer Events
The standard keyword values for Subscribed Prigtents are:

‘printer-state-changed’: REQUIRED — the Printer changed state from aatesio any other state.
Specifically, the value of the Printer’s “printdiate”, “printer-state-reasons” or “printer-is-
accepting-jobs” attributes changed.

This Subscribed Event value has the following salues: ‘printer-restarted’ and ‘printer-
shutdown’. A client can listen for any of thesd&salues if it doesn’t want to listen to all printe
state changes:

‘printer-restarted’ : OPTIONAL — when the printer is powered up .
‘printer-shutdown’ : OPTIONAL —when the device is being powered down .

‘printer-stopped: REQUIRED — when the printer stops printing, itee value of the
“printer-state” Printer attribute becomes ‘stopped’

‘printer-config-changed’: OPTIONAL — when the configuration of a Printer lthsinged, i.e., the
value of the “printer-message-from-operator” or éegynfiguration” Printer attribute has changed.
A “configuration” Printer attribute is an attributehich can change value because of some human
interaction either direct or indirect, and whicm@ covered by one of the other Events in this
section. Examples of “configuration” Printer ditries are any of the Job Template attributes,
such as “xxx-supported”, “xxx-ready” and “xxx-deféiu The client has to perform a Get-Printer-
Attributes to find out the new values of these dwhattributes. This Event is useful for GUI
clients and drivers to update the available printgrabilities to the user.

This Event value has the following sub-values:ripgr-media-changed’ and ‘printer-finishings-

changed’. A client can listen for any of these-salues if it doesn’t want to listen to all prirter
configuration changes:
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‘printer-media-changed’: OPTIONAL — when the media loaded on a printer reenb
changed, i.e., the “media-ready” attribute has gledn This Event includes two cases:
an input tray that goes empty and an input trayrinaeives additional media of the
same type or of a different type. The client nalstck the “media-ready” Printer
attribute (see [RFC2911] section 4.2.11) separatefind out what changed.

‘printer-finishings-changed’: OPTIONAL — when the finisher on a printer has been
changed, i.e., the “finishings-ready” attribute shanged. This Event includes two
cases: a finisher that goes empty and a finisterstrefilled (even if it is not full). The
client must check the “finishings-ready” Printetribute separately to find out what
changed.

‘printer-queue-order-changed’: OPTIONAL — the order of jobs in the Printer's geehas changed,
so that an application that is monitoring the queare perform a Get-Jobs operation to determine
the new order. This Event does not include whgrba&nters the queue (the ‘job-created’ Event
covers that) and does not include when a job letheegueue (the ‘job-completed’ Event covers

that).

5.3.3.4.3Subscribed Job Events
The standard keyword values for Subscribed Job t&\ae:

‘job-state-changed: REQUIRED - the job has changed from any stasnfoother state.
Specifically, the Printer delivers this Event whesethe value of the “job-state” attribute or “job-
state-reasons” attribute changes. When a Jolmiswed from the Job Retention or Job History

phases (see [RFC2911] section 4.3.7.1), no Eveagdrisrated.

This Event value has the following sub-values: “@bated’, ‘job-completed’ and ‘job-stopped'.
A client can listen for any of these sub-values doesn’t want to listen to all ‘job-state changes

‘job-created’: REQUIRED - the Printer has accepted a Job @reajperation, a Restart-
Job operation [RFC2911], or any job operation thaates a Job object from an
existing Job object. The Printer populates thésjtiime-at-creation” attribute value
(see [RFC2911] section 4.3.14.1). The Printer phegob in the ‘pending’, ‘pending-
held’ or ‘processing’ states.
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‘job-completed’: REQUIRED - the job has reached one of the coteglstates, i.e., the
value of the job’s “job-state” attribute has chath¢g@ ‘completed’, ‘aborted’, or
‘canceled’. The Job’s “time-at-completed” and ‘elitme-at-completed” (if supported)
attributes are set (see [RFC2911] section 4.3.When a Job completes, a Notification
Recipient MAY query the Job using the Get-Job-Atites operation. To allow such a
guery, the Printer retains the Job in the Job Rieteand/or the Job History phases (see
[RFC2911] section 4.3.7.1) for a suitable amourtiroé that depends on
implementation and the Delivery Methods supportélde Printer also delivers this
Event when a Job is removed with the Purge-Jobatiper(see [RFC2911] section
3.2.9). In this case, the Event Notification MU&port the ‘job-state’ as ‘canceled’
and the Job object is no longer present for query.

‘job-stopped: OPTIONAL — when the job stops printing, i.e.e tvalue of the “job-state”
Job attribute becomes ‘processing-stopped’.

‘job-config-changed’: OPTIONAL — when the configuration of a job hasmted, i.e., the value of
the “job-message-from-operator” or any of the “¢égafation” Job attributes have changed. A
“configuration” Job attribute is an attribute tlzain change value because of some human
interaction either direct or indirect. Examples@adnfiguration” Job attributes are any of the job
template attributes and the “job-name” attribuitwe client performs a Get-Job-Attributes to find
out the new values of the changed attributes. Ewent is useful for GUI clients and drivers to
update the job information to the user.

‘job-progress: OPTIONAL — when the Printer has completed Prinangheet. See the separate
[RFC3381] specification for additional attributésit a Printer MAY deliver in an Event
Notification caused by this Event. The “notify-Bamterval” attribute affects this Event by
causing the Printer NOT to deliver an Event Nodfion every time a ‘job-progress’ Events
occurs. See section 5.3.9 for full details.

5.3.3.5 Rules for Matching of Subscribed Events

When an Event occurs, the Printer MUST find eadbsS8uption object whose “notify-events”
attribute “matches” the Event. The rules for “nimtg)” of Subscribed Events are described separately
for Printer Events and for Job Events. This sectilso describes some special cases.

5.3.3.5.1Rules for Matching of Printer Events

Given that the Printer causes Printer Event E tmdor each Per-Job or Per-Printer Subscriptiom S
the Printer, if E equals a value of this attribmté& or E is a sub-value of a value of this attigoinn S,
the Printer MUST generate an Event Notification.

Consider the example. There are three Subscrifitgacts each with the Subscribed Printer Event
‘printer-state-changed’. Subscription Object AiBer-Printer Subscription Object. Subscription
Object B is a Per-Job Subscription Object for Joant Subscription Object C is a Per-Job
Subscription Object for Job 2. When the Printéeenthe ‘stopped’ state, the Printer delivers an
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Event Notification to the Notification RecipientE ®ubscription Objects A, B, and C because thss is
Printer Event. Note if Job 1 has already completeel Printer would not deliver an Event Notificeati
for its Subscription Object, even if Job 1 is re& in the Job Retention and/or the Job Historgeha
(see [RFC2911] section 4.3.7.1).

5.3.3.5.2Rules for Matching of Job Events
Given that Job J causes Job Event E to occur:

1. For each Per-Printer Subscription S in the Printéf,equals a value of this attribute in S or E is
a sub-value of a value of this attribute in S,Rnmter MUST generate an Event Notification.

2. For each Per-Job Subscription S associated witll JblE equals a value of this attribute in S
or E is a sub-value of a value of this attribut&ijrthe Printer MUST generate an Event
Notification.

3. For each Per-Job Subscription S that is NOT astsatiob J, if E equals a value of this
attribute in S or E is a sub-value of a value o #itribute in, the Printer MUST NOT generate
an Event Notification from S.

Consider the example: There are three Subscri@lgacts listening for the Job Event ‘job-
completed’. Subscription Object A is a Per-Prir@abscription Object. Subscription Object B is a
Per-Job Subscription Object for Job 1, and Subenbject C is a Per-Job Subscription Object for
Job 2. In addition, Per-Printer Subscription ObJ2és listening for the Job Event ‘job-state-chadg
When Job 1 completes, the Printer delivers an EMetification to the Notification Recipient of
Subscription Object A (because it is Per-Printed Subscription Object B because it is a Per-Job
Subscription Object associated with the Job geimgrétte Event. The Printer also delivers an Event
Notification to the Notification Recipient of Sulvgation Object D because ‘job-completed’ is a sub-
value of ‘job-state-changed’ — the value that Stipson Object D is listening for. The Printer doe
not deliver an Event Notification to the Notificati Recipients of Subscription Object C becauseat i
Per-Job Subscription Object associated with sorbheotlter than the Job generating the Event.

5.3.3.5.3Special Cases for Matching Rules

This section contains two rules for the speciaktaaiere a single Event produces multiple Event
Notifications destined for the same NotificationcRgent. These two rules clarify whether a Printer
should send multiple Event Notifications or condate them into a single Event Notification.

If an Event matches Subscribed Events in two difieSubscription Objects and the Printer would
deliver two identical Event Notifications (except the “notify-subscription-id” attribute) to thame
Notification Recipient using the same Delivery Madhthe Printer MUST deliver both Event
Notifications. That is, the Printer MUST NOT tiy ¢onsolidate seemingly identical Event
Notifications that occur in separate Subscriptibjeots. Incidentally, the Printer MUST NOT reject
Subscription Creation Operations that would créaiescenario.
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Consider the example: At the time a Job compléiese are two Per-Printer Subscription Objects A
and B with the same Notification Recipient R. Sulpgion Object A has the Subscribed Job Event
‘job-state-changed’. Subscription Object B hasShéscribed Job Event ‘job-completed’. Both
Subscription Objects match the Event ‘job-complet€de Printer delivers two Event Notifications to
the Notification Recipient R. One with the value ‘gib-state-changed’ for the “notify-subscribed-
event” attribute and the other with the value mh-completed’ for the “notify-subscribed-event”
attribute.

If an Event matches two Subscribed Events in dei8gbscription object (e.g., a value and its sub-
value), a Printer MAY deliver one Event Notificatibor each matched value in the Subscription
Object or it MAY deliver only a single Event Notifition. The rules in sections 5.3.3.5.1 and 5.23.5
are purposefully flexible about the number of EMdotifications sent when Event E matches two or
more values in a Subscription Object.

Consider the example: At the time a Job complet&jbscription Object A has two Subscribed Job
Events ‘job-state-changed’ and ‘job-completed’.BSubscribed Job Events match the Event ‘job-
completed’. The Printer delivers either one or &w@nt Notifications to the Notification Recipierit o
Subscription Object A, depending on implementatitnit delivers two Event Notifications, one has
the value of ‘job-state-changed’ for the “notifybscribed-event” attribute, and the other has Hiees
of ‘job-completed’ for the “notify-subscribed-evmttribute. If it delivers one Event Notificatioit
has the value of either ‘job-state-changed’ or-gampleted’ for the “notify-subscribed-event”
attribute, depending on implementation. The atfarifor choosing such a value is implementation
dependent.

5.3.4 notify-attributes (1setOf type2 keyword)

This attribute contains a set of attribute namé&then a Printer delivers a Machine Consumable Event
Notification, it includes a fixed set of attributésee section 9.1). If this attribute is preset the

Event Notification is Machine Consumable, the Rnirglso includes the attributes specified by this
attribute.

A Printer MAY support this attribute.

A client MAY supply this attribute in a Subscripti€€reation Operation. If the client does not syppl
this attribute in Subscription Creation Operatiorih@ Printer does not support this attribute, the
Subscription Object either (1) MAY contain the “ifiptattributes” attribute with a ‘none’ value or)(2
NEED NOT contain the attribute at all. There is*'notify-attributes-default” Printer attribute.

Each keyword value of this attribute on a SubsiipObject MUST be a value of the “notify-
attributes-supported (1setOf type2 keyword)” Primtitribute (see section 5.3.4.1). The “notify-
attributes-supported” MAY contain any Printer dtttrie, Job attribute or Subscription Object attgbut
that the Printer supports in an Event NotificationhMUST NOT contain any of the attributes in
Section 9.1 that a Printer automatically puts iregant Notification; it would be redundant. If keot
supplies an attribute in Section 9.1, the Print&tSV treat it as an unsupported attribute valudef t
“notify-attributes” attribute.
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The following rules apply to each keyword value fNh@ “notify-attributes” attribute: If the value N
names:

a) a Subscription attribute, the Printer MUST usedtigbute N in the Subscription Object that is
being used to generate the Event Notification.

b) a Job attribute and the Printer is generating anEMotification from a Per-Job Subscription
Object S, the Printer MUST use the attribute Nnie dob object associated with S.

c) a Job attribute and the Printer is generating aanEMotification from a Per-Printer Subscription
Object and the Event is:

* aJob Event, the Printer MUST use the attribute bhé Job object that caused the Event.
» a Printer Event, the Printer MUST use the attritNii@ the active Job.
If a Printer supports this attribute and a SubsiompODbject contains this attribute and the Delver
Method generates a Machine Consumable Event Natiibic, the Printer MUST include in each Event
Notification:
a) the attributes specified in section 9.1 and
b) each attribute named by this attribute.
The Printer MUST NOT use this attribute to geneeatéuman Consumable Event Notification.

5.3.4.1 notify-attributes-supported (1setOf type2 k  eyword)

See sections 5.1 and 5.2 for the behavior of “xupge®rted” Subscription Template Printer attributes.

5.3.5 notify-user-data (octetString(63))

This attribute contains opaque data that some Bwlivethods include in each Machine Consumable
Event Notification. The opaque data might contéonexample:

- the identity of the Subscriber
- apath or index to some Subscriber information

- akey that identifies to the Notification Recipi¢né ultimate recipient of the Event
Notification

- the id for a Notification Recipient that had prawsty registered with an Instant Messaging
Service

A Printer MUST support this attribute.
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A client MAY supply this attribute in a Subscripti€€reation Operation. If the client does not suppl
this attribute in the Subscription Creation Openatithe Subscription Object either (1) MAY contain
the “notify-user-data” attribute with a zero lengtlue or (2) NEED NOT contain the attribute at all
There is no “notify-user-data-default” Printer dittrte.

There is no “notify-user-data-supported” Printdrilatite. Rather, any octetString whose length does
not exceed 63 octets is a supported value. Ilethgth exceeds 63 octets, the Printer MUST treas it
an unsupported value.

5.3.6 notify-charset (charset)

This attribute specifies the charset to be useldarEvent Notification content sent to the Notifioa
Recipient, whether the Event Notification contenbMachine Consumable or Human Consumable.

A Printer MUST support this attribute.

A client MAY supply this attribute in a Subscripti€€reation Operation. If the client does not syppl
this attribute in Subscription Creation Operatiorsapplies an unsupported value, the Printer MUST
populate this attribute in the Subscription Objeith the value of the “attributes-charset” operatio
attribute, which is a REQUIRED attribute in all IIRRyuests (see [RFC2911]). If the value of the
“attributes-charset” attribute is unsupported, Rnmter MUST populate this attribute in the
Subscription Object with the value of the Printéckarset-configured” attribute. There is no “Mpti
charset-default” Printer attribute.

The value of this attribute on a Subscription ObMUST be a value of the “charset-supported
(1setOf charset)” Printer attribute.

5.3.7 notify-natural-language (naturalLanguage)

This attribute specifies the natural language tade in any human consumable text in the Event
Notification content sent to the Notification Reeipt, whether the Event Notification content is
Machine Consumable or Human Consumable.

A Printer MUST support this attribute.

A client MAY supply this attribute in a Subscripti€€reation Operation. If the client does not syppl
this attribute in Subscription Creation Operatiorsapplies an unsupported value, the Printer MUST
populate this attribute in the Subscription Objeith the value of the “attributes-natural-language”
operation attribute, which is a REQUIRED attributell IPP requests (see [RFC2911] section 3.1.4).
If the value of the “attributes-natural-languagétibute is unsupported, the Printer MUST populate
this attribute in the Subscription Object with treue of the Printer’s “natural-language-configtred
attribute (see [RFC2911] section 4.4.19). Themoisnotify-natural-language-default” Printer
attribute.

The value of this attribute on a Subscription ObMtST be a value of the “generated-natural-
language-supported (1setOf type2 naturalLangudgeter attribute (see [RFC2911] section 4.4.20).
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5.3.8 notify-lease-duration (integer(0:67108863))

This attribute specifies the duration of the le@seeconds) associated with the Per-Printer
Subscription Object at the time the Subscriptiofe@was created or the lease was renewed. The
duration of the lease is infinite if the value i9.8., the lease never expires. See section 6.3
“notify-lease-expiration-time (integer(0:MAX))” famore details.

This attribute is not present on a Per-Job Subtseni®bject because the Subscription Object lasts
exactly as long as the associated Job object.diSeession of the ‘job-completed’ event in section
5.3.3.4.3 about retention of the Job object aftengletion.

A Printer MUST support this attribute.

For a Subscription Object Creation operation okaJdb Subscription Object, the client MUST NOT
supply this attribute. If the client does supplistattribute, the Printer MUST treat it as an
unsupported attribute.

For a Subscription Creation Operation of a PertBriBubscription Object or a Renew-Subscription
operation, a client MAY supply this attribute. thie client does not supply this attribute, the ferin
MUST populate this attribute with its “notify-leasi@ration-default” (0:67108863) attribute valué. |
the client supplies this attribute with an unsuppdwvalue, the Printer MUST populate this attribute
with a supported value, and this value SHOULD belase as possible to the value requested by the
client. Note: this rule implies that a Printer doi assign the value of O (infinite) unless thierd
requests it.

After the Printer has populated this attribute vatbupported value, the value represents the ‘ggant
duration” of the lease in seconds and the Prinpeates the value of the Subscription Object’s ‘fyeti
lease-expiration-time” attribute as specified intem 5.4.3.

The value of this attribute on a Subscription ObMUtST be a value of the “notify-lease-duration-
supported” (1setOf (integer(0:67108863) | rangetefiar(0:67108863))) Printer attribute.

A Printer MAY require authentication in order tauen the value of O (the lease never expires) as on
of the values of “notify-lease-duration-supporteafid to allow 0 as a value of the “notify-lease-
duration” attribute.

Note: The maximum value 67,108,863 is 2 raiseitiéa?26 power minus 1 and is about 2 years in
seconds. The value is considerably less than Mé&\¥at there is virtually no chance of an overflow
when the Printer adds it to the Printer’s “printgrtime” attribute value (see [RFC2911] section
4.4.29) to produce the “notify-lease-expirationginsubscription Description attribute value (see
section 5.4.3).

5.3.8.1 notify-lease-duration-default (integer(0:67  108863))

See sections 5.1 and 5.2 for the behavior of “xafadIt” Subscription Template Printer attributes.
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5.3.8.2 notify-lease-duration-supported (1setOf (in  teger(0: 67108863) |
rangeOfinteger(0:67108863)))

See sections 5.1 and 5.2 for the behavior of “Xxqxp®rted” Subscription Template Printer attributes.

5.3.9 notify-time-interval (integer(0:MAX))

The ‘job-progress’ Event occurs each time thatiatér completes a sheet. Some Notification
Recipients do not want to receive an Event Notiftcaevery time this Event occurs. This attribute
allows a Subscribing Client to request how oftemants to receive Event Notifications for ‘job-
progress’ Events. The value of this attribute MB& any nonnegative integer (0,MAX) indicating the
minimum number of seconds between ‘job-progresgrEWotifications.

The Printer MUST support this attribute if and orilthe Printer supports the ‘job-progress’ Event.

A client MAY supply this attribute in a Subscripti€€reation Operation. If the client does not suppl
this attribute in the Subscription Creation Openatithe Subscription Object either (1) MAY contain
the “notify-time-interval” attribute with a ‘0’ vale or (2) NEED NOT contain this attribute at all.
There is no “notify-time-interval-default” Printattribute.

There is no “notify-time-interval-supported” Printttribute.

If the ‘job-progress’ Event occurs and a SubsaiptObject contains the ‘job-progress’ Event as a
value of the ‘notify-events’ attribute, there anetcases to consider:

1. This attribute is not present on the SubscriptidmeCt or has the value of 0. The Printer MUST
generate and deliver an Event Notification (afigssdase with other Events).

2. This attribute is present with a nonzero value of N

a) If the Printer has not sent an Event Notificationthe ‘job-progress’ Event for the associated
Subscription Object within the past N seconds Rheter MUST deliver an Event Notification
for the Event that just occurred. Note when thatBr completes the first page of a Job, this
rule implies that the Printer delivers an Eventifizd#tion for a Per-Job Subscription Object.

b) Otherwise, the Printer MUST NOT generate or delareiEvent Notification for the associated
Subscription Object. The Printer MUST NOT incretsevalue of the “notify-sequence-
number” Subscription Object attribute (i.e., thgueence of values of the “notify-sequence-
number” attribute counts the Event Notificationattthe Printer sent and not the Events that do
not cause an Event Notification to be sent).

It is RECOMMENDED that a Subscribing Client usesthttribute when it subscribes to the ‘job-
progress’ Event, and that the value be sufficielatfge to limit the frequency with which the Printe
delivers Event Notifications requests.

This attribute MUST NOT effect any Events othentljab-progress’.
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5.4 Subscription Description Attributes

Subscription Description Attributes are those htties that a Printer adds to a Subscription Olgject
the time of its creation.

A Printer MUST support all attributes in this Talle

A client MUST NOT supply the attributes in TablénZa Subscription Template Attributes Group of a
Subscription Creation Operation. There are noespwnding default or supported attributes.

Table 2 — Subscription Description Attributes

Subscription Object attributes:

notify-subscription-id (integer(1:MAX))
notify-sequence-number (integer(0:MAX))
notify-lease-expiration-time (integer(0:MAX))
notify-printer-up-time (integer(1:MAX))
notify-printer-uri (uri)

notify-job-id (integer(1:MAX))
notify-subscriber-user-name (name(MAX))

5.4.1 notify-subscription-id (integer (1:MAX))

This attribute identifies a Subscription Objecttamce with a number that is unique within the crinte
of the Printer. The Printer generates this vatubatime it creates the Subscription Object.

A Printer MUST support this attribute.

The Printer MAY assign the value of this attribaggjuentially as it creates Subscription Objects.
However, if there is no security on Subscriptiofeats, sequential assignment exposes the systam to
passive traffic monitoring threat.

The Printer SHOULD avoid re-using recent valuethaf attribute during continuous operation of the
Printer as well as across power cycles. Then a@iding Client is unlikely to find that a stale
reference accesses a hew Subscription Object.

The 0 value is not permitted in order to allow dompatibility with “job-id” and with MIB table inde
values, which are recommended not to be O.
5.4.2 notify-sequence-number (integer (0:MAX))

The value of this attribute indicates the numbetiroés that the Printer has generated and attentpted
deliver an Event Notification for this Subscriptiohject. When an Event Notification contains this
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attribute, the Notification Recipient can determirtgether it missed some Event Notifications (i.e.,
numbers skipped) or received duplicates (i.e., Samneber twice).

A Printer MUST support this attribute.

When the Printer creates a Subscription ObjeMUST populate this attribute with a value of 0.iS'h
value indicates that the Printer has not sent argnENotifications for this Subscription Object.

Each time the Printer delivers a newly generateshENotification, it MUST increase the value of
this attribute by 1. For some Delivery Method® Brinter MUST include this attribute in each Event
Notification, and the value MUST be the value aites increased by 1. That is, the value of this
attribute in the first Event Notification after Sdviption object creation MUST be 1, the second
MUST be 2, etc. If a Delivery Method is defineduhat the Notification Recipient returns a
response, the Printer can re-try delivering an EMatification a certain number of times with the
same sequence number when the Notification Redifaéa to return a response.

If a Subscription Object lasts long enough to rethehvalue of MAX, its next value MUST be 0, i.e.,
it wraps.

5.4.3 notify-lease-expiration-time (integer(0:MAX))

This attribute specifies the time in the future witllee lease on the Per-Printer Subscription Olydtt
expire, i.e. the “printer-up-time” value at whittte lease will expire. If the value is 0, the kagver
expires.

A Printer MUST support this attribute.

When the Printer creates a Per-Job Subscriptioedlhis attribute MUST NOT be present — the
Subscription Object lasts exactly as long as teeaated Job object. See also the discussioreof th
‘job-completed’ event in section 5.3.3.4.3 abow¢méion of the Job object after completion so that
Notification Recipient can query the Job objeceafeceiving the ‘job-completed’ Event Notification

When the Printer creates a Per-Printer Subscrifdigject, it populates this attribute with a valbatt
is the sum of the values of the Printer’s “printgrtime” attribute and the Subscription Object’s
“notify-lease-duration” attribute with the followgnexception. If the value of the Subscription
Object’s “notify-lease-duration” attribute is Ogi, no expiration time), then the value of thisilatite
MUST be set to O (i.e., no expiration time).

When the Printer powers up, it MUST populate thiskaute in each persistent Subscription Object
with a value using the algorithm in the previousagaaph.

When the “printer-up-time” equals the value of thigibute, the Printer MUST delete the Subscriptio
Object. A client can extend a lease of a Per-@ri8ubscription Object with the Renew-Subscription
operation (see section 11.2.6).
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Note: In order to compute the number of secondan@mg in a lease for a Per-Printer Subscription
Object, a client can subtract the Subscription@tifg-printer-up-time” attribute (see section 5.4.4
from the Subscription’s “notify-lease-expiratiomag” attribute.

5.4.4 notify-printer-up-time (integer(1:MAX))

This attribute is an alias for the Printer’s “partup-time” attribute “ (see [RFC2911] section 29).

In other words, when this attribute is queried with Get-Subscriptions or Get-Subscription-
Attributes operations (see sections 11.2.4 and3)1 the value returned is the current value of the
Printer’'s “printer-up-time” attribute, rather théme time at which the Subscription Object was @éat

A Printer MUST support this attribute.

When the Printer creates a Per-Job Subscriptiordlhis attribute MUST NOT be present. When
the Printer creates a Per-Printer Subscription @pijkis attribute MUST be present.

Note: this attribute exists in a Per-Printer Suipgion Object so that a client using the Get-
Subscription-Attributes or Get-Subscription operasi can convert the Per-Printer Subscription’s
“notify-lease-expiration-time” attribute to wallatk time with one request. If the value of thetffyo
lease-expiration-time” attribute is not O (i.e.,@xpiration time), then the difference between the
“notify-lease-expiration-time” attribute and thegtify-printer-up-time” is the remaining number of
seconds on the lease from the current time.

5.4.5 notify-printer-uri (uri)
This attribute identifies the Printer object thegated this Subscription Object.

A Printer MUST support this attribute.

During a Subscription Creation Operation, the RitMUST populate this attribute with the value of
the “printer-uri” operation attribute in the reque&rom the Printer URI, the client can, for exdenp
determine what security scheme was used.

5.4.6 notify-job-id (integer(1:MAX))

This attribute specifies whether the containings®uiption Object is a Per-Job or Per-Printer
Subscription Object, and for Per-Job Subscriptitje€ts, it specifies the associated Job.

A Printer MUST support this attribute.

If this attribute is not present, the Subscript@nject MUST be a Per-Printer Subscription. If this
attribute is present, the Subscription Object MUfeTa Per-Job Subscription Object and this attribute
MUST identify the Job with which the Subscriptiobj€ct is associated.
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Note: This attribute could be useful to a NotifioatRecipient that receives an Event Notification
generated from a Per-Job Subscription Object angethby a Printer Event. The Event Notification
gives access to the Printer and the Subscriptigad@bThe Event Notification gives access to the
associated Job only via this attribute. See dmonf the ‘job-completed’ event in section 5.3.3.
about retention of the Job object after complesiorthat a Notification Recipient can query the Job
object after receiving the ‘job-completed’ Eventtifoation.

5.4.7 notify-subscriber-user-name (hame(MAX))
This attribute contains the name of the user whitopaed the Subscription Creation Operation.

A Printer MUST support this attribute.

The Printer MUST populates this attribute with thest authenticated printable name that it can
obtain from the authentication service over whiod $ubscription Creation Operation was received.
The Printer uses the same mechanism for determihexgalue of this attribute as it does for a Job’s
“job-originating-user-name” (see [RFC2911] secto8.6).

Note: To help with authentication, a Subscript@inject may have additional private attributes about
the user, e.g., a credential of a principal. Sutbate attributes are implementation-dependentrand
defined in this document.

6 Printer Description Attributes Related to Notific ation
This section defines the Printer Description atii@s that are related to Notification. Table &lihe

Printer Description attributes, indicates the Rmirgupport required for conformance, and whether or
not the attribute is READ-ONLY (see section 3.1):

Table 3 — Printer Description Attributes Associatedwith Notification

Printer object attributes: REQUIRED READ-
ONLY

printer-state-change-time (integer(1:MAX)) No Yes

printer-state-change-date-time (dateTime) No Yes

6.1 printer-state-change-time (integer(1:MAX))

This OPTIONAL attribute records the most recenttiat which theprinter-state-changed’ Printer
Event occurred whether or not any Subscriptionabjeere listening for this event. This attribute
helps a client or operator to determine how lorggRhinter has been in its current state.

A Printer MAY support this attribute and if so, tattribute MUST be READ-ONLY.
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On power-up, the Printer MUST populate this attir@owith the value of its “printer-up-time” attritat
so that it always has a value. Whenever gimter-state-changed’ Printer Event occurs, thetér
MUST update this attribute with the value of thetr’s “printer-up-time” attribute.

6.2 printer-state-change-date-time (dateTime)

This OPTIONAL attribute records the most recenttiat which theprinter-state-changed’ Printer
Event occurred whether or not there were any Siygigur Objects listening for this event. This
attribute helps a client or operator to determioe fong the Printer has been in its current state.

A Printer MAY support this attribute and if so, tattribute MUST be READ-ONLY.

On power-up, the Printer MUST populate this attiéwith the value of its “printer-current-time”
attribute, so that it always has a value (see [FAQPsection 4.4.30 on “printer-current-time”).
Whenever théprinter-state-changed’ Printer Event occurs, thet&r MUST update this attribute
with the value of the Printer’s “printer-currentrg” attribute.

7 New Values for Existing Printer Description Attri butes

This section contains those attributes for whictiitamhal values are added.

7.1 operations-supported (1setOf type2 enum)

The following “operation-id” values are added imer to support the new operations defined in this

document:
Table 4 — Operation-id assignments
Value Operation Name
0x0016 Create-Printer-Subscriptions
0x0017 Create-Job-Subscriptions
0x0018 Get-Subscription-Attributes
0x0019 Get-Subscriptions
0x001A Renew-Subscription
0x001B Cancel-Subscription

8 Attributes Only in Event Notifications

This section contains those attributes that exist m Event Notifications and do not exist in any
objects.
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8.1 notify-subscribed-event (type2 keyword)

This attribute indicates the Subscribed Event ¢chaised the Printer to deliver this Event Notifioati
This attribute exists only in Event Notifications.

This attribute MUST contain one of the values @& thotify-events” attribute in the Subscription
Object, i.e., one of the Subscribed Event vallesvalue is the Subscribed Event that “matches” th
Event that caused the Printer to deliver this EWggtification. This Subscribed Event value may be
identical to the Event or the Event may be a subevaf the Subscribed Event. For example, the-‘job
completed’ Event (which is a sub-event of the ‘gibte-changed’ event) would cause the Printer to
deliver an Event Notification for either the ‘jolomopleted’ or ‘job-state-changed’ Subscribed Events
and to deliver the ‘job-completed’ or ‘job-stateaciged’ value for this attribute, respectively. See
section 5.3.3.5 for the “matching” rules of Sublsed Events and for additional examples.

The Delivery Method Document specifies whetherRhater includes the value of this attribute in an
Event Notification.

8.2 notify-text (text(MAX))

This attribute contains a Human Consumable texsages (see section 9.2). This message describes
the Event and is encoded as plain text, i.e.,/jain’ with the charset specified by Subscription
Object’s “notify-charset” attribute.

Note: this attribute contains a text message omdiyraust not contain any encoding information, such
as ‘text/plain’. The ‘text/plain’ encoding is imgit and thus the charset must be specified by an
alternate mechanism, namely the “notify-charsetitaite.

The Delivery Method Document specifies whetherRhater includes this attribute in an Event
Notification.

9 Event Notification Content
This section defines the Event Notification contiwait the Printer delivers when an Event occurs.

When an Event occurs, the Printer MUST find eadbs8tiption object whose “notify-events”

attribute “matches” the Event. See section 5.3@.5letails on “matching”. For each matched
Subscription Object, the Printer MUST create anrEWotification with the content and format that
the Delivery Method Document specifies. The cohtemtains the value of attributes specified by the
Delivery Method Document. The Printer obtains\hkies immediately after the Event occurs. For
example, if the “printer-state” attribute changesf ‘idle’ to ‘processing’, the Event ‘printer-séat
changed’ occurs and the Printer puts various ati#into the Event Notification, including “primte
up-time” and “printer-state” with the values thiaéy have immediately after the Event occurs, the.,
value of “printer-state” is ‘processing’.

Event Notification Ordering:
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When a Printer delivers Event Notifications, theeBvNotifications from any given Subscription
Object MUST be in time stamp order, i.e., in ordkincreasing “printer-up-time” attribute value in
the Event Notification (see Table 5). These EWmiifications MAY be interleaved with those from
other Subscription Objects, as long as those otreralso in time stamp order. The Printer MUST
observe these ordering requirements whether delyenultiple pending Events as multiple separate
Event Notifications or together in a single Compad&Event Notification.

If a Subscribing Client wants the Printer to deligertain Event Notifications in time stamp ordée
Subscribing Client uses a single Subscription Qbjéwen so, depending on the underlying transport,
the actual order that a Notification Recipient rees separate Event Notifications may differ frdra t
order sent by the Printer (e.g., email).

Example: Consider two Per-Printer Subscriptiongdty: SO1 and SO2. SO1 requests ‘job-state-
changed’ events and SO2 requests ‘printer-stategeth events. The number in parens is the time
stamp. The following Event Notification sequenaes the only ones that conform to the ordering
requirements for the Printer to deliver the Eveatifitations:

(a) SO1.: ‘job-created’ (1000), SO1: ‘job-stoppetD(5), SO1: ‘job-completed’ (1009), SO2:
‘printer-stopped’ (1005)

(b) SOL1.: ‘job-created’ (1000), SO1: ‘job-stoppeti0Q5), SO2: ‘printer-stopped’ (1005), SO1.:
‘job-completed’ (1009)

(c) SO1: ‘job-created’ (1000), SO2: ‘printer-stodp€L005), SOL1: ‘job-stopped’ (1005), SO1: ‘job-
completed’ (1009)

(d) SO2: ‘printer-stopped (1005), SOL1: ‘job-crea@d®d00), SO1: ‘job-stopped’ (1005), SO1: ‘job-
completed’ (1009)

Examples (b) and (c) are interleaved; examplear{d)(d) are not interleaved and are not appropriate
for some Delivery Methods.

If two different Events occur simultaneously, oarg so (e.g., “printer-up-time” has the same value
for both), the Printer MUST create a separate ENentification for each Event, even if the assodate
Subscription Object is the same for both Eventeweéler, the Printer MAY combine these distinct
Event Notifications into a single Compound Eventifization if the Delivery Method supports
Compound Event Notifications. For example, suppghaetwo nearly-simultaneously Events
represent two successive ‘printer-state-changedhisy one from ‘idle’ to ‘processing’ and another
from ‘processing’ to ‘stopped’. These two Evenasé the same name but are different instances of
the Event. Then the Printer MUST create a sep&iadat Notification for each Event and SHOULD
accurately report the “printer-state” of the fiEstent as ‘processing’ and the second Event as
‘stopped’.

If a Subscription Object contains more than onesSubed Event, and several Events occur in quick
succession each matching a different Subscribedtiwehe Subscription Object, the Printer MUST
NOT generate a single Event Notification from saVef these Events, but MAY combine distinct
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Event Notifications into a single Compound Eventifilcation if the Delivery Method supports
Compound Event Notifications.

After the Printer has created the Event Notificatithe Printer delivers it via either a:

Push Delivery Method: The Printer delivers the Bwatification shortly after an Event
occurs. For some Push Delivery Methods, the Nuatiion Recipient MUST deliver a response;
for others it MUST NOT deliver a response.

Pull Delivery Method: The Printer saves Event Noéfions for some Event Life and expects
the Notification Recipient to request Event Notitions. The Printer returns the Event
Notifications in a response to such a request.

If an error that meets the following conditions e the Printer MUST cancel the Subscription
Object.

a) the error occurs during the delivering of an EWgatification generated from Subscription Object
S AND

b) the error would continue to occur every time thiter delivers an Event Notification generated
from Subscription Object S in the future.

For example, if the address of the “notify-recipien” of Subscription Object A references a non-
existent target and the Printer determines this fa®IUST delete Subscription Object A.

The next two sections describe the values thairddPidelivers in the content of Machine Consumable
and Human Consumable Event Notifications, respelstiv

The tables in the sub-sections of this sectionaiorthe following columns:

a) Source Value:the name of the attribute that supplies the viduéhe Event Notification.
Asterisks in this field refer to a note below thble.

b) Delivers: if the Printer supports the value (column 1) o 8ource Object (column 3) the
Delivery Method MUST specify:

MUST: that the Printer MUST deliver the value.

SHOULD: either that the Printer MUST deliver the valudlat the value is incompatible
with the Delivery Method.

MAY: that the Printer MUST, SHOULD, MAY, MUST NOT, SHQD NOT, or NEED
NOT deliver the value. The Delivery Method spexsfihe level of conformance for the
Printer.

c) Source Object:the object from which the source value comeghdfobject is “Event
Notification”, the Printer fabricates the value whedelivers the Event Notification. See
section 8.
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9.1 Content of Machine Consumable Event Notificatio ns

This section defines the attributes that a Delivdgthod MUST mention in a Delivery Method
Document when specifying the Machine ConsumablenENetification’s contents.

This document does not define the order of attebin Event Notifications. However, Delivery
Method Documents MAY define the order of some bofthe attributes.

A Delivery Method Document MUST specify additiordtributes (if any) that a Printer
implementation delivers in a Machine ConsumablenEtification.

Notification Recipients MUST be able to accept Bvgatifications containing attributes they do not
recognize. What a Notification Recipient does vathunrecognized attribute is implementation-
dependent. Notification Recipients MAY attemptlisplay unrecognized attributes anyway or MAY
ignore them.

The next three sections define the attributes ienEWotification Contents that are:
1. for all Events
2. for Job Events only

3. for Printer Events only

9.1.1 Event Notification Content Common to All Even  ts
This section lists the attributes that a Delivergtvbd Document MUST specify for all Events.

Table 5 lists potential values in each Event Nodition.
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Table 5 — Attributes in Event Notification Content

Source Value Delivers Source Object
notify-subscription-id (integer(1:MAX)) MUST Subsctipn
notify-printer-uri (uri) MUST Subscription
notify-subscribed-event (type2 keyword) MUST Eventilgation
printer-up-time (integer(MIN:MAX)) MUST Printer
printer-current-time (dateTime) * MUST Printer
notify-sequence-number (integer (0:MAX)) SHOULD Sufistton
notify-charset (charset) SHOULD Subscription
notify-natural-language (naturalLanguage) SHOULD Subsion
notify-user-data (octetString(63)) ** SHOULD Subsaign
notify-text (text) SHOULD Event Notification
attributes from the “notify-attributes” attributé™* MAY Printer

attributes from the “notify-attributes” attributé™* MAY Job

attributes from the “notify-attributes” attributé™* MAY Subscription

*A Printer MUST deliver this value only if and onifyit supports the Printer’s “printer-current-tifhe
attribute.

** |f the Subscription Object does not contain atify-user-data” attribute and the Delivery Method
Document REQUIRES the Printer to deliver the “nptiker-data” source value in the Event
Notification, the Printer MUST deliver an octetisty of length 0.

*** The last three rows represent additional atités that a client MAY request via the “notify-
attributes” attribute. A Printer MAY support thedtify-attributes” attribute. The Delivery Method
MUST say that the Printer MUST, SHOULD, MAY, MUSTON, SHOULD NOT, or NEED NOT
support the “notify-attributes” attribute and sgiecvalues of this attribute. The Delivery Method
MAY say that support for the “notify-attributes” e@nditioned on support of the attribute by the
Printer or it MAY say that Printer MUST support thetify-attributes” attribute if the Printer
supports the Delivery Method.

9.1.2 Additional Event Notification Content for Job Events

This section lists the additional attributes th&tedivery Method Document MUST specify for Job
Events. See Table 6.
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Table 6 — Additional Event Notification Content for Job Events

Source Value Delivers Source Object
job-id (integer(1:MAX)) MUST Job

job-state (typel enum) MUST Job
job-state-reasons (1setOf type2 keyword) MUST Job
job-impressions-completed (integer(0:MAX)) * MUST Job

* The Printer MUST deliver the “job-impressionsrgpleted” attribute in an Event Notification only
for the combinations of Events and Subscribed EB/ehown in Table 7.

Table 7 — Combinations of Events and Subscribed Ewés for “job-impressions-completed”

Job Event Subscribed Job Event
‘job-progress’ ‘job-progress’
‘job-completed’ ‘job-completed’
‘job-completed’ ‘job-state-changed’

9.1.3 Additional Event Notification Content for Pri nter Events

This section lists the additional attributes th&tedivery Method Document MUST specify for Printer
Events. See Table 8.

Table 8 — Additional Event Notification Content for Printer Events

Source Value Delivers Source Object
printer-state (typel enum) MUST Printer
printer-state-reasons (1setOf type2 keyword) MUST nteri
printer-is-accepting-jobs (boolean) MUST Printer

9.2 Content of Human Consumable Event Notification
This section defines the information that a Delvigtethod MUST mention in a Delivery Method

Document when specifying the Human Consumable ENetifications contents or the value of the
“notify-text” attribute.

Such a Delivery Method MUST specify the followingarmation and a Printer SHOULD deliver it:

a) the Printer name (see Table 9)

b) the time of the Event (see Table 11)
c) for Printer Events only:
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i) the Event (see Table 10) and/or Printer stdtamation (see Table 14)
d) for Job Events only:

i) the job identity (see Table 12)

i) the Event (see Table 10) and/or Job state infoongtee Table 13)

The subsections of this section specify the attebthat a Printer MUST use to obtain this
information.

A Delivery Method Document MUST specify additiomaflormation (if any) that a Printer
implementation delivers in a Human Consumable EMatification or in the “notify-text” attribute.

A client MUST NOT request additional attributes the “notify-attributes” attribute because this
attribute works only for Machine Consumable Eventifitations.

Notification Recipients MUST NOT expect to be atdgarse the Human Consumable Event
Notification contents or the value of the “notifgxt” attribute.

The next three sections define the attributes ienEWotification Contents that are:

a) for all Events
b) for Job Events only
c) for Printer Events only

9.2.1 Event Notification Content Common to All Even  ts
This section lists the source of the informatioatth Delivery Method MUST specify for all Events.

There is a separate table for each piece of infooma Each row in the table represents a sourlieeva
for the information and the values are listed idevrof preference, with the first one being the
preferred one. An implementation SHOULD use th&s® value from the earliest row in each table.
It MAY use the source value from another row indtea it MAY combine the source values from
several rows. An implementation is free to detemthe best way to present this information.

In all tables of this section, all rows containMAY” in order to state that the Delivery Method
specifies the conformance.

Table 9 lists the source of the information for Brveater Name. The “printer-name” is more user-
friendly unless the Notification Recipient is ipace where the Printer name is not meaningful. Fo
example, an implementation could have the intelloggeto deliver the value of the “printer-name”
attribute to a Notification Recipient that can ascthe Printer via value of the “printer-name”ihtite
and otherwise deliver the value of the “notify-peirruri” attribute.
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Table 9 — Printer Name in Event Notification Conten

Source Value Delivers Source Object
printer-name (name(127)) MAY Printer
notify-printer-uri (uri) MAY Subscription

Table 10 lists the source of the information fae Bvent name. A Printer MAY combine this
information with state information described fobdaon Table 13 or for Printers in Table 14.

Table 10 — Event Name in Event Notification Content

Source Value Delivers Source Object

notify-subscribed-event (type2 keyword) MAY Subsaopt

Table 11 lists the source of the information fa ttme that the Event occurred. A Printer canveeli
this value only if it supports the Printer’s “premtcurrent-time” attribute. If a Printer does sapport
the “printer-current-time” attribute, it MUST NO'Tetiver the “printer-up-time” value instead, sinte i
is not an allowed option for human consumable imfatron.

Table 11 — Event Time in Event Notification Content

Source Value Delivers Source Object

printer-current-time (dateTime) MAY Printer

9.2.2 Additional Event Notification Content for Job Events

This section lists the source of the additionabinfation that a Delivery Method MUST specify for
Job Events.

Table 12 lists the source of the information fa jbb name. The “job-name” is likely more
meaningful to a user than “job-id”.

Table 12 — Job Name in Event Notification Content

Source Value Delivers Source Object
job-name (name(MAX)) MAY Job
job-id (integer(1:MAX)) MAY Job
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Table 13 lists the source of the information fa jbb state. If a Printer supports the “job-state-
message” and “job-detailed-state-message” attsh it SHOULD use those attributes for the job state
information, otherwise, it should fabricate suctormation from the “job-state” and “job-state-
reasons”. For some Events, a Printer MAY combim information with Event information.

Table 13 — Job State in Event Notification Content

Source Value Delivers Source
Object
job-state-message (text(MAX)) MAY Job
job-detailed-status-messages (1setOf text(MAX)) MAY obJ
job-state (typel enum) MAY Job
job-state-reasons (1setOf type2 keyword) MAY Job

9.2.3 Additional Event Notification Content for Pri nter Events

This section lists the source of the additionabinfation that a Delivery Method MUST specify for
Printer Events.

Table 14 lists the source of the information fag grinter state. If a Printer supports the “prirdtate-
message”, it SHOULD use that attribute for thegtdie information, otherwise it SHOULD fabricate
such information from the “printer-state” and “pgenstate-reasons”. For some Events, a Printer
MAY combine this information with Event information

Table 14 — Printer State in Event Notification Conént

Source Value Delivers Source
Object
printer-state-message (text(MAX)) MAY Printer
printer-state (typel enum) MAY Printer
printer-state-reasons (1setOf type2 keyword) MAY ferin
printer-is-accepting-jobs (boolean) MAY Printer

10 Delivery Methods

A Delivery Method is the mechanism, i.e., protodxyl,which the Printer delivers an Event
Notification to a Notification Recipient. Thereeaseveral potential Delivery Methods for Event
Notifications, standardized, as well as proprietafis specification REQUIRES that the ‘ippget’
Pull Delivery Method [ipp-get-method] be supportedonforming implementations MAY support
additional Push or Pull Delivery Methods as wélhis document does not define any of these
delivery mechanisms. Each Delivery Method MUSTdbéned in a Delivery Method Document that
is separate from this document. New Delivery Mdthwill be created as needed using an extension
to the registration procedures defined in [RFC2911ich documents are registered with IANA (see
section 23.7.3).

Herriot et al. Expires December 21, 2004 [page 44]



INTERNET-DRAFT

The following sorts of Delivery Methods are possibl

IPP: Event Notifications and Substions

June 21, 2004

- The Notification Recipient polls for Event Notifitans at intervals directed by the Printer

- The Printer delivers Event Notifications to the loation Recipient using http as the transport.

- The Printer delivers an email message.

This section specifies how to define a Delivery Mt Document and what to put in such a document.

A Delivery Method Document MUST contain an exagbyof the following paragraph, caption and
table. In addition, column 2 of the table in theliRery Method Document MUST contain answers to
guestions in column 1 for the Delivery Method. @&lthe Delivery Method document MUST contain
a reference to this document and call that refer@ipp-ntfy] because the table contains an [ipgintf
reference.

If a Printer supports this Delivery Method, theldaling are its characteristics.

Table 15 — Information about the Delivery Method

Document Method Conformance Requirement

DeliveryhddtRealization

1.

What is the URL scheme name for the Push Delivery
Method or the keyword method name for the Pull Bely
Method?

Is the Delivery Method REQUIRED, RECOMMENDED,
or OPTIONAL for an IPP Printer to support?

What transport and delivery protocols does thet@rinse
to deliver the Event Notification Content, i.e., atls the
entire network stack?

Can several Event Notifications be combined into a
Compound Event Notification?

Is the Delivery Method initiated by the Notificatio
Recipient (pull), or by the Printer (push)?

Is the Event Notification content Machine Consureat
Human Consumable?

What section in this document answers the following
question? For a Machine Consumable Event Notibcati
what is the representation and encoding of valeéiseld in
section 9.1 of [ipp-ntfy] and the conformance reguients
thereof? For a Human Consumable Event Notificatrdmat
is the representation and encoding of pieces ofimdtion
defined in section 9.2 of [ipp-ntfy] and the comf@nce
requirements thereof?

What are the latency and reliability of the transpmd
delivery protocol?

What are the security aspects of the transportatdery
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Document Method Conformance Requirement DeliveryhddtRealization

protocol, e.g., how it is handled in firewalls?

10.What are the content length restrictions?

11.What are the additional values or pieces of infaromathat
a Printer delivers in an Event Notification contant the
conformance requirements thereof?

12.What are the additional Subscription Template and/o
Subscription Description attributes and the confomoe
requirements thereof?

13.What are the additional Printer Description attrésuand
the conformance requirements thereof?

11 Operations for Notification

This section defines all of the operations for Nedition. Section 7.1 assigns the “operation-iof’ f
each operation. The following two sub-sectionsreSubscription Creation Operations, and other
operations.

11.1 Subscription Creation Operations

This section defines the Subscription Creation @pans. The first section on Create-Job-
Subscriptions gives most of the information. Tkigeo Subscription Creation Operations refer to the
section on Create-Job-Subscriptions, even thougiCteate-Job-Subscriptions operation is the only
OPTIONAL operation in this document (see sectiojp 12

A Printer MUST support Create-Printer-Subscriptiansl the Subscription Template Attributes Group
in Job Creation operations. It MAY support Creddd-Subscriptions operations.

11.1.1 Create-Job-Subscriptions Operation

The operation creates one or more Per-Job Sulisoripbjects. The client supplies one or more
Subscription Template Attributes Groups each cairigione or more of Subscription Template
Attributes (defined in section 5.3).

Except for errors, the Printer MUST create exactlg Per-Job Subscription Object from each
Subscription Template Attributes Group in the rexjueven if the newly created Subscription Object
would have identical behavior to some existing $tipson Object. The Printer MUST associate
each newly created Per-Job Subscription Object thi¢ghtarget Job, which is specified by the “notify-
job-id” operation attribute.

The Printer MUST accept the request in any of énget job’s ‘not-completed’ states, i.e., ‘pending’
‘pending-held’, ‘processing’, or ‘processing-stodpeThe Printer MUST NOT change the job’s “job-
state” attribute because of this operation. Iftdrget job is in any of the ‘completed’ states,,i.
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‘completed’, ‘canceled’, or ‘aborted, then the RemMMUST reject the request and return the ‘client-
error-not-possible’ status code; the response MNST contain any Subscription Attribute Groups.

Access Rights: To create Per-Job Subscription &@jéhe authenticated user (see [RFC2911] section
8.3) performing this operation MUST (1) be the gmer, (2) have Operator or Administrator access
rights for this Printer (see [RFC2911] sections\d 8.5), or (3) be otherwise authorized by the
Printer's administrator-configured security polioycreate Per-Job Subscription Objects for thestarg
job. Otherwise the Printer MUST reject the opematnd return: the ‘client-error-forbidden’, ‘clien
error-not-authenticated’, or ‘client-error-not-aotized’ status code as appropriate.

11.1.1.1 Create-Job-Subscriptions Request
The following groups of attributes are part of @ate-Job-Subscriptions Request:

Group 1: Operation Attributes

Natural Language and Character Set:
The “attributes-charset” and “attributes-naturadgaage” attributes as described in
[RFC2911] section 3.1.4.1.

Target:
The “printer-uri” attribute which defines the tatder this operation as described in
[RFC2911] section 3.1.5.

Requesting User Name:
The “requesting-user-name” attribute SHOULD be $iegiy the client as described in
[RFC2911] section 8.3.

11.1.1.1.Inotify-job-id (integer(1:MAX))

The client MUST supply this attribute and it MUSTesify the Job object to associate the
Per-Job Subscription with. The value of “notifyagj@” MUST be the value of the “job-id” of
the associated Job object. If the client doesupply this attribute, the Printer MUST reject
this request with a ‘client-error-bad-request’ ssatode.

Group 2-N: Subscription Template Attributes
For each occurrence of this group:
The client MUST supply one or more Subscription plate Attributes in any order. See

section 5.3 for a description of each such attebuee section 5.2 for details on processing
these attributes.
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11.1.1.2 Create-Job-Subscriptions Response

The Printer MUST return to the client the followisgts of attributes as part of a Create-Job-
Subscriptions response:

Group 1: Operation Attributes

Status Message:
In addition to the REQUIRED status code returneehery response, the response

OPTIONALLY includes a "status-message" (text(25%)4l/or a "detailed-status-message”
(text(MAX)) operation attribute as described in [BZ911] sections 13 and 3.1.6.

In this group, the Printer can return any statuwdesalefined in [RFC2911] and section 12.
The following is a description of the importanttetacodes:

successful-okithe Printer created all Subscription Objects retpee(see [RFC2911)).

successful-ok-ignored-subscriptionsthe Printer created some Subscription Objects
requested but some failed. The Subscription Atteb Groups with a “notify-status-
code” attribute are the ones that failed (see @edt.1).

client-error-ignored-all-subscriptions: the Printer created no Subscription Objects
requested and all failed. The Subscription AttirdsuGroups with a “notify-status-
code” attribute are the ones that failed (see @edik.2).

client-error-not-possible: For this operation and other Per-Job Subscrigjmarations,
this error can occur because the specified Jolalneady completed (see
[RFC2911], whether or not the Job is retained exxbb Retention and/or Job
History phases (see [RFC2911] section 4.3.7.1).

Natural Language and Character Set:
The “attributes-charset” and “attributes-naturadgaage” attributes as described in

[RFC2911] section 3.1.4.2.

Group 2: Unsupported Attributes

See [RFC2911] section 3.1.7 for details on retgiimsupported Attributes. This group
does not contain any unsupported Subscription Tate@lttributes; they are returned in the
Subscription Attributes Group (see below).

Group 3-N: Subscription Attributes

These groups MUST be returned unless the Printarable to interpret the entire request,
e.g., the “status-code” parameter returned in Gibbps the value: ‘client-error-bad-request’.

“notify-status-code” (type2 enum):
Indicates the status of this subscription (sed@ed3 for the status code definitions).

Section 5.2 defines when this attribute MUST besen¢ in this group.

See section 5.2 for details on the contents of eachrrence of this group.

Herriot et al. Expires December 21, 2004 [page 48]



INTERNET-DRAFT IPP: Event Notifications and Substions June 21, 2004

11.1.2 Create-Printer-Subscriptions operation
The operation is identical to Create-Job-Subsamstiwith exceptions noted in this section.

The operation creates Per-Printer Subscription ébjastead of Per-Job Subscription Objects, and
associates each newly created Per-Printer Suliscripbject with the Printer specified by the
operation target rather than with a specific Job.

The Printer MUST accept the request in any oftases, i.e., ‘idle’, ‘processing’, or ‘stopped’.hd&
Printer MUST NOT change its “printer-state” attrieuecause of this operation.

Access Rights: To create Per-Printer Subscripgfibjects, the authenticated user (see [RFC2911]
section 8.3) performing this operation MUST have@perator or Administrator access rights for this
Printer (see [RFC2911] sections 1 and 8.5), ob&gtherwise authorized by the Printer’s
administrator-configured security policy to creRer-Printer Subscription Objects for this Printer.
Otherwise, the Printer MUST reject the operatiod geturn: the ‘client-error-forbidden’, ‘client-enr-
not-authenticated’, or ‘client-error-not-authorizethtus code as appropriate.

11.1.2.1 Create-Printer-Subscriptions Request

The groups are identical to the Create-Job-Suligmmigp (see section 11.1.1.1) except that the
Operation Attributes group MUST NOT contain theotify-job-id” attribute. If the client does supply
the “notify-job-id” attribute, then the Printer MUSreat it as any other unsupported Operation
attribute and MUST return it in the Unsupportedribtites group.

11.1.2.2 Create-Printer-Subscriptions Response

The groups are identical to the Create-Job-Suligmmigp (see section 11.1.1.2).

11.1.3 Job Creation Operations — Extensions for Not ification

This document extends the Job Creation operatemesgection 3.2) to create Subscription Objects as
part of the operation.

The Job Creation operations are identical to Cr@dakeSubscriptions operation with exceptions noted
in this section.

Unlike the Create-Job-Subscriptions operation aG@ation operation associates the newly created
Subscription Objects with the Job object createthiz/operation. The operation succeeds if ang onl
if the Job creation succeeds. If the Printer du#screate some or all of the requested Subscniptio
Objects, the Printer MUST return a ‘successfuligiered-subscriptions’ status-code instead of a
‘successful-ok’ status-code, but the Printer MUSDTN\reject the operation because of a failure to
create Subscription Objects.
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If the Job Creation operation includes a Job Tetagaoup, the client MUST supply it after the
Operation Attributes group and before the first Quiption Template Attributes Group.

If a Printer does not support this Notification sifieation, then it MUST treat the Subscription
Attributes Group like an unknown group and ignangséee [RFC2911] section 5.2.2). Because the
Printer ignores the Subscription Attributes Grauppesn'’t return them in the response either, thus
indicating to the client that the Printer doesnipgort Notification.

After completion of a successful Job Creation op@nathe Printer generates a ‘job-created’ event
(see section 5.3.3.4.3).

Access Rights: To create Per-Job Subscription cjéhe authenticated user (see [RFC2911] section
8.3) performing this operation MUST either havenpission to create Jobs on the Printer or have
Operator or Administrator access rights for thismter (see [RFC2911] sections 1 and 8.5). Otherwis
the Printer MUST reject the operation and retune: ‘tlient-error-forbidden’, ‘client-error-not-
authenticated’, or ‘client-error-not-authorizedatsts code as appropriate.

11.1.3.1 Job Creation Request

The groups for this operation are sufficiently eréfnt from the Create-Job-Subscriptions operation
that they are all presented here. The followingugs of attributes are supplied as part of a Job
Creation Request:

Group 1: Operation Attributes

Same as defined in [RFC2911] for Print-Job, PriRkkLAnd Create-Job requests.

Group 2: Job Template Attributes

The client OPTIONALLY supplies a set of Job Temelattributes as defined in [RFC2911]
section 4.2.

Group 3 to N: Subscription Template Attributes

The same as Group 2-N in Create-Job-SubscriptiSe® section 11.1.1.1.
Group N+1: Document Content (Print-Job only)

The client MUST supply the document data to be gseed.

11.1.3.2 Job Creation Response

The Printer MUST return to the client the followisgts of attributes as part of a Print-Job, PriRi;U
and Create-Job Response:

Group 1: Operation Attributes
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Status Message:
As defined in [RFC2911] for Print-Job, Print-URhdCreate-Job requests.

In this group, the Printer can return any statudesalefined in [RFC2911] and section 12.
The following is a description of the importanttetacodes:

successful-okithe Printer created the Job and all Subscriptibje€s requested (see
[RFC2911].

successful-ok-ignored-subscriptionsthe Printer created the Job and not all of the
Subscription Objects requested (see section 1T1is status-code hides
‘successful-ok-xxx’ status-codes that could rey@ablems in Job creation. The
Printer MUST NOT return the ‘client-error-ignoretl-subscriptions’ status code for
Job Creation operations because the Printer returm@sror status-code only when it
fails to create a Job.

Natural Language and Character Set:
The “attributes-charset” and “attributes-naturadgaage” attributes as described in
[RFC2911] section 3.1.4.2.

Group 2: Unsupported Attributes

See [RFC2911] section 3.1.7 for details on retgriimsupported Attributes. This group
does not contain any unsupported Subscription Tat@@lttributes; they are returned in the
Subscription Attributes Group (see below).

Group 3: Job Object Attributes

The “job-id” of the Job Object just created, ets,defined in [RFC2911] for Print-Job, Print-
URI, and Create-Job requests.

Group 4 to N: Subscription Attributes

These groups MUST be returned if and only if thentlsupplied Subscription Template
Attributes and the operation was accepted.
See section 5.2 for details on the contents of eachrrence of this group.

11.2 Other Operations

This section defines other operations on Subsonptbjects.

11.2.1 Restart-Job Operation — Extensions for Notif  ication

The Restart-Job operation [RFC2911] is neitheraG@ation operation nor a Subscription Creation
operation (see section 3.2). For the Restart-pebadion, the client MUST NOT supply any Job
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Subscription Attributes Groups. The Printer MU$at any supplied Job Subscription Attributes as
unsupported attributes.

For this operation, the Printer does not returobaigl or any Subscription Attributes groups because
the Printer reuses the existing Job object withstmae job-id and the existing Per-Job Subscription
Objects with the same subscription-ids. Howevieer guccessful completion of this operation, the
Printer generates a ‘job-created’ event (see geéti®.3.4.3).

11.2.2 Validate-Job Operation — Extensions for Noti  fication

A client can test whether one or more SubscripBdfects could be created using the Validate-Job
operation. The client supplies one or more Supson Template Attributes Groups (defined in
section 5.3), just as in a Job Creation request.

A Printer MUST support this extension to this opiera

The Printer MUST accept requests that are identicctiie Job Creation request defined in section
11.1.3.1, except that the request MUST NOT cordacument data.

The Printer MUST return the same groups and ati#as the Print-Job operation (section 11.1.3.1)
with the following exceptions. The Printer MUST N@eturn a Job Object Attributes Group because
no Job is created. The Printer MUST NOT return“tiggify-subscription-id” attribute in any
Subscription Attribute Group because no Subscmp@bject is created.

If the Printer would succeed in creating a SubsiompObject, the corresponding Subscription
Attributes Group either has no ‘status-code’ atti#bor a ‘status-code’ attribute with a value of
‘successful-ok-too-many-events’ or ‘successful-gkeared-or-substituted-attributes’ (see sections 5.2
and 13). The status-codes have the same meaningals Creation except the results state what
“would happen”.

The Printer MUST validate Subscription Templateritites Groups in the same manner as the Job
Creation operations.
11.2.3 Get-Printer-Attributes — Extensions for Noti  fication
This operation is extended so that it returns Briattributes defined in this document.
A Printer MUST support this extension to this opiera

In addition to the requirements of [RFC2911] setBa2.5, a Printer MUST support the following
additional values for the “requested-attributese@pion attribute in this operation and return such
attributes in the Printer Object Attributes grodpt® response.

1. Subscription Template Attributes: Each supported attribute in column 2 of Table 1.

2. New Printer Description Attributes: Each supported attribute in section 6.
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3. New Group Name:The ‘subscription-template’ group name, which narak supported
Subscription Template Attribute in column 2 of Talil. This group name is also used in the
Get-Subscription-Attributes and Get-Subscriptiopsration with an analogous meaning.

4. Extended Group Name:The ‘all’ group name, which names all Printeribtites according to
[RFC2911] section 3.2.5. In this extension ‘alimes all attributes specified in [RFC2911]
plus those named in items 1 and 2 of this list.

11.2.4 Get-Subscription-Attributes operation
This operation allows a client to request the valoiethe attributes of a Subscription Object.
A Printer MUST support this operation.

This operation is almost identical to the Get-Jdb#Butes operation (see [RFC2911] section 3.3.4).
The only differences are that the operation isatié@ at a Subscription Object rather than a Jobobbj
and the returned attribute group contains Subsenbject attributes rather than Job object
attributes.

Access Rights: The authenticated user (see [RFOQ2@ttion 8.3) performing this operation MUST
(1) be the Subscription Object owner, (2) have @meror Administrator access rights for this Pninte
(see [RFC2911] sections 1 and 8.5), or (3) be wtiserauthorized by the Printer’s administrator-
configured security policy to query the Subscript@bject for the target job. Otherwise the Printer
MUST reject the operation and return: the ‘clieneeforbidden’, ‘client-error-not-authenticated
‘client-error-not-authorized’ status code as appeip. Furthermore, the Printer’s security policy
MAY limit which attributes are returned, in a mansémilar to the Get-Job-Attributes operation (see
[RFC2911] end of section 3.3.4.2).

11.2.4.1 Get-Subscription-Attributes Request
The following groups of attributes are part of (het-Subscription-Attributes request:

Group 1: Operation Attributes

Natural Language and Character Set:
The “attributes-charset” and “attributes-naturadgaage” attributes as described in section
[RFC2911] 3.1.4.1.

Target:
The “printer-uri” attribute which defines the tatder this operation as described in
[RFC2911] section 3.1.5.

Requesting User Name:

The “requesting-user-name” attribute SHOULD be $iegy the client as described in
[RFC2911] section 8.3.
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11.2.4.1.1"notify-subscription-id” (integer (1:MAX))

The client MUST supply this attribute. The Print@dST support this attribute. This
attribute specifies the Subscription Object fromaklitthe client is requesting attributes. If

the client omits this attribute, the Printer MUSjerct this request with the ‘client-error-bad-
request’ status code.

11.2.4.1.2requested-attributes” (1setOf keyword)

The client OPTIONALLY supplies this attribute. TReinter MUST support this attribute.
This attribute specifies the attributes of the #et Subscription Object that the Printer
MUST return in the response. Each value of thigbaite is either an attribute name (defined
in sections 5.3 and 5.4) or an attribute group naiftee attribute group names are:

- ‘'subscription-template’: all attributes that d&@th defined in section 5.3 and present on
the specified Subscription Object (column 1 of Eab).

- ‘'subscription-description’: all attributes thataoth defined in section 5.4 and present
on the specified Subscription Object (Table 2).

- ‘all': all attributes that are present on theaped Subscription Object.

A Printer MUST support all these group names.
If the client omits this attribute, the Printer MO%espond as if this attribute had been
supplied with a value of ‘all’.
11.2.4.2 Get-Subscription-Attributes Response

The Printer returns the following sets of attritlsuées part of the Get-Subscription-Attributes Respon
Group 1: Operation Attributes

Status Message:
Same as [RFC2911].

Natural Language and Character Set:
The “attributes-charset” and “attributes-naturadgaage” attributes as described in
[RFC2911] section 3.1.4.2. The “attributes-natl@alguage” MAY be the natural language
of the Subscription Object, rather than the oneestgd.

Group 2: Unsupported Attributes

See [RFC2911] section 3.1.7 and section 3.2.5.ddtails on returning Unsupported
Attributes.

The response NEED NOT contain the "requested-atadj operation attribute with any
supplied keyword values that were requested bylteat but are not supported by the IPP
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object. If the Printer object does return unsupggbattributes referenced in the "requested-
attributes"” operation attribute, the values of*tieguested-attributes” attribute returned
MUST include only the unsupported keywords thatenequested by the client. If the client
had requested a group name, such as "all’, thingsunsupported attributes returned MUST
NOT include attribute keyword names described endtandard but not supported by the
implementation.

Group 3: Subscription Attributes

This group contains a set of attributes with tlcemrent values. Each attribute returned in this
group:

a) MUST be specified by the “requested-attributesfilatte in the request, AND
b) MUST be present on the specified Subscription QD

c) MUST NOT be restricted by the security policy ande. For example, a Printer MAY
prohibit a client who is not the creator of a Sulpgon Object from seeing some or all
of its attributes. See [RFC2911] end of sectidh432 and section 8.

The Printer can return the attributes of the Supson Object in any order. The client
MUST accept the attributes in any order.

11.2.5 Get-Subscriptions operation

This operation allows a client to retrieve the ealwf attributes of all Subscription Objects belngg
to a Job or Printer.

A Printer MUST supported this operation.

This operation is similar to the Get-Subscriptiotirdutes operation, except that this Get-
Subscriptions operation returns attributes fronsfiadg more than one object.

This operation is similar to the Get-Jobs operafgse [RFC2911] section 3.2.6), except that the
operation returns Subscription Objects rather thanobjects.

Access Rights: To query Per-Job Subscription @bjefcthe specified job (client supplied the “nptif
job-id” operation attribute - see section 11.2B),lthe authenticated user (see [RFC2911] secti®n 8
performing this operation MUST (1) be the SubsaipObject owner, (2) have Operator or
Administrator access rights for this Printer (SBE€2911] sections 1 and 8.5), or (3) be otherwise
authorized by the Printer’'s administrator-configlisecurity policy to query the Subscription Object
for the target job. To query Per-Printer SubsmipObjects of the Printer (client omits the “ngtif
job-id” operation attribute - see section 11.2B),1the authenticated user (see [RFC2911] secti®n 8
performing this operation MUST (1) have OperatoAdministrator access rights for this Printer (see
[RFC2911] sections 1 and 8.5), or (2) be othenaishorized by the Printer's administrator-
configured security policy to query Per-Printer Seription Objects for the target Printer. Otherwis
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the Printer MUST reject the operation and retune: ‘tlient-error-forbidden’, ‘client-error-not-

authenti
security

cated’, or ‘client-error-not-authorizedatts code as appropriate. Furthermore, the Psnter
policy MAY limit which attributes are retied, in a manner similar to the Get-Jobs and Get-

Printer-Attributes operations (see [RFC2911] endediftions 3.2.6.2 and 3.2.5.2).

11.2.5.1 Get-Subscriptions Request

The following groups of attributes are part of Ghet-Subscriptions request:

Group 1: Operation Attributes

Natural Language and Character Set:

The “attributes-charset” and “attributes-naturadgaage” attributes as described in
[RFC2911] section 3.1.4.1.

Target:

Req

The “printer-uri” attribute which defines the tatder this operation as described in
[RFC2911] section 3.1.5.

uesting User Name:
The “requesting-user-name” attribute SHOULD be $iegiy the client as described in
[RFC2911] section 8.3.

11.2.5.1.1notify-job-id” (integer(1:MAX))

If the client specifies this attribute, the Printeturns the specified attributes of all Per-Job
Subscription Objects associated with the Job whoseid” attribute value equals the value
of this attribute. If the client does not spedtiys attribute, the Printer returns the specified
attributes of all Per-Printer Subscription Objediote: there is no way to get all Per-Job
Subscriptions known to the Printer in a single afien. A Get-Jobs operation followed by a
Get-Subscriptions operation for each Job will netait Per-Job Subscriptions.

11.2.5.1.20imit” (integer(1:MAX))
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The client OPTIONALLY supplies this attribute. TReinter MUST support this attribute. It
is an integer value that determines the maximumbauraf Subscription Objects that a client
will receive from the Printer even if the “my-subiptions” attribute constrains which
Subscription Objects are returned. The limit fstateless limit” in that if the value supplied
by the client is ‘N’, then only the first ‘N’ Subgption Objects are returned in the Get-
Subscriptions Response. There is no mechanisitote fr the next ‘M’ Subscription
Objects after the first ‘N’ Subscription Object$.the client does not supply this attribute, the
Printer responds with all applicable Subscriptidrjeats.
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11.2.5.1.3requested-attributes” (1setOf type2 keyword)

The client OPTIONALLY supplies this attribute. TReinter MUST support this attribute.
This attribute specifies the attributes of the #jt Subscription Objects that the Printer
MUST return in the response. Each value of thigbaite is either an attribute name (defined
in sections 5.3 and 5.4) or an attribute group n@deéned in section 11.2.4.1). If the client
omits this attribute, the Printer MUST respondfdke client had supplied this attribute with
the one value: ‘notify-subscription-id’.

11.2.5.1.4'my-subscriptions” (boolean)

The client OPTIONALLY supplies this attribute. TReinter MUST support this attribute. If
the value is ‘false’, the Printer MUST consider Sbscription Objects from all users as
candidates. If the value is ‘true’, the Printer BlUreturn the Subscription Objects created
by the requesting user of this request. If thentldoes not supply this attribute, the Printer
MUST respond as if the client had supplied thekatte with a value of ‘false’. The means
for authenticating the requesting user and matcthiagsubscription Objects is similar to that
for Jobs which is described in [RFC2911] section 8.

11.2.5.2 Get-Subscriptions Response

The Printer returns the following sets of attritsuées part of the Get-Subscriptions Response:

Group 1: Operation Attributes

Status Message:

Same as [RFC2911].

Natural Language and Character Set:

The “attributes-charset” and “attributes-naturadgaage” attributes as described in
[RFC2911] section 3.1.4.2.

Group 2: Unsupported Attributes

Groups
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Same as for Get-Subscription-Attributes.

3 to N: Subscription Attributes

The Printer responds with one Subscription AttdsuGroup for each requested Subscription
Object (see the “notify-job-id” attribute in the qation Attributes Group of this operation).

The Printer returns Subscription Objects in anyeord
If the “limit” attribute is present in the Operatidttributes group of the request, the number

of Subscription Attributes Groups in the respondéSW NOT exceed the value of the “limit”
attribute.
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It there are no Subscription Objects associatel thié specified Job or Printer, the Printer
MUST return zero Subscription Attributes Groups &andUST NOT treat this case as an
error, i.e., the status-code MUST be ‘successfuldaless something else causes the status
code to have some other value.

See the Group 3 response (Subscription Attributesi® of the Get-Subscription-Attributes
operation (section 11.2.4.2) for the attributeg ghRrinter returns in this group.

11.2.6 Renew-Subscription operation

This operation allows a client to request the ritd extend the lease on a Per-Printer Subsaniptio
Object.

The Printer MUST support this operation.

The Printer MUST accept this request for a PertBriBubscription Object in any of the target
Printer’s states, i.e., ‘idle’, ‘processing’, otopped’, but MUST NOT change the Printer’s “printer
state” attribute.

The Printer MUST reject this request for a Per-Sabscription Object because it has no lease (see
section 5.4.3). The status code returned MUSTchent-error-not-possible’.

Access Rights: The authenticated user (see [RFC2911] sectionp@3orming this operation MUST
(1) be the owner of the Per-Printer Subscriptiofe®b (2) have Operator or Administrator access
rights for the Printer (see [RFC2911] sections d &%), or (3) be otherwise authorized by the
Printer's administrator-configured security policyrenew Per-Printer Subscription Objects for the
target Printer. Otherwise, the Printer MUST rejbet operation and return: the ‘client-error-
forbidden’, ‘client-error-not-authenticated’, odient-error-not-authorized’ status code as appedpri

11.2.6.1 Renew-Subscription Request
The following groups of attributes are part of Benew-Subscription Request:

Group 1: Operation Attributes

Natural Language and Character Set:
The “attributes-charset” and “attributes-naturadgaage” attributes as described in
[RFC2911] section 3.1.4.1.

Target:

The “printer-uri” attribute which defines the tatder this operation as described in
[RFC2911] section 3.1.5.

Herriot et al. Expires December 21, 2004 [page 58]



INTERNET-DRAFT IPP: Event Notifications and Substions June 21, 2004

Requesting User Name:

The “requesting-user-name” (name(MAX)) attribute(BBLD be supplied by the client as
described in [RFC2911] section 8.3.

11.2.6.1.1'notify-subscription-id” (integer (1:MAX))

The client MUST supply this attribute. The Print@dST support this attribute. This
attribute specifies the Per-Printer Subscriptiofe®@whose lease the Printer MUST renew.
If the client omits this attribute, the Printer MU&eject this request with the ‘client-error-
bad-request’ status code.

Group 2: Subscription Template Attributes

11.2.6.1.2'notify-lease-duration” (integer(0:MAX))

The client MAY supply this attribute. It indicatdse number of seconds to renew the lease
for the specified Subscription Object. A valudakquests an infinite lease (which MAY
require Operator access rights). If the clientterthis attribute, the Printer MUST use the
value of the Printer’s “notify-lease-duration-ddfaattribute. See section 5.3.8 for more
details.

11.2.6.2 Renew-Subscription Response

The Printer returns the following sets of attritsuées part of the Renew-Subscription Response:
Group 1: Operation Attributes

Status Message:
Same as [RFC2911].

The following are some of the status codes retu(sed [RFC2911]:

successful-ok:The operation successfully renewed the lease@&tibscription Object
for the requested duration.

successful-ok-ignored-or-substituted-attributesThe operation successfully renewed
the lease on the Subscription Object for some durather than the amount
requested.

client-error-not-possible: The operation failed because the “notify-subswiptd”
Operation attribute identified a Per-Job Subsaiptbject.

client-error-not-found: The operation failed because the “notify-subsmiptd”
Operation attribute identified a non-existent Suipgion Object.
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Natural Language and Character Set:
The “attributes-charset” and “attributes-naturaigaage” attributes as described in
[RFC2911] section 3.1.4.2. The “attributes-natlaalguage” MAY be the natural language
of the Subscription Object, rather than the oneiestgd.

Group 2: Unsupported Attributes

See [RFC2911] section 3.1.7 for details on retyimsupported Attributes.

Group 3: Subscription Attributes

The Printer MUST return the following Subscriptidttribute:

11.2.6.2.2notify-lease-duration” (integer(0:MAX))

The value of this attribute MUST be the numberexfads that the Printer has granted for the
lease of the Subscription Object (see section 5a8.8etails, such as the value of this
attribute when the Printer doesn’t support the estgd value).

11.2.7 Cancel-Subscription operation

This operation allows a client to delete a SubsiompObject and stop the Printer from deliveringreno
Event Notifications. Once performed, there is raywo reference the Subscription Object.

A Printer MUST supported this operation.

The Printer MUST accept this request in any ofténget Printer’s states, i.e., ‘idle’, ‘processingf
‘stopped’, but MUST NOT change the Printer’'s “penttate” attribute.

If the specified Subscription Object is a Per-Jabs®ription Object, the Printer MUST accept this
request in any of the target Job’s states, but MMSIT change the Job’s “job-state” attribute or etffe
the Job.

Note: There is no way to change any attributea Subscription Object, except the “notify-lease-
duration” attribute (using the Renew-Subscriptipemtion). In order to change other attributes, a
client performs a Subscription Creation Operatind @ancel-Subscription operation on the old
Subscription Object. If the client wants to avmissing Event Notifications, it performs the
Subscription Creation Operation first. If this eradvould create too many Subscription Objects en th
Printer, the client reverses the order.

Access Rights: The authenticated user (see [RFC2911] sectionp@3orming this operation MUST
(1) be the owner of the Subscription Object, (3)eh@perator or Administrator access rights for the
Printer (see [RFC2911] sections 1 and 8.5), obé3dtherwise authorized by the Printer’s
administrator-configured security policy to cantted target Subscription Object. Otherwise, the
Printer MUST reject the operation and return: tleeht-error-forbidden’, ‘client-error-not-
authenticated’, or ‘client-error-not-authorizedatsts code as appropriate.

Herriot et al. Expires December 21, 2004 [page 60]



INTERNET-DRAFT IPP: Event Notifications and Substions June 21, 2004

11.2.7.1 Cancel-Subscription Request
The following groups of attributes are part of @&ncel-Subscription Request:
Group 1: Operation Attributes

Natural Language and Character Set:

The “attributes-charset” and “attributes-naturadgaage” attributes as described in
[RFC2911] section 3.1.4.1.

Target:

The “printer-uri” attribute which defines the tatder this operation as described in
[RFC2911] section 3.1.5.

Requesting User Name:

The “requesting-user-name” attribute SHOULD be $iediy the client as described in
[RFC2911] section 8.3.

11.2.7.1.2notify-subscription-id” (integer (1:MAX))

The client MUST supply this attribute. The Print@dST support this attribute. This
attribute specifies the Subscription Object thatRminter MUST cancel. If the client omits
this attribute, the Printer MUST reject this requegh the ‘client-error-bad-request’ status
code.

11.2.7.2 Cancel-Subscription Response
The Printer returns the following sets of attritsuées part of the Cancel-Subscription Response:

Group 1: Operation Attributes

Status Message:
Same as [RFC2911].

The following are some of the status codes retufsed [RFC2911]:
successful-okThe operation successfully canceled (deletedpthescription Object.
client-error-not-found: The operation failed because the “notify-subsmipid”
Operation attribute identified a non-existent Suipsion Object.
Natural Language and Character Set:
The “attributes-charset” and “attributes-naturadgaage” attributes as described in
[RFC2911] section 3.1.4.2. The “attributes-natlaalguage” MAY be the natural language
of the Subscription Object, rather than the oneestgd.

Group 2: Unsupported Attributes
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See [RFC2911] section 3.1.7 for details on retyimsupported Attributes.

12 Status Codes

The following status codes are defined as extesdimnNotification and are returned as the value of
the “status-code” parameter in the Operation Atitiels Group of a response (see [RFC2911] section
3.1.6.1). Operations in this document can alsarnethe status codes defined in section 13 of
[RFC2911]. The ‘successful-ok’ status code isxamgple of such a status code.

12.1 successful-ok-ignored-subscriptions (0x0003)

The Subscription Creation Operation was unabledate all requested Subscription Objects.

For a Create-Job-Subscriptions or Create-Print&s&iptions operation, this status code means that
the Printer created one or more Subscription Ogjdxtt not all requested Subscription Objects.

For a Job Creation operation, this status code sihet the Printer created the Job along with mero
more Subscription Objects. The Printer returns status code even if other job attributes are
unsupported or in conflict. That is, if an IPPriger finds a warning that would allow it to return
‘successful-ok-ignored-subscriptions’ and eitheictessful-ok-ignored-or-substituted-attributes’
and/or ‘successful-ok-conflicting-attributes’, itWB T return ‘successful-ok-ignored-subscriptions’.
12.2 client-error-ignored-all-subscriptions (0x0414 )
This status code is the same as ‘successful-ok-égihsubscriptions’ except that only the Create-Job-
Subscriptions and Create-Printer-Subscriptionsaifmer return it. They return this status code only
when the Printer creates zero Subscription Objects.
13 Status Codes in Subscription Attributes Groups

This section contains values of the “notify-statosle” (type2 enum) attribute that the Printer nesur
in a Subscription Attributes Group in a responsenvtine corresponding Subscription Object:

1. is not created or
2. is created and some of the client-supplied atteibaire not supported.

The following sections are ordered in decreasimgioof importance of the status-codes.

13.1 client-error-uri-scheme-not-supported (0x040C)

This status code is defined in [RFC2911]. Thiswhent extends its meaning and allows it to be in a
Subscription Attributes Group of a response.
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The scheme of the client-supplied URI in a “notiécipient-uri” Subscription Template Attribute in a
Subscription Creation Operation is not support8de section 5.3.1.
13.2 client-error-attributes-or-values-not-supporte d (0x040B)

This status code is defined in [RFC2911]. Thiswent extends its meaning and allows it to be in a
Subscription Attributes Group of a response.

The method of the client-supplied keyword in a ffyepull-method” Subscription Template Attribute
in a Subscription Creation Operation is not supabrtSee section 5.3.2.

13.3 client-error-too-many-subscriptions (0x0415)
The number of Subscription Objects supported byPttreter would be exceeded if this Subscription
Object were created (see section 5.2).

13.4 successful-ok-too-many-events (0x0005)

The client supplied more Events in the “notify-etg3roperation attribute of a Subscription Creation
Operation than the Printer supports, as indicatet$ i‘notify-max-events-supported” Printer attribu
(see section 5.3.3).

13.5 successful-ok-ignored-or-substituted-attribute s (0x0001)
This status code is defined in [RFC2911]. Thiswtoent extends its meaning to include unsupported
Subscription Template Attributes and it can appear Subscription Attributes Group.

14 Encodings of Additional Attribute Tags
This section assigns values to two attributes &agsxtensions to the encoding defined in [RFC2910])

The “subscription-attributes-tag” delimits Substiop Template Attributes Groups in requests and
Subscription Attributes Groups in responses.

The “event-notification-attributes-tag” delimits &wt Notifications in Delivery Methods that use an
IPP-like encoding.

The following table specifies the values for thérdeer tags:
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Tag Value (Hex)

Meaning

0x06

“subscription-attributes-tag”

0x07

“event-notification-attributes-tag”

15 Conformance Requirements

It is OPTIONAL for IPP clients and Printers to ireptent this Event Notification specification.

15.1 Conformance requirements for clients

If this Event Notification specification is implemied by a client, the client MUST support the
‘ippget’ Pull Delivery Method and meet the conformaa requirements as defined in [ipp-get-method]
for clients. A client MAY support additional Debvy Methods.

15.2 Conformance requirements for Printers

If this Event Notification specification is implemied by a Printer, the Printer MUST:

meet the Conformance Requirements detailed inaebtof [RFC2911].

support the Subscription Template Attributes Grougequests and the Subscription
Attributes Group in responses.

support all of the following attributes:

a. REQUIRED Subscription Object attributes in secton

b. REQUIRED Printer Description object attributes @tison 6.
c. REQUIRED attributes in Event Notification contentsection 8.

support the ‘ippget’ Pull Delivery Method and mést conformance requirements as defined
in [ipp-get-method] for Printers. The Printer MAYipport additional Push and Pull Delivery

Methods.

deliver Event Notifications that conform to the ueég@ments of section 9 and the requirements
of the Delivery Method Document for each suppoietivery Method (the conformance
requirements for Delivery Method Documents is sfpetiin section 10).

for all of the Job Creation Operations that theteri supports, MUST support the
REQUIRED extensions for notification defined insec 11.1.3.

meet the conformance requirements for operationessribed in Table 16 and meet the
requirements for Printers as specified in the iaid sub-sections of section 11.:
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Table 16 — Printer Conformance Requirements for Opetions

Operation Printer Conformance
Requirements
Create-Printer-Subscriptions (section 11.1.2) RECEDR
Create-Job-Subscriptions (section 11.1.1) OPTIONAL
Get-Subscription-Attributes (section 11.2.3) REQUIRE
Get-Subscriptions (section 11.2.5) REQUIRED
Renew-Subscription (section 11.2.6) REQUIRED
Cancel-Subscription (section 11.2.7) REQUIRED

16 Model for Notification with Cascading Printers ( Informative)

With this model (see Figure 2 below), there isrgrrvening Print server between the human user and
the output-device. So the system effectively masPRrinter objects. There are two cases to conside

1. When the Printer 1 (in the server) generates Eyémssystem behaves like the client and Printer
in Figure 1. In this case, Printer 1 delivers BJgatifications that are shown as Event
Notifications (A) of Figure 2.

2. When the Printer 2 (in the output-device) generkiemts, there are two possible system
configurations:

a) Printer 1 forwards the client-supplied Subscript@eation Operations to the downstream
Printer 2 and lets Printer 2 deliver the Event fimdtions directly to the Notification Recipients
supplied by the Client (Event Notifications(C) hretdiagram).

b) Printer 1 performs the client-supplied Subscript@reation Operations and also forwards the
Subscription Creation Operations to Printer 2 il Notification Recipient changed to be the
Printer 1. When an Event occurs in Printer 2, t@ri@ delivers the Event Notification (B) to
Notification Recipient of Printer 1, which relayeetreceived Event Notification (B) to the
client-supplied Notification Recipient (as Eventtioations(A) in the diagram). Note, when a
client performs a Subscription Creation Operatrmter 1 need not forward the Subscription
Creation Operation to Printer 2 if it would creatduplicate Subscription Object on Printer 2.

Note: when Printer 1 is forwarding Subscription &ren Operations to Printer 2, it may request
Printer 2 to create additional Subscription Objéctdled “piggy-backing”). Piggy-backing is useful
when:

- Device A is configured to accept (IPP or non-IR®juests from other servers.

- Server S wants to receive Job Events that thetdiein’t request and Server S wants these
Events for jobs it submits and not for other jobs.
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server S device A
RS + S LSS +
| | | |
Fommme - + Subscription | ####H##H##H | #HHBHHH AR
| client |--Creation ----># Printer #| Subscription | # Printer #|
Fome- - - + Operation | # Object 1#|---Creation------ | ># Cbj ect 2#|
| #H#H| #HHBRHH] Operati on | #H#HE| #| #EHH|
N AT +----- | -]----+
Fo--o---- + Event | | | |
| Notific-|<-Notifications(A)-+ +-- Event Notifications(B)--+ |
|ation Re| <------------- Event Notifications(C----------------- +
| ci pi ent |
Hom e m - - - +

Figure 2 — Model for Notification with Cascading Pinters

17 Distributed Model for Notification (Informative)

A Printer implementation could use some other renmatification server to provide some or most of
the service. For example, the remote notificaerver could deliver Event Notifications using
Delivery Methods that are not directly supportedhuy output device or Printer object. Or, the reamo
notification server could store Subscription Obgegtassed to it from the output device in respoose
Subscription Creation requests), accept Events)dbthe Event Notification in the natural language
of the Notification Recipient, and deliver the Ev@lotifications to the Notification Recipient(s).

Figure 3 shows this partitioning. The interfacéAm®en the output device (or Printer object) and the

remote notification server is outside the scopthisfdocument and is intended to be transparettieto
client and this document.
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*
* Printer in conbination
* with the distributed
* Notification Server)
*
* out put device or server
LI +
PDA, desktop, or server * o+ HHHHHHHHISE +
Fome- - - + * | # #
| client |---1PP Subscription-------- ># Printer # |
R + Creation operation * # Object # |
* | HH| #EHE |
R S |------- +
* | Subscriptions
* | OR Event
SRR + * | Notifications
| Notification| | PP- defi ned S V-------- +
| Reci pi ent | <--Event Notifications---| Notification |
e + * | Server |
Eo T R +
*
kkkkhkhkkhkkhkkhkhkkhkhkhkkikkhkkhkhkkhkkkhkkhkk*k
*** — | npl enentation configurati on opaque boundary

Figure 3 — Opaque Use of a Notification Server Tragparent to the Client

18 Extended Notification Recipient (Informative)

The model allows for an extended Notification Reaip that is itself a notification server that
forwards each Event Notification to another reaipiEalled the Ultimate Notification Recipient in
this section). The Delivery Method to the Ultim&ecipient is probably different from the Delivery
Method used by the Printer to the extended NotificaRecipient.

This extended Notification Recipient is transpaterthe Printer but not to the client.

When a client performs a Subscription Creation @pen, it specifies the extended Notification
Recipient as it would any Notification Recipiernt addition, the client specifies the Ultimate
Notification Recipient in the Subscription CreatiOperation in a manner specified by the extended
Notification Recipient. Typically, it is either s® bytes in the value of “notify-user-data” or some
additional parameter in the value of “notify-reeipt-uri”. The client also subscribes directly wiltie
extended Notification Recipient (by means outside document), since it is a notification serveitsn
own right.

The IPP Printer treats the extended Notificationipient like any other Notification Recipient arigbt
IPP Printer is not aware of the forwarding. Théiey Method that the extended Notification
Recipient uses for delivering the Event Notificatio the Ultimate Notification Recipient is beyond
the scope of this document and is transparent&tdéRR Printer.
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Examples of this extended Notification Recipierd paging, immediate messaging services, general
notification services, and NOS vendors’ infrastauet Figure 4 shows this approach.

PDA, desktop, or server server or output device
S +
o + | HHHHHHH |
| client |---Subscription Creation ----------- ># Printer # |
LEEEEEE + Operati on | # Cbject # |
| #u#| #iHE |
R L + T + | PP- defi ned oo |------- +
|Utimte | any | Notification|<--Event Notifications----+
| Notification|<----|Recipient |
| Reci pi ent | R R +
R L + (Notification Server)

Figure 4 — Use of an Extended Notification Recipidriransparent to the Printer

19 Object Model for Notification (Normative)

This section describes the Notification object maldat adds a Subscription Object which together
with the Job and Printer object provide the congoMotification semantics.
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The object relationships can be seen pictorially as

Subscription Cbjects (Per-Printer Subscriptions) Printer object
+----+ S LSS +
| Sl | <emmmmmmm e >| |
+-- - - ++ | |
| S2 | <--mmmm i e >| pl |
+-- - - 4+ | |
| 83 | <-mmmmmmm e >| |
oo+ . +
Job objects
TS +
| I
+o--- 4 | J1 |
| s4 |<------- >| I
+----+ | |
| | s4 is a Per-Job Subscription Object
. ++
I I
t----+ I I
| s5 |<------ >| I
+-- - -+t | |
| s6 | <----- >| | s5 and s6 are Per-Job Subscription
+----+ T ++ hj ect s
| I
e
| | <----> indicates association
. +

Figure 5 — Object Model for Notification

sl, s2, and s3 are Per-Printer Subscription Obgulscan identify Printer and/or Job Events.
s4, sb, and s6 are Per-Job Subscription Objectsamdlentify Printer and/or Job Events.

19.1 Object relationships

This sub-section defines the object relationshgtsvben the Printer, Job, and Subscription Objects b
example. Whether Per-Printer Subscription Objamsactually contained in a Printer object or are
just bi-directionally associated with them in soweey is IMPLEMENTATION DEPENDENT and is
transparent to the client. Similarly, whether BPeb- Subscription Objects are actually containedl in
Job object or are just bi-directionally associatétth them in some way is IMPLEMENTATION
DEPENDENT and is transparent to the client. Thedlrelationships are defined as follows:

19.2 Printer Object and Per-Printer Subscription Ob  jects

1. The Printer object contains (is associated withd & more Per-Printer Subscription Objects
(p1 contains s1-s3 Per-Printer Subscription Objects
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2. Each Per-Printer Subscription Object (s1, s2, &dsscontained in (or is associated with)
exactly one Printer object (p1).

19.3 Job Object and Per-Job Subscription Objects

1. A Job object (j1, j2, j3) is associated with zeravmre Per-Job Subscription Objects (s4-s6).
Job j1 is associated with Per-Job Subscription @lsj¢, Job j2 is associated with Per-Job
Subscription Objects s5 and s6, and Job j3 is sed@ated with any Per-Job Subscription
Object.

2. Each Per-Job Subscription Object is associatedexdctly one Job object.

20 Per-Job versus Per-Printer Subscription Objects (Normative)

Per-Job and Per-Printer Subscription Objects aite gimilar. Either type of Subscription Objecthca
subscribe to Job Events, Printer Events, or bBibth types of Subscription Objects can be queried
using the Get-Subscriptions and Get-Subscriptianittes operations and canceled using the Cancel-
Subscription operation. Both types of Subscriptijects create Subscription Objects which have

the same Subscription Object attributes definedwever, there are some semantic differences
between Per-Job Subscription Objects and Per-P&ulescription Objects. A Per-Job Subscription
Object is established by the client when submitéigb and after creating the job using the Create-
Job-Subscriptions operation by specifying the “jobef the Job with the “notify-job-id” attribute A
Per-Printer Subscription Object is established betwa client and a Printer using the Create-Printer
Subscriptions operation. Some specific differerares

1. A client usually creates one or more Per-Job Suytigsmm Objects as part of the Job Creation
operations (Create-Job, Print-Job, and Print-URLtjher than using the OPTIONAL Create-Job-
Subscriptions operation, especially since Printgsiémentations NEED NOT support the
Create-Job-Subscriptions operation, since it is IORAL.

2. For Per-Job Subscription Objects, the Subscrigfibject is only valid while the job is “not-
complete” (see sections 5.4.3) while for the PéntBr Subscription Objects, the Subscription
Object is valid until the time (in seconds) that Printer returned in the “notify-lease-
expiration-time” operation attribute.

3. Job Events in a Per-Job Subscription Object apply  “one job” (the Job created by the Job
Creation operation or references by the CreateSidiscriptions operation) while Job Events
in a Per-Printer Subscription Object apply to Alob$ contained in the IPP Printer.
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23 IANA Considerations

This section contains the registration informafienlANA to add to the IPP Registry according te th
procedures defined in RFC 2911 [RFC2911] sectitmdver the definitions in this document. In
addition, this section defines how Events and @eli\Methods will be registered when they are
defined in other documents. The resulting redising will be published in the
http://www.iana.org/assignments/ipp-registratioegistry.

Note to RFC Editors. Replace RFC NNNN below (but not RFC xxxx) with the RFC number for this
document, so that it accurately reflects the content of the information for the IANA Registry.
23.1 Attribute Registrations

The following table lists all the attributes defihie this document. These are to be registered
according to the procedures in RFC 2911 [RFC29édfien 6.2.

Subscription Tenplate attri butes: Ref erence Section
notify-attributes (1lsetOf type2 keyword) [ RFCNNNN] 5.3.4
notify-attributes-supported (1setOf type2 keyword)

[ RFCNNNN]  5.3.4.1
noti fy-charset (charset) [ RFCNNNN] 5.3.6
notify-events (1setOf type2 keyword) [ RFCNNNN]  5.3.3
notify-events-default (1lsetOf type2 keyword) [ RFCNNNN] 5.3.3.1
notify-events-supported (1lsetO type2 keyword) [ RFCNNNN]  5.3.3.2
notify-1|ease-duration (integer(0:67108863)) [ RFCNNNN]  5.3.8
notify-|ease-duration-default (integer(0:67108863))

[ RECNNNN]  5.3.8.1
notify-1|ease-duration-supported (1lsetOf (integer(0: 67108863) |

rangeC | nt eger (0: 67108863))) [ RFCNNNN]  5.3.8.2

noti fy- max-event s-supported (integer(2: MAX)) [ RFCNNNN]  5.3.3.3
noti fy-natural -1 anguage (natural Language) [ RFCNNNN]  5.3.7
notify-pull-method (type2 keyword) [ RFCNNNN] 5. 3.2
notify-pull-nmethod-supported (1setOf type2 keyword)

[RECNNNN]  5.3.2.1
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notify-recipient-uri (uri)
notify-schenes-supported (1lsetOf uri Schene)
notify-tinme-interval (integer(0:MAX))
notify-user-data (octetString(63))

Subscri ption Description Attributes:
notify-job-id (integer(1l: MAX)))
notify-lease-expiration-tinme (integer(0: MAX)))
notify-printer-up-tine (integer(1: MAX)))
notify-printer-uri (uri))

noti fy-sequence-nunber (integer (0: MAX)))

noti fy-subscri ber-user-nanme (nane(MAX)))
notify-subscription-id (integer (1:MAX)))

Printer Description Attributes:
printer-state-change-date-tine (dateTine))
printer-state-change-tinme (integer(1l: MAX)))

Attributes Only in Event Notifications
notify-subscri bed-event (type2 keyword)
notify-text (text(MAX))

[ REFCNNNN]
[ REFCNNNN]
[ RECNNNN]
[ RECNNNN]

[ RFCNNNN]|
[ RFCNNNN]|
[ RFCNNNN]|
[ RFCNNNN]
[ RFCNNNN]|
[ RFCNNNN]|
[ RFCNNNN|

[ RFCNNNN]
[ REFCNNNN]

[ RECNNNN]
[ RECNNNN]

within the IPP registry

June 21, 2004
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The following table lists all the new enum attribwialues defined in this document. These are to be
registered within the IPP registry according tophecedures in RFC 2911 [RFC2911] section 6.1.

Attribute
Val ue

operations-supported (type2 enun

0x0016 Create-Printer-Subscriptions
0x0017 Cr eat e- Job- Subscri pti ons
0x0018 Get - Subscription-Attributes
0x0019 Get - Subscri ptions

Ox001A Renew Subscri ption

0x001B Cancel - Subscri pti on

23.3 Operation Registrations

Ref er ence
[ RFC2911]
[ RFCNNNN]
[ RFCNNNN]
[ RFCNNNN]
[ RFCNNNN]|
[ RFCNNNN]
[ RFCNNNN]

Section

The following table lists all of the operations ided in this document. These are to be registered

according to the procedures in RFC 2911 [RFC29dficn 6.4.
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Oper ati on Nane Ref erence Section
Cancel - Subscri ption [ RFCNNNN] 11.2.7
Create-Job - Extensions [ RFCNNNN] 11.1.3
Cr eat e- Job- Subscri pti ons [ RFCNNNN]| 11.1.1
Create-Printer-Subscriptions [ RFCNNNN] 11.1.2
Get-Printer-Attributes - Extensions [ RFCNNNN] 11.2.3
Get - Subscription-Attributes [ RFCNNNN| 11.2. 4
Get - Subscri ptions [ RFCNNNN]| 11.2.5
Print-Job - Extensions [ RFCNNNN] 11.1.3
Print-URl - Extensions [ RFCNNNN] 11.1.3
Renew- Subscri ption [ RFCNNNN| 11.2.6
2.2

Val i dat e- Job Operation - Extensions [ RFCNNNN]| 11.

23.4 Status code Registrations

The following table lists all the status codes wedi in this document. These are to be registered
according to the procedures in RFC 2911 [RFC29édficn 6.6.

Val ue St at us Code Name Ref erence Secti on

0x0000: OxO0OFF - Successful :
0x0003 successful - ok-i gnor ed- subscri ptions [ RFCNNNN]  12.1

0x0400: Ox04FF - Cient Error:
0x0414 client-error-ignored-all-subscriptions [RFCNNNN 12.2

23.5 Attribute Group tag Registrations

The following table lists all the attribute growggs defined in this document. These are to be
registered according to the procedures in RFC 2REC2911] section 6.5.

Val ue Attribute G oup Tag Nane Ref erence Section

23.6 Registration of Events

subscription-attributes-tag
event-notification-attributes-tag

[ RFCNNNN] 14
[ RFCNNNN] 14

The following table lists all the Events definediis document as type2 keywords to be used wéh th
“notify-events”, “notify-events-default”, and “nibg-events-supported” Subscription Template

attributes (see section 5.3.3)). Rather than icrgat separate section in the IPP Registry for B/en
these event keywords will be registered accordiiipé procedures of [RFC2911] section 7.1 as
additional keyword attribute values for use withk thotify-events” Subscription Template attribute
(see section 5.3.3), i.e., registered as keywolukbgdor the "notify-events"”, "notify-events-defaul
and "notify-events-supported" attributes:
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Attribute (attribute syntax)

Val ue
notify-
notify-
notify-
notify-

events (1lsetOF type2 keyword)
events-default (lsetOF type2 keyword)
event s-supported (lsetOf type2 keyword)
subscri bed- event (type2 keyword)

No Events:
none

Printer

pri
pri
pri
pri
pri
pri
pri
pri

Events:

nt er - st at e- changed
nter-restarted

nt er - shut down

nt er - st opped

nt er - confi g- changed

nt er - nedi a- changed
nter-fini shings-changed
nt er - queue- or der - changed

Job Events:
] ob- st at e- changed
j ob-created
j ob-conpl et ed
j ob- st opped
j ob-confi g- changed
] ob- progress

23.7 Registration of Event Notification Delivery M

ethods

Ref er ence
[ RFCNNNN]|
[ RFCNNNN]
[ RFCNNNN]
[ RFCNNNN]

[ RECNNNN]

[ RFCNNNN]|
[ RFCNNNN]|
[ RFCNNNN|
[ RFCNNNN]
[ RFCNNNN]|
[ RFCNNNN]|
[ RFCNNNN|
[ RFCNNNN]

[ RFCNNNN|
[ RFCNNNN]
[ RFCNNNN]
[ RFCNNNN]|
[ RFCNNNN|
[ RFCNNNN]|

June 21, 2004
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This section describes the requirements and proesdar registration and publication of Event
Notification Delivery Methods and for the submissiaf such proposals.

23.7.1 Requirements for Registration of Event Notif

ication Delivery Methods

Registered IPP Event Notification Delivery Meth@ae expected to follow a number of requirements
described below.

23.7.1.1 Required Characteristics

A Delivery Method Document MUST either (1) contaihof the semantics of the Delivery Method or
(2) contain the IPP Delivery Method registratiogugements and a profile of some other protocdl tha
in combination is the Delivery Method (e.g., mailta’he Delivery Method Document (and any
documents it requires) MUST define either (1) a UBLa Push Delivery Method that the meets the
requirements of [RFC2717]. or (2) a keyword fa?wl Delivery method.

IPP Event Notification Delivery Method Documents BU meet the requirements of this document
(see sections 9 and 10).
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In addition, a Delivery Method Document MUST contéie following information:

Type of registration: IPP Event Notification Dedry Method

Name of this delivery method:

Proposed URL scheme name of this Push Delivery dtketn the keyword name of this Pull
Delivery Method:

Name of proposer:

Address of proposer:

Email address of proposer:

Is this delivery method REQUIRED or OPTIONAL forrdormance to the IPP Event Notification
and Subscriptions document:

Is this delivery method defining Machine Consumatiid/or Human Consumable content:

23.7.1.2 Naming Requirements
Exactly one (URL scheme or keyword) name MUST [stgaed to each Delivery Method.

Each assigned name MUST uniquely identify a sigévery Method. All Push Delivery Method
names MUST conform to the rules for URL scheme rsmmecording to [RFC2396] and [RFC2717]
for schemes in the IETF tree. All Pull Delivery led names MUST conform to the rules for
keywords according to [RFC2911].

23.7.1.3 Functionality Requirements
Delivery Methods MUST function as a protocol thetapable of delivering (push or pull) IPP Event
Notifications to Notification Recipients.

23.7.1.4 Usage and Implementation Requirements

Use of a large number of Delivery Methods may hamteroperability. However, the use of a large
number of undocumented and/or unlabelled Delivegtidds hampers interoperability even more.

A Delivery Method should therefore be registeredL@Nf it adds significant functionality that is
valuable to a large community, OR if it documentssng practice in a large community. Note that
Delivery Methods registered for the second reabonilsl be explicitly marked as being of limited or
specialized use and should only be used with jilateral agreement.

23.7.1.5 Publication Requirements

Delivery Method Documents MUST be published inandards track, informational, or experimental
RFCs.
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23.7.2 Registration Procedure

The IPP WG is developing a small number of Deliviéigthods which are intended to be published as
standards track RFCs. However, some parties msly wwiregister additional Delivery Methods in the
future. This section describes the procedurethigse additional Delivery Methods.

23.7.2.1 Present the proposal to the Community

First the Delivery Method Document MUST be an IngtrDraft with a target category of standards
track, informational, or experimental. The same$Mbe true for any documents that it references.

Deliver the proposed Delivery Method Document psgido the “ipp@pwg.org” mailing list. This
mailing list has been established by [RFC2911fémiewing proposed registrations and discussing
other IPP matters. Proposed Delivery Method Docgumare not formally registered and MUST NOT
be used until approved.

The intent of the public posting is to solicit cormts and feedback on the definition and suitabdlfty
the Delivery Method and the name chosen for it @a/fur week period.

23.7.2.2 Delivery Method Reviewer

The Delivery Method Reviewer is the same person d®been appointed by the IETF Application
Area Director(s) as the IPP Designated Expert atiogrto [RFC2911] and [IANA-CON]. When the
four week period is over and the IPP DesignateceExp convinced that consensus has been
achieved, the IPP Designated Expert either appribvesequest for registration or rejects it. RegaT
may occur because of significant objections ra@ethe list or objections raised externally.

Decisions made by the Reviewer must be postedetgpph@pwg.org mailing list within 14 days.
Decisions made by the Reviewer may be appealdtettESG.

23.7.2.3 IANA Registration

Provided that the Delivery Method registration mrsal has either passed review or has been
successfully appealed to the IESG, the IANA willrmgified by the delivery method reviewer and
asked to register the Delivery Method and makeailable to the community.

23.7.3 Delivery Method Document Registrations

Each Push Delivery Method Document defines a URéste. Such a URI scheme is used in a URI
value of the “notification-recipient” (uri) Subsption Template attribute (see section 5.3.1) aed th
uriScheme value of the “notify-schemes-supportdde{Of uriScheme 5.3.1.1) Printer attribute(see
section ). Rather than creating a separate seictithe IPP Registry for Delivery Methods, Push
Delivery Methods will be registered as an additloradue of the “notify-schemes-supported” Printer
attribute. These uriScheme values will be regesterccording to the procedures of [RFC2911] section
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7.1 for additional attribute values. Therefores IRP Registry entry for a Push Delivery Method wil
be of the form:

Attribute
Val ue Ref . Section
noti fy-schenes-supported (1lsetOf uri Schene) RFC XXXX 5.3.1.1
<schene nane> RFC XXXX mn

Each Pull Delivery Method Document defines a keydvwmethod which is registered as an additional
value of the “notify-pull-method” and “notify-pulirethod-supported” Printer attributes. These
keyword values will be registered according toghecedures of [RFC2911] section 7.1 for additional
attribute values. Therefore, the IPP Registryyefur a Pull Delivery Method will be of the form:

Attribute
Val ue Ref . Section
notify-pull-method (type2 keyword) [ipp-ntfy] 5.3.2

noti fy-pull-nmethod-supported (lsetOF type2 keyword)
[ipp-ntfy] 5.3.2.1
<nmet hod keyword nane> RFC XxXXx m n

23.7.4 Registration Template

To: ipp@pwg.org
Subject: Registration of a new Delivery Method

Delivery Method name:

(All Push Delivery Method names must be suitableufse as the value of a URL scheme in the IETF
tree and all Pull Delivery Method names must bé&sle IPP keywords according to [RFC2911])

Published specification(s):

(A specification for the Delivery Method must besoty available that accurately describes what is
being registered.)

Person & email address to contact for further imf@tion:

24 Intellectual Property

The IETF takes no position regarding the validityscope of any intellectual property or other rgght
that might be claimed to pertain to the implemeatabr use of the technology described in this
document or the extent to which any license undeh sights might or might not be available; neither
does it represent that it has made any effortéatifly any such rights. Information on the IETF's
procedures with respect to rights in standardstsac standards-related documentation can be found
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in RFC 2028. Copies of claims of rights made aldd for publication and any assurances of licenses
to be made available, or the result of an attengaterio obtain a general license or permissioniier t
use of such proprietary rights by implementerssars of this specification can be obtained from the
IETF Secretariat.

The IETF invites any interested party to bringtsodttention any copyrights, patents or patent
applications, or other proprietary rights which ntayer technology that may be required to practice
this standard. Please address the informatiometdETF Executive Director.

25 Internationalization Considerations

This IPP Notification specification continues suggor the internationalization of [RFC2911] of
attributes containing text strings and names. withgy a Subscribing Client to specify a different
natural language and charset for each Subscriftiact increases the internationalization support.

The Printer MUST be able to localize the contertioinan Consumable Event Notifications and to
localize the value of “notify-text” attribute in Mhine Consumable Event Notifications that it deléve
to Notification Recipients. For localization, tReinter MUST use the value of the “notify-charset”
attribute and the “notify-natural-language” attitiwin the Subscription Object supplied by the
Subscribing Client.

26 Security Considerations

Clients submitting Notification requests to the IPfhter have the same security issues as subgittin
an IPP/1.1 print job request (see [RFC2911] se@i@ril and section 8). The same mechanisms used
by IPP/1.1 can therefore be used by the clientfidation submission. Operations that require
authentication can use the HTTP authenticationer@ipns that require privacy can use the
HTTP/TLS privacy. As with IPP/1.1 Print Job Obgdf there is no security on Subscription Objects,
sequential assignment of subscription-ids expdsesystem to a passive traffic monitoring threat.

26.1 Client access rights

The Subscription Object access control model is#me as the access control model for Job objects.
The client MUST have the following access rightstfe indicated Subscription operations:

1. Create-Job-Subscriptions (see section 11.1.1)erAJBb Subscription object is associated with
a Job. To create Per-Job Subscription Objectaubieenticated user (see [RFC2911] section
8.3) performing this operation MUST (1) be the gner, (2) have Operator or Administrator
access rights for this Printer (see [RFC2911] eastil and 8.5), or (3) be otherwise authorized
by the Printer's administrator-configured secupblicy to create Per-Job Subscription Objects
for the target job.

2. Create-Printer-Subscriptions (see section 11.1A2Per-Printer Subscription object is
associated with the Printer. To create Per-Priatdrscription Objects, the authenticated user
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(see [RFC2911] section 8.3) performing this operaMUST (1) have Operator or
Administrator access rights for this Printer (SREC2911] sections 1 and 8.5) or (2) be
otherwise authorized by the Printer’'s administraionfigured security policy to create Per-
Printer Subscription Objects for this Printer.

3. Get-Subscription-Attributes (see section 11.2B)e access control model for this operation is
the same as that of the Get-Job-Attributes opergdtiee [RFC2911] section 3.3.4). The
primary difference is that a Get-Subscription-Attries operation is directed at a Subscription
Object rather than at a Job object, and a retuakteitbute group contains Subscription Object
attributes rather than Job object attributes. dergthe specified Subscription Object, the
authenticated user (see [RFC2911] section 8.3ppuing this operation MUST (1) be the
Subscription Object owner, (2) have Operator or Adstrator access rights for this Printer
(see [RFC2911] sections 1 and 8.5), or (3) be wtiserauthorized by the Printer’s
administrator-configured security policy to queng tSubscription Object for the target job.
Furthermore, the Printer’s security policy MAY limvhich attributes are returned, in a manner
similar to the Get-Job-Attributes operation (seEQR911] end of section 3.3.4.2).

4. Get-Subscriptions (see section 11.2.5): The aamm#sol model for this operation is the same
as that of the Get-Jobs operation (see [RFC29Liipse3.2.6). The primary difference is that
the operation is directed at Subscription Objeatiser than at Job objects, and the returned
attribute groups contain Subscription Object atiié!s rather than Job object attributes. To
guery Per-Job Subscription Objects of the specjbbdclient supplied the “notify-job-id”
operation attribute - see section 11.2.5.1.1)athtbenticated user (see [RFC2911] section 8.3)
performing this operation MUST (1) be the SubsaripObject owner, (2) have Operator or
Administrator access rights for this Printer (S8EC2911] sections 1 and 8.5), or (3) be
otherwise authorized by the Printer's administratonfigured security policy to query the
Subscription Object for the target job. To queey-Printer Subscription Objects of the Printer
(client omits the “notify-job-id” operation attribe - see section 11.2.5.1.1), the authenticated
user (see [RFC2911] section 8.3) performing thisrappon MUST (1) have Operator or
Administrator access rights for this Printer (S8EC2911] sections 1 and 8.5), or (2) be
otherwise authorized by the Printer’'s administratonfigured security policy to query Per-
Printer Subscription Objects for the target Printéarthermore, the Printer’s security policy
MAY limit which attributes are returned, in a mansanilar to the Get-Job-Attributes
operation (see [RFC2911] end of section 3.2.6.2).

5. Renew-Subscriptions (see section 11.2.6): Theeatittated user (see [RFC2911] section 8.3)
performing this operation MUST (1) be the ownetha Per-Printer Subscription Object, (2)
have Operator or Administrator access rights ferRninter (see [RFC2911] sections 1 and
8.5), or (3) be otherwise authorized by the Priatadministrator-configured security policy to
renew Per-Printer Subscription Objects for thedaRyinter

6. Cancel-Subscription (see section 11.2.7): Theeautitated user (see [RFC2911] section 8.3)
performing this operation MUST (1) be the ownetha Subscription Object, (2) have
Operator or Administrator access rights for theteri (see [RFC2911] sections 1 and 8.5), or
(3) be otherwise authorized by the Printer's adstrator-configured security policy to cancel
the target Subscription Object.
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The standard security concerns (delivery to thietrger, privacy of content, tamper proof content)
apply to each Delivery Method. Some Delivery Meth@are more secure than others. Each Delivery
Method Document MUST discuss its Security Consitilena.

26.2 Printer security threats

Notification trap door: If a Printer supports @ TIONAL “notify-attributes” Subscription Template
attribute (see section 5.3.4) where the clientregunest that the Printer return any specified Job,
Printer, and Subscription object attributes, thater MUST apply the same security policy to these
requested attributes in the Get-Notifications retjas it does for the Get-Jobs, Get-Job-Attributes,
Get-Printer-Attributes, and Get-Subscription-Attribs requests.

26.3 Notification Recipient security threats

Unwanted Events Notifications (spam): For any PDehvery Method, by far the biggest security
concern is the abuse of notification: deliveringvanted Event Notifications to third parties (i.e.,
spam). The problem is made worse by notificatiddrasses that may be redistributed to multiple
parties. There exist scenarios where third pastification is used (see Scenario #2 and #3 in-[ipp
not-req]). Any fully secure solution would requaetive agreement of all recipients before delivgri
anything.
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29 Description of the base IPP documents (Informati  ve)

The base set of IPP documents includes:
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Design Goals for an Internet Printing Protocol [RB567]

Rationale for the Structure and Model and Protémothe Internet Printing Protocol [RFC2568]
Internet Printing Protocol/1.1: Model and SemanfiREC2911]

Internet Printing Protocol/1.1: Encoding and TramspRFC2910]

Internet Printing Protocol/1.1: Implementer's GUREC3196]

Mapping between LPD and IPP Protocols [RFC2569]

The "Design Goals for an Internet Printing Protdcldcument takes a broad look at distributed
printing functionality, and it enumerates real-ldeenarios that help to clarify the features tlestoto

be included in a printing protocol for the Interndtidentifies requirements for three types ofnss

end users, operators, and administrators. It cali® subset of end user requirements that asfisdt

in IPP/1.0 [RFC2566, RFC2565]. A few OPTIONAL ogtar operations have been added to IPP/1.1
[RFC2911, RFC2910].

The "Rationale for the Structure and Model and ¢tolt for the Internet Printing Protocol" document

describes IPP from a high level view, defines alnoap for the various documents that form the suite
of IPP specification documents, and gives backgtamd rationale for the IETF IPP working group's
major decisions.

The "Internet Printing Protocol/1.1: Model and Seties" document describes a simplified model

with abstract objects, their attributes, and tbeerations. The model introduces a Printer armba J
The Job supports multiple documents per Job. Tdeehdocument also addresses how security,

internationalization, and directory issues are asisked.

The "Internet Printing Protocol/1.1: Encoding armdrisport” document is a formal mapping of the
abstract operations and attributes defined in tbédehdocument onto HTTP/1.1 [RFC2616]. It also
defines the encoding rules for a new Internet Mliviédia type called "application/ipp". This
document also defines the rules for transportingy ?4T TP a message body whose Content-Type is
"application/ipp". This document defines the ‘igeheme for identifying IPP printers and jobs.

The "Internet Printing Protocol/1.1: Implementé&iside” document gives insight and advice to
implementers of IPP clients and IPP objects. itended to help them understand IPP/1.1 and some
of the considerations that may assist them in #segth of their client and/or IPP object
implementations. For example, a typical orderrottpssing requests is given, including error
checking. Motivation for some of the specificataecisions is also included.

The "Mapping between LPD and IPP Protocols" docurgeses some advice to implementers of
gateways between IPP and LPD (Line Printer Daenmplementations.

30 Full Copyright Statement
Copyright (C) The Internet Society (1998,1999,20200,1,2002,2003). All Rights Reserved
This document and translations of it may be copied furnished to others, and derivative works that

comment on or otherwise explain it or assist inntplementation may be prepared, copied, published
and distributed, in whole or in part, without région of any kind, provided that the above coplitig
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notice and this paragraph are included on all soghtes and derivative works. However, this
document itself may not be modified in any way,sas by removing the copyright notice or
references to the Internet Society or other Inteonganizations, except as needed for the purpbse o
developing Internet standards in which case theqahares for copyrights defined in the Internet
Standards process must be followed, or as reqtorgdnslate it into languages other than English.

The limited permissions granted above are perpatwill not be revoked by the Internet Society or
its successors or assigns.

This document and the information contained heieprovided on an “AS IS” basis and THE
INTERNET SOCIETY AND THE INTERNET ENGINEERING TASIKORCE DISCLAIMS ALL
WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOTIMITED TO ANY
WARRANTY THAT THE USE OF THE INFORMATION HEREIN WIL NOT INFRINGE ANY
RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITYOR FITNESS FOR A
PARTICULAR PURPOSE.
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