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Status of this Memo

This document is an Internet-Draft and isin full conformance with all provisions of Section 10 of
[RFC2026]. Internet-Drafts are working documents of the Internet Engineering Task Force (IETF), its
areas, and itsworking groups. Note that other groups may also distribute working documents as
Internet-Drafts.

Internet-Drafts are draft documents valid for a maximum of six months and may be updated, replaced, or
obsoleted by other documents at any time. It isinappropriate to use Internet-Drafts as reference material
or to cite them other than as "work in progress’.

Thelist of current Internet-Drafts can be accessed at http://www.ietf.org/ietf/1id-abstracts.txt
Thelist of Internet-Draft Shadow Directories can be accessed as http://www.ietf.org/shadow.html.
Abstract

This document describes an extension to the IPP/1.0 & 1PP/1.1 model that allows end users to subscribe
to printing related events. Subscriptions include "Job Submission Subscription” and "Explicit
Subscriptions’.

"Job Submission Subscriptions" are specified by the end-user when submitting ajob. "Explicit
Subscriptions' are created by performing explicit subscription operations on the Printer or an identified
Job object.

A subscription includes:

- the names of eventsthat are of interest to the subscriber
- the delivery methods and addresses to use for notifications (socket, email, etc.)
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Job Submission Subscriptions: A simple method is provided for subscribing to printing related events
when ajob is submitted:

- Two new subscription attributes are supplied by the client as part of an IPP create request (Print-
Job, Print-URI, Create-Job, Validate-Job): "notify-recipients (1setOf uri)" and "notify-events
(1setOf type2 keyword)".

An event is some occurrence (either expected or unexpected) within the printing system. Events can be
classified along two dimensions:

- Either as Job Events or Printer Events, and
- Either as Errors, Warnings, or Reports

"Explicit Subscriptions': Three new Printer operations are specified: Subscribe-Job, Subscribe-Printer,
Renew-Subscription, and Unsubscribe. The semantics of the two subscription Operation attributes
("notify-events" and "notify-recipients") used in create operations is preserved. These two subscription
attributes are supplied by the client as operation attributes in this new Subscribe operation, along with a
new "notify-lease-time" operation attribute.

A client can remove a subscription explicitly using the Unsubscribe operation or can let the lease time
expire. A client can extend the lease time for a subscription using the Renew-Subscription operation.

When the event occurs, a notification is generated and delivered using the information specified in the
job's subscription which was submitted with the job.

The full set of PP documents includes:

Design Goals for an Internet Printing Protocol [IPP-REQ)]

Rationale for the Structure and Model and Protocol for the Internet Printing Protocol [IPP-RAT]
Internet Printing Protocol/1.1: Model and Semantics [IPP-MOD]

Internet Printing Protocol/1.1: Encoding and Transport [IPP-PRO]

Internet Printing Protocol/1.0: Implementer’s Guide [IPP-11G]

Mapping between LPD and IPP Protocols [IPP LPD]

The"Design Goals for an Internet Printing Protocol” document takes a broad look at distributed printing
functionality, and it enumerates real-life scenarios that help to clarify the features that need to be
included in a printing protocol for the Internet. It identifies requirements for three types of users: end
users, operators, and administrators. It calls out a subset of end user requirements that are satisfied in
IPP/1.0. Operator and administrator requirements are out of scope for version 1.0. A few OPTIONAL
operator operations have been added to IPP/1.1.

The "Rationale for the Structure and Model and Protocol for the Internet Printing Protocol” document
describes IPP from a high level view, defines aroadmap for the various documents that form the suite of
I PP specifications, and gives background and rationale for the IETF working group’s major decisions.

The "Internet Printing Protocol/1.1: Model and Semantics”, describes a simplified model with abstract
objects, their attributes, and their operations that are independent of encoding and transport. It introduces
a Printer and a Job object. The Job object optionally supports multiple documents per Job. It also
addresses security, internationalization, and directory issues.
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The "Internet Printing Protocol/1.1: Encoding and Transport” document is aformal mapping of the
abstract operations and attributes defined in the model document onto HTTP/1.1. It definesthe
encoding rules for anew Internet MIME mediatype called "application/ipp”. This document also
defines the rules for transporting over HTTP a message body whose Content-Type is "application/ipp”.
This document defines a new scheme named 'ipp’ for identifying IPP printers and jobs. Finaly, this
document defines interoperability rules for supporting 1PP/1.0 clients.

The "Internet Printing Protocol/1.0: Implementer’s Guide" document gives insight and advice to
implementers of IPP clients and IPP objects. It isintended to help them understand 1PP/1.0 and some of
the considerations that may assist them in the design of their client and/or |PP object implementations.
For example, atypical order of processing requestsis given, including error checking. Motivation for
some of the specification decisionsis also included.

The "Mapping between LPD and IPP Protocols’ document gives some advice to implementers of
gateways between IPP and LPD (Line Printer Daemon) implementations.
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167
168 1 Modd for Job and Printer Event Notification

169  "Job Submission Subscriptions® are created by the end-user upon creation of thejob. "Explicit
170  Subscriptions' are accomplished by performing independent operations on the printer or a certain job.

171  Figure 1 shows the "Job Submission Subscription” model.

172

173

174  Legend:

175

176 A
177 B
178

179 OA +-----mmmn- + HAHHH B R R
180 I\ | ----Print-Job--------------- ># | PP #

181 I\ | notif. | # Printer #
182 end- | i | <---Job and Printer ---------- # Object #
183 user +---------- + Noti fi cations HHBHHH R
184 /

185 OB +---------- + /

186 1\ | notif. | /

187 /' \ | recip. | <---Job and Printer ------- +

188 end- | | Notifications

189 user +---------- +

190

191

192 Figurel - Model for " Job Submission™ Notification

Client and Notification Recipient
Notificati on Reci pi ent

193 Note: Thismodel does not mandate that the PP Printer object implement the full semantics of

194  subscription, report generation, and multiple delivery methods. A simple (embedded) implementation
195 may be configured to use some notification service. Figure 2 shows this partitioning.

196
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Create Request with B
--Subscriptions------------------- ># | PP #
# Printer #
# bject #
HHHHH SRR
*******l *khkkkkkkk k%
* Subscri ptions *
* & Events *
) |
* S +
* | notification |
--Job and Printer ------- R | service |
Noti fications * L +
*
*
*** = | npl enentati on configurati on opaque boundary

Figure 2 - Opaque Use of a Notification Service
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Figure 3 shows the "Explicit Subscription” model.

Legend:

A = Explicit Subscription Cient and
Notificati on Reci pi ent
B = Job Subnission Subscription Cient and
Noti fication Recipient
C = Notification Recipient (subscription by sonme third party)

OA +---cmmmnan +
/|\ | client/ |----Subscribe-Printer-------------- +
[\ | notif. | [
oper-| recip. | <---Any Job and printer----+ |
ator +---------- + notifications | |
+ I
\ %
OB +---------- + HHHHH SRR R H AR
/I\ | client/ |----Create-Job--------- ># Job # | PP #
/" \' | notif. | # Qb) # Printer #
end- | recip | <---Job and printer----- #HH#H#E Obj ect #
user +---------- + notifications | HH#RHH AR
/
OC +-----n--m-- + +
/I\ | notif. | |
/' \' | recip. | <---Job and printer------- +
end- | | notifications
user +---------- +

An accounting application may be used as El enent A which subscribes to the events
of a printer and receives all job and printer notifications.

ISSUE 1. Do we need to add a Subscription object that contains the "notify-recipients®, "notify-events”,
"subscription-id”, and "lease-time" attributes (and possibly the opague subscription attribute, if we add
it)? The Subscription object is contained in the Printer or Job object for each Explicit Printer or Job
subscription created. In the case of Job Submission Subscription, the Subscription object is degenerate
and the Job has only the "notify-recipients’ and the "notify-events" attributes. The subscription-id is
used in operations on the Subscription object, in addition to the Job or Printer object target.

Figure3 - Modd for " Explicit Subscription” Notification

2 Summary of the Event Notification specification

This Event Notification specification MAY be implemented by IPP clients and objects.
Implementations conforming to this notification specification MUST support the following new
REQUIRED attributes and MAY support the following new OPTIONAL attributes:

1. Two new REQUIRED multi-valued subscription Operation attributes and Job Description attributes:
attribute name Syntax
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"notify-recipients" 1setOf uri
"notify-events" 1setOf type2 keyword

The presence of the "notify-recipients’ indicates that notification is desired. The values of "notify-
recipients’ are URIs that identify the notification delivery method and delivery address to use for
notifications (See Section 5.1.1). The delivery method dictates the notification content type to be
used. For example, 'mailto’ uses "multipart/report” and 'ipp-tcp-notify’ uses "application/ipp”. The
values for "notify-events' are keywords representing job events or printer events (See Section 5.1.2).
Each event implies a set of attributes to be sent in the notification.

These subscription operation attributes can be supplied by the client in any of the IPP job submission
operations: Print-Job, Print-URI, Create-Job, and Validate-Job. Subscriptions that include interest in
job events apply only to the job being submitted and no other job.

A subscription does not include:
- complicated lists and sets of names of individual events that are of interest to the subscriber

- arbitrary lists of additional attributes to be returned in the notification
- gpecification of which format to use in the notification

2. REQUIRED "notify-recipients’ and "notify-events" Job Description attributes are popul ated from
the corresponding create request Operation attributes of the same names.

3. REQUIRED Printer Description attributes: "notify-recipients-schemes-supported” and "notify-
events-supported" that describe the notification delivery methods and the events that it supports,
respectively.

4. REQUIRED Job Description attributes. "job-trigger-events' and "job-trigger-time" that store the
current/last job event and its time in seconds since the printer was started; "previous-job-state” and "
job-state-reasons-added” and "job-state-reasons-deleted” that present what values changed regarding
job state.

5. OPTIONAL Job Description attribute: "job-trigger-date-time"

6. CONDITIONAL Job Description attribute: "job-trigger-message” if "status-message” is supported as
an Operation attribute.

7. REQUIRED Printer Description attributes: "printer-trigger-events' and "printer-trigger-time" that
store the current/last printer event and its time in seconds since the printer was started; "previous-
printer-state” and " printer-state-reasons-added" and " printer-state-reasons-del eted" that present what
values changed regarding printer state.

8. OPTIONAL Printer Description attribute: "printer-trigger-date-time"

9. CONDITIONAL Printer Description attribute: "printer-trigger-message” that MUST be supported if
"status-message” is supported as an Operation attribute.

There are two steps that IPP notification must take regarding each event — an internal event recording,
and an external notification. 1) As events occur, the printer internally records in the job objects and the
printer objects those events which are required to be supported by the system and those that are
subscribed to by a notification recipient. 2) As events occur, for each event the Printer searches the sef
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of subscriptions for any interest in that event. Asthe Printer finds that some notification recipient is
interested in that event (the notification recipient is subscribed to the event), the sequence number for
that event isincremented and a notification is generated and delivered using the methods and target
addresses identified in the subscription. The sequence number permits a Notification Recipient to detect
duplicate notifications due either to duplicate subscriptions or retries and to detect dropped notifications.

If "Explicit Subscription” is implemented, the IPP Printer MUST support three new Printer operations:
Subscribe-Printer, Renew-Subscription, and Unsubscribe. These operations alow aclient that is not
submitting ajob to subscribe, renew a subscription, and to unsubscribe independently from job
submission. In addition, the Subscribe-Job operation permits a client to add a subscription to an already
submitted job.

A REQUIRED operation attribute, "notify-lease-time", specifies the length of time in seconds that the
subscription isto be in effect, after which the subscription is automatically canceled.

A REQUIRED operation attribute, "subscription-id", allows a client to maintain areference to the
applicable subscriptions made and know which notifications were generated as aresult of this
subscription.

The subscription created by a Subscribe-Job or Subscribe-Printer operation is called an "Explicit
Subscription”. Just like Job Submission Subscriptions, these subscriptions can include job and/or printer
events. Subscriptions for Job Events in Subscribe-Job operation apply to that job only, while Job events
in the Subscribe-Printer operation apply to all jobs. For the Subscrbe-Printer subscriptions, it is most
likely that the subscribing entity is either a server-based device management application submitting jobs
to adevice which has IPP embedded in it or an accounting application collecting accounting data.

3 Terminology

Capitalized terms, such as MUST, MUST NOT, REQUIRED, SHOULD, SHOULD NOT, MAY,
NEED NOT, and OPTIONAL, have special meaning relating to conformance to this
specification. These terms are defined in [ipp-mod section 13.1 on conformance terminol ogy,
most of which istaken from RFC 2119 [RFC2119].

READ-ONLY - indicates an attribute the MUST NOT be settable using the Set-Job-Attributes or
Set-Printer-Attributes operations.

Job Submitting End User - A end user who submits a print job to an |PP Printer.

PP Client - The software component on the client system which implements the | PP protocol.

Job Recipient - A human who is the ultimate consumer of the print job. In many cases this will be
the same person as the Job Submitting End User, but need not be.

Job Recipient Proxy - A human acting on behalf of the Job Recipient. In particular, the Job
Recipient Proxy physically picks up the printed document from the Printer, if the Job Recipient
cannot perform that function.

Subscription - The set of attributes that indicate the "what, where, who, and how" for notification.
Notifications are generated for certain events (what) and delivered using various delivery
methods (how) to certain addresses (where and who).

Job Submission Subscription - A Subscription that a client specifies as part of a create job
operation (Print-Job, Print-URI, Create-Job, and Validate-Job).
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349 Explicit Subscription - A Subscription that a client specifies using an explicit operation, Subscribe-
350 Job, Subscribe-Printer, that is attached to a Job or Printer object, respectively.
351 Notification Recipient - Any entity identified as a recipient within a subscription. Some
352 notification recipients are Job Submitting End Users and others are interested third parties, such
353 as the Job Recipient or Job Recipient Proxy.
354 Notification Recipient Agent - A program which receives notifications on behalf of the notification
355 recipient.
356 Event - Anevent is some occurrence (either expected or unexpected) within the printing system. A
357 property of an event isthat it only occurs at one instant in time and does not span the time the
358 physical event takes place. For instance, jam-occurred and jam-cleared are two distinct events.
359 The jam-occurred event is reported only when the jam initially occurs. Each event is recorded
360 internally when it occurs. In addition the event is reported externaly if there is one or more
361 event subscriptions outstanding for that event.
362
363 Events can be classified along two dimensions:
364 - Either as Job Events or Printer Events, and
365 - Either as Errors, Warnings, or Reports
366
367 A Job event is some interesting state change in the Job object, and a Printer event is some
368 interesting change in the Printer object.
369
370 A report event is purely informational, such as ’job-completed’ or "accepting-jobs. A warning is
371 not serious and processing continues. An error is serious and either the job is aborted or the
372 printer stops. These aretypical uses of the terms report, warning, and error, although the actual
373 usage is implementation dependent.
374
375 An event occurs for ajob or printer whether any entity is registered to be notified for that event
376 or not. The most recent event(s) of all possible events are recorded in a job object and a printer
377 object, and a notification is only generated depending on the set of subscriptions outstanding.
378
379 Notification - When an event occurs, a notification is generated that fully describes the event (what
380 the event was, where it occurred, when it occurred, etc.). Notifications are delivered to all the
381 Notification Recipients that are subscribed to that event, if any. The notification is delivered to
382 the address of the Notification Recipient using the notification delivery method defined in the
383 subscription. However, a Notification issent ONLY if thereis a corresponding subscription.
384 Notification Delivery Method (or Delivery Method for short) - Notifications are delivered using a
385 method, such as email, TCP/IP, etc.
386 Immediate Notification - Notifications that are delivered using a delivery method which is not
387 store-and-forward (e.g. TCP connection, UDP datagram). This can be on the order of several
388 minutes subject to network latency.
389 Queued Notification - Notifications that are delivered using a delivery method which has some sort
390 of store-and-forward mechanism (e.g., email).
391 Human Consumable Notification - Notifications that are intended to be consumed by human end
392 usersonly. (Further define)
393 Machine Consumable Notification - Notifications that are intended for consumption by a program
394 only. (Further define)
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Mixed Format Notification - A mixed notification may contain both human consumable and
machine consumabl e information.

4 Job Submission Subscriptions versus Explicit Subscriptions

There are semantic differences between job submission subscriptions and explicit subscriptions. A "Job
Submission Subscription” is established between the client and the device when ajob create request is
made. The attributes as specified in this document are sent to the device and the response includes
attributes telling the client if the subscription was successful or not. An "Explicit Subscription” is
established between a client and a device using the four new operations. Subscribe-Job, Subscribe-
Printer, Unsubscribe, and Renew-Subscription. Some specific differences are:

1. Either type of subscription can register for job events, printer events, or both.

2. For "Job Submission Subscriptions” and the Subscribe-Job operation, the subscription is only valid
while the job is "not-complete” (see sections 5 and 6).

3. For the Subscribe-Printer operation, the subscription isvalid until it is explicitly canceled with an
Unsubscribe operation or the time (in seconds) that was specified in the "notify-lease-time"
operation attribute expires, whichever occursfirst.

4. Job Eventsin a"Job Submission Subscription™ and Subscribe-Job operation apply only to "one job"
(the Job specified within the create-job or subscribe-job operation).

5. Job Eventsin a Printer-Subscription operation apply to ALL jobs contained in the IPP Printer object.
6. Printer Eventsin all subscriptions apply no matter which job is being processed.

5 Job Submission Subscription

"Job Submission Subscriptions” are specified by the end-user when submitting ajob to the Printer using
two new subscription operation attributes described in this section. A client subscribes to events by
supplying these attributes in any create request (i.e., a Print-Job Request, Print-URI Request, Validate-
Job Request, or a Create-Job Request). These attributes are multi-valued attributes; the client can supply
more than one value. If the client does not supply these attributes in the create operation, there is no
subscription made (either implicitly or explicitly). However, aclient can add a subscription to a
previously created Job object using the Subscribe-Job operation (see section 6.1).

The following rules apply:
1. Any subscription can contain job events, printer events, or both.

2. The Job Submission Subscription is only valid while the job is "not-completed”. Thejob is"not-
completed” whileit isin the ‘pending’, ‘pending-held’, processing’, and 'processing-stopped’ states.
The job changes from being "not-completed" to "retained" when it is done processing and enters any
of the ‘completed’, ‘canceled’, or 'aborted’ states. The job becomes "not-completed” again when it is
restarted using the Restart-Job operation (see [ipp-mod]). Since no job is created for the Validate-
Job operation, the only purpose of supplying the subscription operation attributes in the Validate-Job
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operation isto validate that the values are supported; the Printer object does not establish a
notification subscription as aresult of the Validate-Job operation.

3. Since aJob Submission Subscription isincluded within ajob submission operation, any interest in
job eventsislimited to "this job" only (the Job object created because of this job creation operation).
There is no mechanism to subscribe to events for all jobs or specifically some job other than this job
in acreate operation. But see the Subscribe-Printer operation (section 6.2) for an explicit operation
to subscribe persistently for job and/or printer events independently of any particular job submission.

4. Event recording internal to the system must always occur for required events and subscribed events.
Event reporting only occurs when a notification recipient has specified a subscription to any
event(s).

5. The notification implementation MAY allow an administrator to configure a policy on what events
may be dropped.

5.1 Subscription operation attributes

Two subscription operation attributes are OPTIONALLY supplied by the client in create operations:
Print-Job, Print-URI, Create-Job, and Validate-Job. Both operation attributes are REQUIRED to be
supported by Printer objects that support this notification specification. These operation attributes
permit a client to specify a single subscription consisting of one or more job and/or printer events that
are to be delivered to one or more Notification Recipients. In order to specify additional sets of events
to be delivered to different Notification Recipients during the lifetime of the job, see the Subscribe-Job
operation (section 6.1).

If a Printer does not support this notification specification, then it MUST ignore these operation
attributes and return them in the response indicated as attributes that are not supported. See [ipp-mod]
section 3.1.7 for details on returning Unsupported Attributes.

5.1.1 notify-recipients (1setOf uri)

The client supplies this operation attribute in a create request in order to subscribe for job and/or printer
eventswhilethisjob is "not-completed”. In order to claim conformance to this notification
specification, the Printer object MUST support this attribute. This attribute describes both where (the
address of the Notification Recipients) and how (the delivery method) notifications are to be delivered
when any of the events specified in the "notify-events" attribute occur. If the client does not supply this
attribute in a create request, the Printer object MUST NOT provide any Job Submission Subscription
notification for this job.

Unless specified otherwise, a delivery method may be used with any event and an even may be used
with any delivery method.

ISSUE 2: Delete previous sentence that says that some delivery methods can defined to not use some
events?

IPP Printer objects MUST support the 'ipp-tcp-notify’ and 'ipp-udp-notify’ delivery methods in order
to conform to this notification specification. Support of the other methods is OPTIONAL.

Standard uriScheme values are:

Isaacson, Martin, deBry, Hastings, Shepherd, Bergman [page 13]
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470 'mailto’: a’multipart/report’ [RFC1892] message is sent via email to the specified email address. It
471 MUST consist of both a"text/plain” part for display to a user and an "application/ipp’ part which
472 Isanotification that a program can process (see Section 6). This delivery method ignores the

473 supplied values of the "notify-events' attribute and implies the 'job-completed’ event (new state
474 Is’completed’, aborted’, or ‘canceled’). The notification recipient does not acknowledge receipt
475 of the mail message.

476 "http’: an IPP natification is sent using an HTTP POST to the indicated URL.

477

478

479 "ipp-tcp-notify’: (REQUIRED) an IPP notification is sent viaa TCP/IP socket that is opened by the
480 Printer object on the IP address specified in the URI using the specified port using the "host:port"
481 HTTP convention. For example:

482 Ipp-tcp-notify://foo.com:6000

483 If the port is omitted, the default port is TBD (see Registration of ipp-tcp-notify scheme for use
434 with IPP). The "application/ipp" notification content format is used for this method (see Section
485 7.1).

486 The event recipient does not respond or acknowledge the notification.

487 ISSUE 3: For TCP/IP delivery, what about |eaving the connection open versus having to

488 reestablish a connection for each event? Who specifies: client in subscription, Printer

489 implementation, Notification Recipient, Administrator?

490 'snmpv1-notify’: anotification is sent asan SNMPv1 trap to the host specified as the addressin the
491 URI. The notification recipient does not acknowledge receipt of the notification (trap).

492 'snmpv2-notify’: anotification is sent as an SNMPv2 inform to the host specified as the addressin
493 the URI. The notification recipient does acknowledge receipt of the notification (inform).

494 'snmpv3-notify’: anotification is sent as an SNMPv3 inform to the host specified as the addressin
495 the URI. The notification recipient does acknowledge receipt of the notification (inform).

496 ISSUE 4 — Move SNMP trap delivery methods to another document? Which one?

497

498 "ipp-udp-notify’: (REQUIRED) an IPP notification is sent via a UDP datagram that is opened by
499 the Printer object on the IP address specified in the URI using the specified port using the
500 "host:port" HTTP convention. For example:

501 ipp-udp-notify://bar.com:6000

502 If the port is omitted, the default port is TBD (see Registration of ipp-udp-notify scheme for use
503 with IPP). The UDP datagram contains the "application/ipp" notification content format (see
504 Section 6). The natification recipient does not acknowledge receipt of the notification.
505

506 If the client specifies a "notify-recipients” URI scheme that is not supported by the printer, the Printer
507 MUST return the [new] ‘client-error-notify-uri-scheme-not-supported' in the IPP response in reply to the
508 create request.

509

510 ISSUE 5 - Which URL parameters should we mention (which like SLP) are removed before being used"
511

512
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5.1.2 notify-events (1setOf type2 keyword)

The client OPTIONALLY supplies this operation attribute in a create request. In order to claim
conformance to this notification specification, the Printer object MUST support this attribute. This
attribute identifies the job and/or printer events that are to be delivered to the Notification Recipients as
notifications. If the client does not supply this attribute in a create request, but does supply the "notify-
recipients’, the Printer object usesits "notify-events-default” attribute value (see section 9.9).

There are both job events and printer events. Each job and printer event is assigned a keyword to use in
this attribute and in the notification.

Standard event keyword values are:

See the values of the "job-trigger-events" Job Description attribute and the "printer-trigger-events"
Printer Description attribute.

ISSUE 6 - Should we add a third operation attribute to Job Submission Subscriptions, Subscribe-Job,
and Subscript-Printer that is an opagque octet-string that is passed to the Notification Recipient on every
notification, asin Jini? This operation attribute would be OPTIONAL for the client to supply and the
Printer to support.

6 Explicit Subscriptions

"Explicit Subscriptions® are created by performing explicit subscription operations on the Printer or an
identified Job object. These operations are: Subscribe-Job, Subscribe-Printer, Renew-Subscription, and
Unsubscribe. These operations are like any other |PP operation with respect to common operation
attributes (target, charset, "requesting-user-name”, natural language, unsupported attributes, etc.).

If aprinter crashes or is rebooted, an attempt should be made for the Printer object to maintain al of the
subscriptions currently active.

ISSUE 7 - Rather than adding the Subscribe-Job operation (and possibly corresponding Renew-Job-
Subscription and Unsubscribe-Job-Subscription operations), why not go back to the original proposal
that has a 1setOf collection for the create job operations. The collection contains the two simple "notify-
recipients’ (1setOf uri) and "notify-events (1setOf type2 keyword). We could say that only one
collection value is sufficient for conformance to help the low end. Supporting additional values would
give the same functionality as the Subscribe-Job operation, but would happen when the job was
submitted.

6.1 Subscribe-Job Operation

This OPTIONAL operation alows a client to add an explicit notification subscription to a Job object
after the job has been created, in case the client did not supply a Job Submission Subscription when the
job was submitted. Also this operation allows a client to set up multiple Job Subscriptions with different
sets of events for different Notification Recipients. With the Job Submission Subscription (section 5) all
Notification Recipients receive the same set of events. If this operation is supported, then Job
Submission Subscription MUST be supported, as well as the other Explicit Subscription operations
(Subscribe-Printer, Renew-Subscription, and Unsubscribe).

Isaacson, Martin, deBry, Hastings, Shepherd, Bergman [page 15]
Expires January 22, 2000



550
551
552

553
554
555
556

557
558

559
560
561
562

563
564

565

566
567
568
569
570
571
572
573
574
575
576
577

578

579
580
581
582
583
584
585
586
587
588
589
590
591

INTERNET-DRAFT IPP/1.0 & IPP/1.1 Event Notification July 22, 1999

The Printer returns a subscription id so that a client can unsubscribe to the explicit subscription using the
Unsubscribe operation (section 6.4) before the job completes. The Printer does not return alease time,
since the subscription lasts until the job completes.

Two Subscribe-Job operations with the same events and same Notification Recipients MUST be kept as
distinct subscriptions and be assigned distinct subscription ids. A Printer MAY suppress sending
duplicate notifications to the same Notification Recipient, but the printer MUST allow duplicate
subscriptions such that Unsubscribe doesn’t unsubscribe both subscriptions.

The subscription expires after the job completes (enters the 'completed’, ‘canceled’, or "aborted’ job
states) just as with the Job Submission Subscription. See section 5 for more detail.

Access Rights: The authenticated user (see [ipp-mod] section 8.3) performing this operation must either
be the job owner of the current job or an operator or administrator of the Printer object (see [ipp-mod]
sections 1 and 8.5). Otherwise, the IPP object MUST reject the operation and return: ‘client-error-
forbidden’, ‘client-error-not-authenticated’, or 'client-error-not-authorized’ as appropriate.

6.1.1 Subscribe-Job Request
The following groups of attributes are part of the Subscribe Request:

Group 1: Operation Attributes

Natural Language and Character Set:
The "attributes-charset” and "attributes-natural-language” attributes as described in [ipp-mod)]
section 3.1.4.1.

Target:
Either (1) the "printer-uri” (uri) plus "job-id" (integer(1:MAX)) or (2) the "job-uri" (uri)
operation attribute(s) which define the target for this operation as described in [ipp-mod] section
3.15.

Requesting User Name:
The "requesting-user-name” (name(MAX)) attribute SHOULD be supplied by the client as
described in [ipp-mod] section 8.3.

"notify-recipients” (1setOf uri):
The client MUST supply this attribute. The Printer object MUST support this attribute, if it
supports this operation. This attribute describes both where (the address of the Notification
Recipients) and how (the delivery method) notifications are to be delivered as notifications when
any of the events specified in the "notify-events" attribute occur. See section 5.1.1.

"notify-events' (1setOf type2 keyword):
The client OPTIONALLY suppliesthis attribute. The Printer object MUST support this
attribute, if it supportsthis operation. This attribute identifies the job and/or printer events that
are to be delivered to the Notification Recipients as notifications (see section 5.1.2). If the client
does not supply this attribute, then the Printer object uses its "notify-events-default” attribute
value (see section 9.9).
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6.1.2 Subscribe-Job Response
The following groups of attributes are part of the Subscribe-Job Response:

Group 1: Operation Attributes

Status M essage:
In addition to the REQUIRED status code returned in every response, the response
OPTIONALLY includes a"status-message" (text(255)) and/or a "detail ed-status-message”
(text(MAX)) operation attribute as described in [ipp-mod] sections 13 and 3.1.6.

Natural Language and Character Set:
The "attributes-charset” and "attributes-natural-language” attributes as described in [ipp-mod)]
section 3.1.4.2.

"subscription-id" (integer(1:MAX)):
The Printer object MUST support this attribute and return it in the response. It contains an
integer subscription identifier assigned by the Printer object for use in notifications and
Unsubscribe operations. There is no need to renew, since the lease is the same as for Job
Submission operations, i.e., until the Job is completed.

Group 2: Unsupported Attributes
See [ipp-mod] section 3.1.7 for details on returning Unsupported Attributes.

6.2 Subscribe-Printer Operation

This OPTIONAL operation alows aclient to add an explicit notification subscription to a Printer object
at any time, whether or not the client has submitted ajob to that Printer. The client can specify one or
more job and/or printer events to be delivered as notifications to one or more Notification Recipients.
The job events are for any job submitted to the Printer. The printer events are any events generated by
that Printer. If "Explicit Subscriptions” isimplemented, this operation is REQUIRED to be supported
by the Printer.

The Printer returns a subscription id and the length of time for which it has granted a lease for the
subscription. The client must renew the subscription using the Renew-Subscription operation (see
section 6.3) before the lease runs out in order to maintain the subscription. A client can unsubscribe
using the Unsubscribe operation (section 6.4) and the subscription id.

Two Subscribe-Printer operations with the same events and same Notification Recipients MUST be kept
as distinct subscriptions and be assigned distinct subscription ids. A Printer MAY suppress sending
duplicate notifications to the same Notification Recipient, but the printer MUST allow duplicate
subscriptions such that Unsubscribe doesn’t unsubscribe both subscriptions.

If the Printer has a bounded set of concurrent subscriptions (for the specified events or any events), the
printer rejects the operation and returns the 'server-error-too-many-subscriptions’ status code. The client
SHOULD try again later.

Access Rights: The authenticated user (see [IPP-MOD] section 8.3) performing this operation must be

an operator or administrator of the printer object (see [IPP-MOD)] sections 1 and 8.5). Otherwise the
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| PP object must reject the operation and return: client-error-forbidden, client-error-not-authenticated,
and client-error-not-authorized as appropriate.

6.2.1 Subscribe-Printer Request
The following groups of attributes are part of the Subscribe-Printer Request:

Group 1: Operation Attributes

Natural Language and Character Set:
The "attributes-charset” and "attributes-natural-language” attributes as described in [ipp-mod)]
section 3.1.4.1.

Target:
The "printer-uri” (uri) operation attribute which is the target for this operation as described in
[ipp-mod] section 3.1.5.

Requesting User Name:
The "requesting-user-name” (name(MAX)) attribute SHOULD be supplied by the client as
described in [ipp-mod] section 8.3.

"notify-recipients” (1setOf uri):
The client MUST supply this attribute. The Printer object MUST support this attribute, if is
supports this operation. This attribute describes both where (the address of the Notification
Recipients) and how (the delivery method) notifications are to be delivered as notifications when
any of the events specified in the "notify-events" attribute occur. See section 5.1.1.

"notify-events' (1setOf type2 keyword):
The client OPTIONALLY suppliesthis attribute. The Printer object MUST support this
attribute, if it supportsthis operation. This attribute identifies the job and/or printer events that
are to be delivered to the Notification Recipients as notifications (see section 5.1.2). If the client
does not supply the attribute, then the Printer object usesits "notify-events-default” attribute
value (see section 9.9).

"notify-lease-time" (integer(0:MAX)):
The client OPTIONALLY suppliesthis attribute. The printer object MUST support this
attribute, if it supports this operation. This attribute requests alease time for the subscription,
I.e., the number of seconds before the subscription expires.

Thereis no way to query the outstanding subscriptions. Instead, every subscription has alease
time, so that no subscription can be carried too long and become a dead subscription because the
Notification Recipient has gone away.

If the client does not supply this attribute in the request, the Printer object usesiits "notify-lease-
time-default” attribute value (see section 9.12).
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" printer-message-from-operator":
If the client supplies this attribute, the Printer copies its value to the Printer’s " printer-message-
from-operator” Printer Description attribute.

6.2.2 Subscribe-Printer Response
The following groups of attributes are part of the Subscribe-Printer Response:

Group 1: Operation Attributes

Status M essage:
In addition to the REQUIRED status code returned in every response, the response
OPTIONALLY includes a"status-message" (text) operation attribute as described in [ipp-mod]
section 3.1.6.

Natural Language and Character Set:
The "attributes-charset” and "attributes-natural-language” attributes as described in [ipp-mod)]
section 3.1.4.1.

"subscription-id" (integer(1:MAX)):
The Printer object MUST support this attribute and return it in the response. It contains an
integer subscription identifier assigned by the Printer object for use in notifications and Renew-
Subscription/Unsubscribe operations.

"notify-lease-time" (integer(0:MAX)):
The Printer object MUST support this attribute and return it in the response. It contains the
actual lease time granted, which MUST be in the range specified by the Printer’s "notify-lease-
time-supported” attribute. If the client supplied a value that is less than the minimum or greater
than the maximum, the Printer sets the actual lease time to the minimum or maximum value,
respectively, but otherwise accepts and performs the operation normally and no special status
codeisreturned. Itisup to the client to check thisreturned value, if it cares.

"initial-sequence-numbers’ (1setOf integer(1:MAX)):
The Printer object MUST support this attribute and return it in the response. It contains the
sequence number values that will be sent in the first notification for each of the eventsin the
"notify-events' operation attribute in the request. The order of the values of this attribute
correspond to the order of the valuesin the "notify-events' operation attribute. Since the event
sequence numbers are associated with the event, not the subscription, there is a single sequence
number attribute for the Printer for each event, which is counting monotonically for each event
separately . Therefore, a Notification Recipient that is concerned about missing notifications,
needs to know the first value to expect.
Note: The subscribing client needs to convey this value to the Notification Recipient, in case the
Notification Recipient cares.

ISSUE 8 - Should the event sequence number be associated with the event (see section 7.1) asin
Jini, or with the Subscription object? If the latter, then notification batching could happen for the
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same subscription. Then "xxx-trigger-event” could be changed back to 1setOf to agree with the
"notify-events' operation, Job Description, and Printer Description attributes. Then event
sequence numbers always start with 1 for Explicit Printer Subscriptions, just like for Explicit Job
and Job Submission Subscriptions and there is no need to return the starting sequence number for
Printer events.

"detail ed-status-message” (text(MAX))
The OPTIONAL "detailed-status-message" operation attribute provides additional more detailed
technical and implementation-specific information about the operation. The "detailed-status-
message” attribute’s syntax is "text((MAX)". See [ipp-mod] section 3.1.6.3 for more information.

Group 2: Unsupported Attributes
See [ipp-mod] section 3.1.7 for details on returning Unsupported Attributes.

6.3 Renew-Subscription

This OPTIONAL operation alows a client to renew the lease time on an already established explicit
subscription. The client supplies the "subscription-id" for this operation that was returned in the
previous Subscribe-Job or Subscribe-Printer operation that created the subscription. If "Explicit
Subscriptions' is implemented, this operation is REQUIRED to be supported by the Printer.

The Subscription-id MUST NOT change upon renewal of the lease.
6.3.1 Renew-Subscription Request
The following groups of attributes are part of the Subscribe Request:

Group 1: Operation Attributes

Natural Language and Character Set:
The "attributes-charset” and "attributes-natural-language” attributes as described in [ipp-mod)]
section 3.1.4.1.

Target:
The "printer-uri” (uri) operation attribute which is the target for this operation as described in
[ipp-mod] section 3.1.5.

ISSUE 9- A "printer-uri” plus "subscription-id" isn't enough to target an Explicit Job
Subscription? Do we really need both Renew-Printer-Subscription and Renew-Job-Subscription,
both which require a "subscription-id”, but the former has a Printer object target and the latter
has a Job object target?

Requesting User Name:
The "requesting-user-name” (name(MAX)) attribute SHOULD be supplied by the client as
described in [ipp-mod] section 8.3.

"subscription-id" (integer(1:MAX)):
The client MUST supply this attribute. The printer object MUST support this attribute. It
identifies the subscription to be renewed, i.e., it is the integer subscription identifier returned by
the Printer object in a previous Subscribe or Renew-Subscription operation.
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The Printer returns a 'client-error-not-found’ status code, if the subscription id is not found (or
has expired).

"notify-lease-time" (integer(0:MAX)):
See the description of "notify-lease-time" for the Subscribe operation request in Section .6.2.1.

6.3.2 Renew-Subscription Response
The following groups of attributes are part of the Subscribe Response:

Group 1: Operation Attributes

Status M essage:
In addition to the REQUIRED status code returned in every response, the response
OPTIONALLY includes a"status-message” (text) operation attribute as described in [ipp-mod]
section 3.1.6.

Natural Language and Character Set:
The "attributes-charset” and "attributes-natural-language” attributes as described in [ipp-mod)]
section 3.1.4.1.

"notify-lease-time" (integer(0:MAX)):
See the description of "notify-least-time" for the Subscribe operation response in Section 6.2.2.

Group 2: Unsupported Attributes
See section 3.1.7 for details on returning Unsupported Attributes.

Access Rights: The authenticated user (see [IPP-MOD)] section 8.3) performing this operation must be an
operator or administrator of the printer object (see [IPP-MOD)] sections 1 and 8.5). Otherwise the IPP
object must reject the operation and return: client-error-forbidden, client-error-not-authenticated, and
client-error-not-authorized as appropriate.

ISSUE 10 - Can't we have authentication for subscriptions as we have for jobs? Then the owner of the
subscription, i.e., the user that performed the Explicit Subscription can Renew or Unsubscribe.

6.4 Unsubscribe

This OPTIONAL operation alows a client to unsubscribe explicit notification subscription. The
"subscription-id" isrequired to perform this operation. Once a client performs an Unsubscribe
operation, the Printer (or an associated notification service) immediately stops sending notifications to
the associated Notification Recipient(s) for that subscription. If "Explicit Subscriptions” is
implemented, this operation is REQUIRED to be supported by the Printer.

ISSUE 11 - Add way to the Unsubscribe operation to unsubscribe all subscriptions? all "my"
subscriptions?

Access Rights: The authenticated user (see [IPP-MOD)] section 8.3) performing this operation must be an
operator or administrator of the printer object (see [IPP-MOD)] sections 1 and 8.5). Otherwise the IPP
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object must reject the operation and return: client-error-forbidden, client-error-not-authenticated, and
client-error-not-authorized as appropriate.

ISSUE 12 - Can't we have authentication for subscriptions as we have for jobs? Then the owner of the
subscription, i.e., the user that performed the Explicit Subscription can Renew or Unsubscribe. Or does
the lease and sequence number concepts mean that only operators need to be able to Unsubscribe?

6.4.1 Unsubscribe Request
The following groups of attributes are part of the Unsubscribe Request:

Group 1: Operation Attributes

Natural Language and Character Set:
The "attributes-charset” and "attributes-natural-language” attributes as described in [ipp-mod)]
section 3.1.4.1.

Target:
The "printer-uri” (uri) operation attribute which is the target for this operation as described in
[ipp-mod] section 3.1.5.

ISSUE 13 - A "printer-uri” plus "subscription-id" isn't enough to target an Explicit Job
Subscription? Do we really need both Unsubscribe-Printer and Unsubscribe-Job, both which
require a"subscription-id", but the former has a Printer object target and the latter has a Job
object target?

Requesting User Name:
The "requesting-user-name” (name(MAX)) attribute SHOULD be supplied by the client as
described in [ipp-mod] section 8.3.

"subscription-id" (integer(1:MAX)):
The client MUST supply this attribute. The printer object MUST support this attribute. 1t
identifies the subscription to be removed, i.e., it is the integer subscription identifier returned by
the Printer object in a previous Subscribe or Renew-Subscription operation.

The Printer returns a 'client-error-not-found’ status code, if the subscription id is not found (or
has expired).

6.4.2 Unsubscribe Response
The following groups of attributes are part of the Unsubscribe Response:

Group 1: Operation Attributes

Status M essage:
In addition to the REQUIRED status code returned in every response, the response
OPTIONALLY includes a"status-message" (text) operation attribute as described in [ipp-mod]
section 3.1.6.

Isaacson, Martin, deBry, Hastings, Shepherd, Bergman [page 22]
Expires January 22, 2000



846
847

848

849
850

851
852
853
854
855
856
857
858

859

860
861

862

863
864
865
866
867

868

869

870
871
872
873
874
875
876
877
878
879
880
881
882
883

INTERNET-DRAFT IPP/1.0 & IPP/1.1 Event Notification July 22, 1999

Natural Language and Character Set:
The "attributes-charset” and "attributes-natural-language” attributes as described in [ipp-mod)]
section 3.1.4.1.

Group 2: Unsupported Attributes
See section 3.1.7 for details on returning Unsupported Attributes.

ISSUE 14 - Do we need a Get-Printer-Subscriptions operation that returns alist of explicit subscriptions
to the Printer object? Jini has such an operation. This operation could be used by a client that has
forgotten the subscription id of along standing subscription. On the other hand, the lease concept was
introduced to eliminate the need for a Get-Printer-Subscriptions operation. Also the sequence number
mechanism also helps with filtering out duplicate subscriptions that send the same event more than once,
since the same sequence number is send in each. If we do add a Get-Printer-Subscriptions operation,
then probably need to include a "which-subscriptions’ operation attribute with values: 'my-subscriptions
and "all-subscriptions), just like Get-Jobs?

7 Notification Content

Some of the notification delivery methods dictate the notification content type to be used. For example,
'mailto’ uses "multipart/report” and ’http’ and 'ipp-tcp-notify’ use "application/ipp”.

7.1 Notification content MIME media type formats

Once a client’s create job request, Subscribe-Job, or Subscribe-Printer is successful, the Printer adds the
"notify-recipients” and "notify-events' attribute values to its subscription information on the Job, Job, or
Printer object, respectively, and returns the appropriate response. Subsequently, notifications are
asynchronously sent based on the subscription information stored by the Printer. The following
descriptions give more detail on how the notifications are formed for each type.

An implementation MUST NOT extend the contents of a notification.

Notifications are generated using the following content formats:

"application/ipp’ - machine consumable notification content using the "application/ipp’ MIME media
type [ipp-mod] using the Get-Job-Attributes response encoding for job events and Get-Printer-
Attributes for printer events. The attributes listed in section 7.2 are sent in an notification for job
events. The attributes listed in section 7.3 are sent in an notification for printer events. For any
string in any notification, the charset and natural language rules that apply to all PP operations
apply to the natification strings as well, since they are represented as operation responses. The
event content isfilled in asfollows:

Response Parameters:
"version-number" - the same version number as returned in the create response.
"status-code” parameter - the status code: ’basic-job-event’ - 0x600 for job events, and
'basi c-printer-event’ - 0x601 for printer events.
"request-id" - a sequence number so that each type of event has a running event counter
that increments by 1. For job subscriptions, the event count is kept separately for
each job and job event pair and the first value passed in a notification MUST be 1.
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The Notification Recipient can detect events that arrive out of order or are dropped.
For the Explicit Printer subscriptions, the sequence number is kept for each event
separately and it counts up from 1 starting with initial power-up.

ISSUE 15 - What happens to the event sequence numbers on Shutdown to 'suspend’
versus ‘power-down? Arethey started over or do they continue? What about a
power failure? Are subscriptions automatically Unsubscribed on power up? What
about Restart-Printer operation? Or are subscriptions kept across power cycles?
Subscription 1d shouldn't be re-used on power up, if possible. Or is either behavior
implementation dependent? Any recommendations for which?

Operation attributes:
"attributes-charset" and "attributes-natural-language" Operation attributes - the same
charset and natural language as the response to the original create request.
"status-message” - is not sent as an Operation attribute (the "job-trigger-message” and
"printer-trigger-message” are sent in the Job Object Attributes and the Printer Object
Attributes groups, respectively.
Unsupported Attributes Group:
Is not sent.
Job Object Attributes Group and Printer Object Attributes Group:
See section 7.2 and 7.3, respectively.

"text/plain’ - human consumable notification content type. The text message SHOULD include
information about the attributes in section 7.2 for job events or in section 7.3 for printer events.
If the charset to be used in the mail message is other than US-ASCII, the /charset parameter must
be included in the value of this content-type header and in the notification content [RFC2046].

7.2 Basic Job notification content

This section lists the parameters and attributes that are included in the Basic Job notification content.
Additional job event definitions can be registered which use the Basic Job Notification content. If
additional attributes are needed, additional Job Notification content formats will be defined and assigned
anew status code to be used in the report in order to distinguish each report format. For example of
another Job Notification content format, see [ipp-prog] for ’job-progress-events'.

Each Basic Job notification content contains a single job event, whether that event was subscribed using
the Job Submission Subscription mechanism or the Explicit Subscription (Subscribe-Job or Subscribe-
Printer). If either kind of subscription subscribed to both job and printer events, then they will be send
as separate Basic Job notification content and Basic Printer notification contents (see section 7.3) to the
same Notification Recipients.

If notification is supported, the implementation MUST support the following REQUIRED job object
attributes, MUST support the following CONDITIONAL job object attributes, if the condition istrue,
and MAY support the following OPTIONAL job object attributes. Any of the following Job
Description attributes that are supported MUST be included in anotification. All job notifications
MUST use the Get-Job-Attributes response syntax.
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ISSUE 16 - Should a notification have a response that the Notification Recipient returnsto the
Notification Source like Jini, i.e., anotification is like an operation that has a request and a response,
instead of just being a one way transfer of information? Should that depend on the URL scheme or a

URL scheme parameter? Is having responses a Quality of Service that the

subscriber can specify?

The Basic Job Notification MUST include the following response parameters and job object attributes.

The Job Attributes MAY bein any order:

T TS +
| Job object paraneter/attribute | REQUI RED |
| I N REPORT?|
T S +
| version-nunber | REQUI RED |
T S
| status-code (with the val ue: | REQUI RED |
| basi c-j ob-event (600)) | |
T S +

T S +
| job-printer-uri (uri) | REQUI RED |
T S +
| job-id (integer(1: MAX)) | REQUI RED |
T S +
| job-trigger-event | REQUI RED |
| (type2 keyword) | |
T S +
| job-trigger-message* (text(255)) | CONDI T1 ONAL|
T S +
| job-trigger-tinme (integer(1l: MAX)) | REQU RED |
T S +
| job-trigger-date-tinme (dateTine) | RECOMVENDED)]
T S +
| job-state (typel enun | REQUI RED |
T S
| previous-job-state (typel enum | REQUI RED |
T S +
j ob- st at e-reasons REQUI RED
(1setr type2 keyword)
T S +
j ob- st at e-reasons- added REQUI RED
(1setX type2 keyword)
T S +
j ob- st at e-reasons- del et ed REQUI RED
(1setX type2 keyword)
T S +
subscription-id** CONDI TI ONAL
(i nteger(1: MAX))
T S +

Figure 4 - Basic Job Natification Content
Conditional attributes in the notification:
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*|f "status-message” is supported as an Operation attribute in operation responses, then "job-trigger-
message” MUST be supported in the notification content.

** |f the Subscribe-Job or Subscribe-Printer operation isimplemented and the notification is caused by
an explicit subscription request, the "subscription-id" MUST be supplied in the notification content.

If the values of any of the attributes sent in an notification content are not known, the value sent in the
report content is the out-of-band 'unknown’ value, rather than omitting the attribute. See [ipp-mod]
section 4.1.

ISSUE 17 - Should we copy in the [ipp-prog] Job Progress notification content into this Event
Notification specification?

7.3 Basic Printer notification content

This section lists the parameters and attributes that are included in the Basic Printer notification content.
Additional printer events can be registered which use the Basic Job Notification content. If additional
attributes are needed, additional Printer Notification content formats will be registered and assigned a
new status code to be used in the report in order to distinguish each report format.

Each Basic Printer notification content contains a single printer event, whether that event was subscribed
using the Job Submission Subscription mechanism or the Explicit Subscription (Subscribe-Job or
Subscribe-Printer). If either kind of subscription subscribed to both job and printer events, then they
will be send as separate Basic Job notification content (see section 7.2) and Basic Printer notification
contents to the same Notification Recipients.

If notification is supported, the implementation MUST supported the following REQUIRED attributes,
MUST supported the following CONDITIONAL job object attributes, if the condition istrue, and MAY
supported the following OPTIONAL Printer object attributes in any printer notification. Any of the
following Printer Description attributes that are supported MUST be included in an notification. All
printer notifications MUST use the Get-Printer-Attributes response syntax. The Basic Printer
Notification MUST include the following response parameters and Printer object attributes. The Printer
Attributes MAY bein any order:
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T TS S +
| Printer object paramater/attribute | REQURED | reference |
| | | N REPORT?| |
T LS R +
| version-nunber | REQURED | [ipp-nod] 3.1.1 |
T LS R +
| status-code (with the val ue: | REQURED | [ipp-nod] 3.1.1 |
| basi c-printer-event(601)) | | |
T LS R +

T LS R +
| printer-uri-supported (uri) | REQURED | [ipp-nod] 4.4.1 |
T LS R +
| printer-trigger-event | REQURED | 9.1 |
| (type2 keyword) | | |
T LS R +
| printer-trigger-nessage*(text(255))| CONDI TI ONAL| 9.2 |
T LS R +
| printer-trigger-tine | REQURED | 9.3 |
| (i nteger(1: MAX)) | | |
T LS R +
| printer-trigger-date-tinme(dateTi me)| RECOWENDED| 9.4 |
T LS R +
| printer-state (typel enun | REQURED | [ipp-nod] 4.4.10 |
T Ty +
| previous-printer-state (typel enun)| REQURED | 9.5 |
T LS R +
printer-state-reasons REQUI RED [i pp-nod] 4.4.11
(1setOr type2 keyword)
T LS R +
printer-state-reasons-added REQUI RED 9.6
(1setOr type2 keyword)
T LS R +
printer-state-reasons-del et ed REQUI RED 9.6
(1setOr type2 keyword)
T LS R +
| subscription-id** (integer(1l: MAX)) | CONDI TI ONAL| 6

Figure5 - Basic Printer Notification Content

Conditiona attributes in the notification:

* |f "status-message” is supported as an Operation attribute in operation responses, then "printer-trigger-
message” MUST be supported in the notification content.

** |f the Subscribe-Printer operation isimplemented and the notification is caused by an explicit
subscription request, the "subscription-id" MUST be supplied in the notification content.

If the values of any of the attributes sent in an notification content are not known, the value sent in the

report content is the out-of-band 'unknown’ value, rather than omitting the attribute. See [ipp-mod]

section 4.1.
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8 Job Description Attributes
The following Job Description attributes are defined for use with notification:

8.1 notify-recipients (1setOf uri)

This REQUIRED READ-ONLY attribute describes both where (the address) and how (the delivery
method) notifications are to be delivered when any of the events specified in the "notify-events" attribute
occur. The Printer object MUST populate this Job Description attribute from the corresponding
Operation attribute supplied by the client in the create request. See section 5.1.1 for more description of
this attribute.

Note: Thereisno way to query the recipients that have been subscribed using the Subscribe-Job
operation.

ISSUE 18 - How many individuals, recipients can be established to be notified of a particular event?
The number of recipients should have a minimum number required for support. We did not agree on a
such anumber. This needs more discussion. If the maximum number required is 1, then clients might
not bother supporting more than one recipient in a subscription.

8.2 notify-events (1setOf type2 keyword)

ThisREQUIRED READ-ONLY attribute identifies the events for which a notification notification is
desired for thisjob. The Printer object MUST populate this Job Description attribute from the
corresponding Operation attribute supplied by the client in the create request. If the client does not
supply this attribute in a create request, but does supply the "notify-recipients" attribute, the Printer
object populates this attribute with the notify-events-default’ event value. See section 5.1.2 for more
description of this attribute.

Note: Thereisno way to query the events that have been subscribed using the Subscribe-Job operation.

8.3 job-trigger-event (type2 keyword)

This REQUIRED READ-ONLY attribute indicates the most recent job event that occurred for this job.
In order to claim conformance to this notification specification, the Printer object MUST support this
Job Description attribute. The Printer object supplies this attribute in every job notification that it sends
to aNotification Recipient. This attributeis aso available to any client using a Get-Job-Attributes or
Get-Jobs operation for thisjob. Thefirst job event for ajob isthe ’job-created’ event, so this Job
Description attribute always has a value.

The following events are defined to be digoint. Therefore, the "job-trigger-event" attribute is single
valued, since two events cannot be sent in the same notification content.

A Printer MUST support the eventsindicated as "REQUIRED". The standard keyword values are:

'none’: REQUIRED - no notifications of any events (an 1PP object can use this value to indicate
that it is configured not to support event notification; a client would not subscribe to this event).

'job-created’: REQUIRED - the Printer object has accepted the create operation and the job’s "'job-
time-at-creation” attribute value is set (i.e., when the job is created no matter whether it puts the
job in the 'pending’ or 'pending-held’ or 'processing’ states). The IPP Printer MUST record this
event.
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1089 Note: Thisevent is separate from the ’job-state-changed’ event so that it can be subscribed to

1090 without having to get every job state change event, for a Notification Recipient that isonly

1091 interested in when the job isfirst created.

1092 'job-completed’: REQUIRED - the job has reached one of the completed states, i.e., the value of the
1093 job's "job-state” attribute has changed to: ‘completed’, "aborted’, or ‘canceled’. The job’s "time-at-
1094 completed” and/or "date-time-at-completed” attributes are set. The IPP Printer MUST record
1095 this event.

1096 Note: Thisevent is separate from ’job-state-changed’ so that it can be subscribed to without

1097 having to get every job state change event, for aNotification Recipient that is only interested in
1098 when the job is compl eted.

1099

1100 ISSUE 19 - Should there be more job attributes in the 'job-compl eted’ notification content, such as
1101 "impressions-completed” and "sheets-completed”?

1102

1103 'job-state-changed’: the job has changed from any state or state-reason to any other state or state-
1104 reason, except when the job is created or when the job moves to any of the "completed” job

1105 states, i.e., the value of the job's "job-state” attribute changes to any value, except ‘'completed’,
1106 "aborted’, or ‘canceled’

1107

1108 This event aso indicates that one or more values have been added to or removed from the Job's
1109 "job-state-reasons’ attribute, such as 'job-queued’ or ’job-printing’, whether or not the job's state
1110 has changed. If job state reasons are added when the job is created, only the ’job-created’ event is
1111 generated, in order to keep the events digoint. If job state reasons are added or removed when
1112 the job is completed, only the job-completed’ event is generated, in order to keep the events

1113 digoint. Thiseventis REQUIRED to be recorded if the job-state-reason isan error.

1114

1115 A client that wants to subscribe to al job state changes, including creation and completion,

1116 includes the 'job-created’, ’job-state-changed’, and ’job-completed’ in the notification subscription.
1117 When ajob isfinally removed from the Job History (see [ipp-mod] 4.3.7.1) no event is

1118 generated, i.e., neither a’job-state-changed’ event nor a ’job-purged’ event is generated.

1119 ISSUE 20 - Should ’job-state-changed’ event be REQUIRED to support, since ‘printer-state-

1120 changed’ is?

1121

1122

1123 'job-config-changed’ — when the configuration of a job has changed, i.e., the value of the "job-
1124 message-from-operator" or any of the non-READ-ONLY Job attributes have changed, such as
1125 any of the job template attributes or the "job-name" attribute. The client would have to perform
1126 a Get-Job-Attributes to find out the new values of the changed attributes. This event would be
1127 useful for GUI clients and drivers to update the job information to the user.

1128 'job-purged’: when a 'not-completed’ job was purged from the printer using the Purge-Jobs
1129 operation. No event, including this event, is generated when a job is aged out of the Job History
1130

1131 ISSUE 21 - any other job events to be defined and added?
1132 ISSUE 22 - should any more events be REQUIRED to be supported?
1133
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8.4 job-trigger-message (text(255))

This OPTIONAL READ-ONLY attribute provides a short textual description of the most recent job
event(s). The"job-trigger-events" attribute is intended for use by automata, and the "job-trigger-
message” isintended for the human end user. If job-trigger-eventsis multi-valued, then it isleft up to
the implementation if it concatenates event messages or combines the events to provide asingle
message.

If the Printer object supports the "job-trigger-message" Job Description attribute, the Printer object
MUST be able to generate this message in any of the natural languages identified by the Printer object’s
"generated-natural -language-supported” attribute (see the "attributes-natural-language” operation
attribute specified in [ipp-mod] section 3.1.4.1). Asdescribed in [ipp-mod] section 3.1.4.1 for any
returned 'text’ attribute, if thereis a choice for generating this message, the Printer object uses the natural
language indicated by the value of the "attributes-natural-language” in the client create request if
supported, otherwise the Printer object uses the value in the Printer object’s own "natural -language-
configured” attribute.

8.5 job-trigger-time (integer(MIN:MAX))

This REQUIRED READ-ONLY attribute indicates the point in time specified in seconds since the
printer was last started at which the most recent job event occurred for thisjob. In order to populate this
attribute, the Printer object uses the value in its "printer-up-time" attribute at the time the event occurred.
Since the printer could support persistent jobs, a value of zero or lessis available to show that the last
event occurred before the last printer restart.

In order to claim conformance to this notification specification, the Printer object MUST support this
Job Description attribute. The Printer object MUST supply this attribute in every notification that it
sends to anotification recipient. This attribute is also available to any client using a Get-Job-Attributes
or Get-Jobs operation for thisjob. Thefirst job event for ajob isthe job-received’ event when thejob is
created. Therefore, this job attribute always has a value.

If 1PP Printers relay jobs to other IPP Printers, the time of the event isintended to be at the IPP Printer
object at which the event occurred, not subsequent times of relaying jobs in the forward direction or
relaying notifications in the reverse direction. Therefore, each Printer along the request/response path
MUST adjust the values of the time tick attributes accordingly.

8.6 job-trigger-date-time (dateTime)

This OPTIONAL READ-ONLY attribute indicates the point in time at which the most recent job event
occurred for thisjob. In order to claim conformance to this notification specification, the Printer object
MUST support this Job Description attribute if it also supports the "printer-current-time" Printer
Description attribute (which also requires adate). The Printer object MUST supply this attribute in
every notification that it sendsto a notification recipient, if it supports this attribute. This attributeis
also available to any client using a Get-Job-Attributes or Get-Jobs operation for thisjob. Thefirst job
event for ajob isthe job-received’ event when the job is created. Therefore, thisjob attribute always
has avaue.

If 1PP Printers relay jobs to other IPP Printers, the time of the event is intended to be at the IPP Printer
object at which the event occurred, not subsequent times of relaying jobs in the forward direction or
relaying notificationsin the reverse direction. However, since the date and time are absolute, each

Isaacson, Martin, deBry, Hastings, Shepherd, Bergman [page 30]
Expires January 22, 2000



1175
1176

1177

1178
1179
1180
1181
1182

1183

1184
1185
1186
1187
1188

1189
1190

1191

1192
1193
1194
1195
1196

1197
1198

1199

1200

1201

1202
1203
1204
1205
1206
1207
1208
1209

INTERNET-DRAFT IPP/1.0 & IPP/1.1 Event Notification July 22, 1999

Printer does not need to change the values of the dateTime attributes as they are passed along the
reguest/response path.

8.7 previous-job-state (typel enum)

ThisREQUIRED READ-ONLY attribute contains the previous state of the job, i.e., the value of the
job’s "job-state” attribute before the event occurred. See [ipp-mod] section 4.3.7 for the description of
the values for this attribute. In a notification, the "job-state" attribute contains the current state of the
job, i.e., the state of the job after the event occurred. This attribute is also available to any client using a
Get-Job-Attributes or Get-Jobs operation for thisjob.

8.8 job-state-reasons-added (1setOf type2 keyword)

ThisREQUIRED READ-ONLY attribute contains the values of the job’s "job-state-reasons’ attribute
which were added since the last 'job-state-change’ event for thisjob. See [ipp-mod] section 4.3.8 for the
description of the values for this attribute. 1n a notification, the "job-state-reasons” attribute contains the
current values of the job’s "job-state-reasons” attribute, i.e., the values after the event occurred. This
attribute is also available to any client using a Get-Job-Attributes or Get-Jobs operation for this job.

ISSUE 23 - What meaning do the -added and -del eted job state reason attributes have for the ’job-
completed’ notification? Isthat aproblem? What about other events, besides ’job-config-change?

8.9 job-state-reasons-deleted (1setOf type2 keyword)

ThisREQUIRED READ-ONLY attribute contains the values of the job’s "job-state-reasons’ attribute
which were deleted since the | ast ’job-state-change’ event for thisjob. See[ipp-mod] section 4.3.8 for
the description of the values for this attribute. In a notification, the "job-state-reasons” attribute contains
the current values of the job’s "job-state-reasons” attribute, i.e., the values after the event occurred. This
attribute is also available to any client using a Get-Job-Attributes or Get-Jobs operation for this job.

ISSUE 24 - Should we copy in the [ipp-prog] Job Progress Job Description attributes and notification
format into this Event Notification specification?

9 Printer Description Attributes
The following Printer Description attributes are defined for use with notification:

9.1 printer-trigger-event (type2 keyword)

This REQUIRED READ-ONLY attribute indicates the most recent printer event that occurred for this
Printer. In order to claim conformance to this notification specification, the Printer object MUST
support this Printer Description attribute. The Printer object supplies this attribute in every printer
notification that it sends to a notification recipient. This attribute is also available to any client using a
Get-Printer-Attributes request for this Printer object. Thefirst printer event for a Printer is ‘powered-up’,
so this printer attribute always has avalue. When all the Job Submission Subscriptions from a particular
Notification Recipient on a printer expire, and that recipient has no Explicit Subscriptions on this
Printer, the printer notifications are no longer sent to that Notification Recipient.
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The following events are defined to be digoint. Therefore, the "printer-trigger-event” attributeis single
valued, since two events cannot be sent in the same notification content.

A Printer MUST support the events indicated as "REQUIRED". The standard keyword values are:

Printer-report eventsinclude:

'non€e - REQUIRED - no notification of any events (an IPP object can use this value to indicate
that it is configured not to support event notification; a client would not subscribe to this
event.

‘printer-restarted’ - when the printer is powered up or the Restart-Printer operation is
performed (see [ipp-adm]). The IPP Printer MUST record this event.

Note: Thisevent is separate from the 'printer-state-changed’ event so that it can be
subscribed to without having to get every printer state change event, for a Notification
Recipient that is only interested in when the Printer first comes up.

'printer-shutdown’ - when the device is being powered down or the Shutdown-Printer operation
has been performed with either power-off or standby options (see [ipp-adm]).

Note: Thisevent is separate from ’printer-state-changed’ so that it can be subscribed to
without having to get every Printer state change event, for a Notification Recipient that is
only interested in when the Printer is powered down or shutdown.

'printer-state-changed’ - REQUIRED - the Printer changed state, i.e., the value of the Printer’s
"printer-state”, "printer-state-reasons”, and/or "printer-is-accepting-jobs" attributes changed,
except when the Printer starts up or is shutdown. If the "printer-state-reasons’ changed, then
one or more values have been added to or removed from the Printer’s "printer-state-reasons”
attribute, such as 'moving-to-paused’ or ‘connecting-to-printer’.

This event aso indicates that one or more values have been added to or removed from the
Printer’s "printer-state-reasons” attribute, such as ’'moving-to-paused’, ‘toner-low’, or ‘'media-
jam’, whether or not the Printer’s state has changed. If printer state reasons are added when
the Printer is started up, only the ‘printer-restarted’ event is generated, in order to keep the
eventsdigoint. If printer state reasons are added or removed when the printer is powered-
down or shutdown, only the 'printer-shutdown’ event is generated, in order to keep the events
digoint. Thiseventis REQUIRED to be recorded if the printer-state-reason is an error.

A client that wants to subscribe to al printer state changes, including restart and power-
down/shutdown, includes the 'printer-restarted’, printer-state-changed’, and "printer-
shutdown’ in the notification subscription.

‘printer-media-changed’ — when the media loaded on a printer has been changed. The client
must check the "media-ready” Printer attribute (see [ipp-mod] section 4.2.11) separately to
find out what new media was loaded.

'printer-config-changed’ — when the configuration of a Printer has changed, i.e., the value of
the "printer-message-from-operator” or any non-READ-ONLY Printer attribute has changed,
except for "media-ready” (which has its own event), whether through the Set-Printer-
Attributes operation or by other means and whether initiated by a human or not. For
example, any "xxx-supported”, "xxx-default”, "printer-message-from-operator", etc. values
have changed. The client would have to perform a Get-Printer-Attributes to find out the new
values of these changed attributes. This event would be useful for GUI clients and drivers to
update the available printer capabilities to the user.

Isaacson, Martin, deBry, Hastings, Shepherd, Bergman [page 32]
Expires January 22, 2000



1255
1256
1257
1258
1259
1260
1261
1262
1263

1264

1265
1266
1267
1268
1269

1270

1271
1272
1273
1274
1275
1276
1277
1278

1279

1280
1281
1282
1283
1284

1285
1286
1287
1288
1289

1290
1291
1292

INTERNET-DRAFT IPP/1.0 & IPP/1.1 Event Notification July 22, 1999

‘printer-no-longer-full’ — when there is more than one client feeding a printer/server (fan-in),
and the Printer may still printing but has acquired more buffer space to accept jobs. This
event only occurs when the Printer did not have room to accept jobs previously and rejected
Print-Job, Print-URI, Create-Job, Send-Document, or Send-URI operation.

‘printer-almost-idle’ — when a spooler is feeding more than one printer/server (fan-out), and the
spooler holds jobs until a Printer requests them, rather than committing jobs to IPP Printers
before it is necessary. This event MAY be used for a printer to request a new job from any
subscribers sufficiently ahead of time so that the device does not run out of work between
jobs.

9.2 printer-trigger-message (text(255))

This OPTIONAL READ-ONLY attribute provides a short textual description of the most recent printer
event(s). The "printer-trigger-events" attribute is intended for use by automata, and the "printer-trigger-
message" is intended for the human end user. If printer-trigger-events is multi-valued, then it is left up tc
the implementation if it concatenates event messages or combines the events to provide a single
message.

If the Printer object supports the "printer-trigger-message” Printer Description attribute, the Printer
object MUST be able to generate this message in any of the natural languages identified by the Printer
object's "generated-natural-language-supported” attribute (see the "attributes-natural-language”
operation attribute specified in [ipp-mod] section 3.1.4.1). As described in [ipp-mod] section 3.1.4.1 for
any returned 'text' attribute, if there is a choice for generating this message, the Printer object uses the
natural language indicated by the value of the "attributes-natural-language” in the client create request |
supported, otherwise the Printer object uses the value in the Printer object's own "natural-language-
configured" attribute.

9.3 printer-trigger-time (integer(MIN:MAX))

This REQUIRED READ-ONLY attribute indicates the point in time specified in seconds since the
printer was last started at which the most recent printer event occurred for this printer. In order to
populate this attribute, the Printer object uses the value in its "printer-up-time" attribute at the time the
event occurred. Since the printer could possibly store its most recent event(s), a value of zero or less is
available to show that the last event occurred before the last printer restart.

In order to claim conformance to this notification specification, the Printer object MUST support this
Printer Description attribute. The Printer object MUST supply this attribute in every notification that it
sends to a notification recipient. This attribute is also available to any client using a Get-Printer-
Attributes request for this Printer object. The first printer event for a Printer is when it is powered up.
Therefore, this printer attribute always has a value.

If IPP Printers relay jobs to other IPP Printers, the time of the event is intended to be at the IPP Printer
object at which the event occurred, not subsequent times of relaying jobs in the forward direction or
relaying notifications in the reverse direction.

Isaacson, Martin, deBry, Hastings, Shepherd, Bergman [page 33]
Expires January 22, 2000



1293

1294
1295
1296
1297
1298
1299
1300
1301

1302
1303
1304

1305

1306
1307
1308
1309

1310

1311
1312
1313
1314
1315

1316
1317

1318

1319
1320
1321
1322
1323

1324

1325
1326
1327

INTERNET-DRAFT IPP/1.0 & IPP/1.1 Event Notification July 22, 1999

9.4 printer-trigger-date-time (dateTime)

This OPTIONAL READ-ONLY attribute indicates the point in time at which the most recent printer
event occurred for this printer. In order to claim conformance to this notification specification, the
Printer object MUST support this Printer Description attribute if it also supports the "printer-current-
time" Printer Description attribute (which also requires adate). The Printer object MUST supply this
attribute in every notification that it sends to a notification recipient, if it supportsthis attribute. This
attribute is also available to any client using a Get-Printer-Attributes request for this Printer object. The
first printer event for a Printer iswhen it is powered up. Therefore, this printer attribute always has a
value.

If IPP Printersrelay jobsto other PP Printers, the time of the event isintended to be at the IPP Printer
object at which the event occurred, not subsequent times of relaying jobsin the forward direction or
relaying notifications in the reverse direction.

9.5 previous-printer-state (typel enum)

ThisREQUIRED READ-ONLY attribute contains the previous state of the printer, i.e., the value of the
Printer’s "printer-state” attribute before the event occurred. See [ipp-mod] section 4.4.11 for the
description of the values for this attribute. In a notification, the "printer-state”" attribute contains the
current state of the printer, i.e., the state of the printer after the event occurred.

9.6 printer-state-reasons-added (1setOf type2 keyword)

ThisREQUIRED READ-ONLY attribute contains the values of the printer’s "printer-state-reasons"
attribute that were added since the last 'printer-state-changed’ event for this Printer See [ipp-mod]
section 4.4.12 for the description of the values for this attribute. In anotification, the "printer-state-
reasons” attribute contains the current values of the Printer’s "printer-state-reasons” attribute, i.e., the
values after the event occurred.

ISSUE 25 - What meaning do the -added and -del eted job state reason attributes have for the 'printer-
shutdown’ notification? Isthat a problem? What about other events, besides 'printer-config-change'?

9.7 printer-state-reasons-deleted (1setOf type2 keyword)

This REQUIRED READ-ONLY attribute contains the values of the printer’s "printer-state-reasons"
attribute that were deleted since the last 'printer-state-changed’ event notification. See [ipp-mod] section
4.4.12 for the description of the values for this attribute. In anotification, the "printer-state-reasons’
attribute contains the current values of the printer’s " printer-state-reasons” attribute, i.e., the values after
the event occurred.

9.8 notify-recipients-schemes-supported (1setOf uriScheme)

This REQUIRED attribute describes the notification delivery methods supported by this Printer object.
Standard values are defined in Section 5.1.1). In order to claim conformance to this notification
specification, the Printer object MUST support this Printer Description attribute.
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9.9 notify-events-default (1setOf type2 keyword)

This REQUIRED attribute identifies the event values if the client does not supply the "notify-events"
operation attribute. All the valuesin this attribute must also appear in the notify-events-supported
attribute.

9.10 notify-events-supported (1setOf type2 keyword)

This REQUIRED attribute identifies the events supported by this Printer object. In order to clam
conformance to this notification specification, the Printer object MUST support this Printer Description
attribute. Standard values are defined in Section 5.1.2.

9.11 notify-lease-time-supported (rangeOfinteger(0:MAX))

This Printer attribute specifies the range of values in seconds that are supported for the "notify-lease-
time" operation attribute. A Printer MUST support this attribute if it supports the Subscribe-Printer
operation. See section 6.2.2 for the behavior if the client-supplied value is outside this range.

9.12 notify-lease-time-default (integer(0:MAX))

This Printer attribute specifies the value of the lease time that the Printer object has been configured to
assume if the client does not supply a"notify-lease-time" operation attribute in the Subscribe-Printer or
Renew-Subscription operations. A Printer MUST support this attribute if it supports the Subscribe-
Printer operation.

9.13 number-of-subscriptions-supported (integer(1:MAX))

This OPTIONAL attribute identifies the number of explicit subscriptions using the Subscribe-Printer
operation that this Printer object can handle at once. The Printer object MUST support this Printer
Description attribute, if is supports the Subscribe-Printer operation.

NOTE: An event for subscription expiration is not defined. It isthe client’s responsibility to set up a
renew timer. Such atimer will not depend on the reliability of notification delivery, and so will be more
reliable.

10 Conformance Requirements

This section further enhances the Conformance Requirements detailed in [IPP-MOD] section 5.
Extensions made to the events herein must be made such that new events or event attributes are
backward compatible to clients who implemented early versions of this notification specification.

It isOPTIONAL to implement this Event Notification specification. If implemented, |PP objects MUST
support al of the REQUIRED object attributes as defined in this document in the indicated sections.

If an object supports an attribute, it MUST support only those values specified in this document or
through the extension mechanism described in [IPP-MOD] section 5.2.4.

If IPP Notification isimplemented, it is OPTIONAL to support the "Explicit Subscriptions’ operations.
If "Explicit Subscriptions” isimplemented, the operations described in this document must be supported
as described below:
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Subscribe-Job (section 6.1) OPTIONAL
Subscribe-Printer (section 6.2) REQUIRED
Renew-Subscription (section 6.3) REQUIRED
Unsubscribe-Printer (section 6.4) REQUIRED

ISSUE 26 - Can there be registered event extensions as well as private event extensions?

11 Security Considerations

ISSUE 27 - Waiting for security requirementsin the IPP/1.1 Notification Requirements, such as
authorization and authentication for Renew-Subscription and Unsubscribe.

12 Status Codes

Add the following status codes:

12.1 client-error-uri-scheme-not-supported (0x04?7?)

The scheme of the client-supplied URI in a"notify-recipients’ operation attribute in a create job,
Subscribe-Job, or Subscribe-Printer operation is not supported. See [ipp-mod] section 3.1.7.

12.2 server-error-too-many-subscriptions (0x04?7?)

The bounded set of concurrent subscriptions on the Printer object using Subscribe-Printer has been
exceeded.
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15 Appendix A: Registration Formsto befilled out and submitted to |ANA

15.1 Registration of ipp-tcp-notify scheme for use with IPP

This appendix contains the information that IANA requires for registering a URL scheme for use with
the "application/ipp" MIME mediatype. Theinformation following this paragraph will be forwarded to
IANA to register 'ipp-tcp-notify’ whose contents are defined in Section 5.1.1 "notify-recipients (1setOf

uri)" in this document:

TBD

Required parameters. none
Optional parameters. none
Encoding consider ations:

Security considerations:
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IPP/1.0 protocol requests/responses do not introduce any security risks not already inherent in the
underlying transport protocols. Protocol mixed-version interworking rulesin [ipp-mod] as well as
protocol encoding rulesin [ipp-pro] are complete and unambiguous.

I nter oper ability considerations:
TBD

Published specification:

[ipp-not] Isaacson, S., Martin, J., deBry, R., Hastings, T., Shepherd, M., "Internet Printing Protocol/1.0
& 1.1: IPP Event Notification" draft-ietf-ipp-not-02.txt, May, 1999.

Applicationswhich use this URL scheme:
TBD
Person & email addressto contact for further information:

Thomas N. Hastings
Xerox Corporation
737 Hawaii St.

El Segundo, CA 90245

Phone: (310) 333-6413
Fax: (310) 333-5514
Email: hastings@cp10.es.xerox.com

15.2 Registration of ipp-udp-notify scheme for use with IPP

This appendix contains the information that IANA requires for registering a URL scheme for use with
the "application/ipp" MIME mediatype. Theinformation following this paragraph will be forwarded to
IANA to register 'ipp-udp-notify’ whose contents are defined in Section 5.1.1 "notify-recipients (1setOf
uri)" in this document:

TBD

Required parameters. none
Optional parameters. none
Encoding consider ations:
Security considerations:

IPP/1.0 protocol requests/responses do not introduce any security risks not already inherent in the

underlying transport protocols. Protocol mixed-version interworking rulesin [ipp-mod] as well as

protocol encoding rulesin [ipp-pro] are complete and unambiguous.
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I nter oper ability consider ations:
TBD

Published specification:

[ipp-not] Isaacson, S., Martin, J., deBry, R., Hastings, T., Shepherd, M., "Internet Printing Protocol/1.0
& 1.1: IPP Event Notification" draft-ietf-ipp-not-02.txt, May, 1999.

Applications which use this URL scheme:
TBD
Person & email addressto contact for further information:

Thomas N. Hastings
Xerox Corporation
737 Hawaii St.

El Segundo, CA 90245

Phone: (310) 333-6413
Fax: (310) 333-5514
Email: hastings@cp10.es.xerox.com

15.3 Registration of multipart/report type, ‘print-notification’

We may haveto register a particular report sub-type for use with ‘'multipart/report’ [RFC 1892]. See
RFC 2298 for asimilar kind of registration. The use of 'multipart/report’ needs more understanding and
work.

16 Appendix B: Change History
Changes are listed in reverse chronological order:

16.1 Changes to the July 21, 1999 to make the July 22, 1999 (T Hastings)

1. Added the REQUIRED "initial-sequence-numbers’ (1setOf integer(1:MAX)) to the Subscribe-
Printer response to indicate the sequence number to be used in the first notification for each event
subscribed.

2. Added anumber of issues and renumbered.

16.2 Changes to the July 20, 1999 to make the July 21, 1999 (T Hastings)
The following changes were made to the July 20, 1999 to make the July 21, 1999 version:

1. Changed the "job-trigger-events (1setOf type2 keyword)" Job Description attribute "job-trigger-
event (type2 keyword), since events cannot be batched in a notification.
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10.

Changed the "printer-trigger-events (1setOf type2 keyword)" Printer Description attribute "printer-
trigger-event (type2 keyword), since events cannot be batched in a notification.

Changed Subscribe-Job from REQUIRED to OPTIONAL if implementing "Explicit Subscription”.

Clarified that events are defined to be digoint, since the job-trigger-event is now single-val ued.
Thus only the ’job-created’ event is generated even if job state reasons are added. Similarly, only the
Job-completed’ event is generated even if job state reasons are added or removed.

Indicated which Job Description and Printer Description attributes are READ-ONLY, i.e.,, MUST
NOT be settable with Set-Job-Attributes or Set-Printer-Attributes operations.

Clarified which Job attributes cause 'job-config-changed’ event: "job-message-from-operator” and
any non-READ-ONLY Job attributes.

Clarified which Printer attributes cause 'printer-config-changed’ event: " printer-message-from-
operator” and any non-READ-ONLY Printer attributes, except "media-ready” which hasits own
event.

Renamed 'ready-for-job’ event to ‘printer-is-no-longer-full’ and clarified that it is generated only
when a previous Print-Job, Print-URI, Create-Job, Send-Document, or Send-URI operation had been
rejected due to no more room.

Renamed 'ready-for-just-in-time-job’ to ‘printer-almost-idl€, to make it clearer how this event differs
from ’printer-is-no-longer-full’.

Kept "printer-shutdown’ and ‘printer-restarted’ as separate and digoint from 'printer-state-changed’
event, so that they can be subscribed without having to get all state change events. Also parallel
with ’job-created’, ’job-state-change’, and ’job-completed’. Also clarified that shutdown means either
using the Shutdown-Printer operation with 'standby’ or ‘power-down’ options or power-down by
other means. Same for ‘printer-restarted’ being with the Restart-Printer operation or a power-up
sequence.

16.3 Changes to the May 18, 1999 to make the July 20, 1999 (M Shepherd)
The following changes were made to the May 18, 1999 to make the July 20, 1999 version:

© N o g kM w D

9.

10.

Added new section Conformance Requirements

Changed "event report’ to 'notification’

Changed 'request-id’ to be used as a sequence number inside each notification.

Combined job-state-changed and job-state-reason-change into one notification trigger-event.
Combined printer-state-changed and printer-state-reason-change into one notification trigger event.
Added "job-config-changed" event

Moved "device-powering-down" event to be encompassed by " printer-state-change”

Combined this spec with the Job Independent Subscriptions spec (which was renamed to Explicit
Subscriptions).

Added operation Subscribe-Job.
Added server-error-too-many-subscriptions to Status Codes.
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16.4 Changes to the May 17, 1999 to make the May 18, 1999 (T Hastings, R Bergman)

1. Removed concept of event groups. Subscribe to individual events. Much simpler. The event
determines what datais sent in the event report. Also allows the client to query the printer to see
what events are supported, rather than which groups.

2. Replaced al of the job state transition events with a single ’job-state-changed’ event. The report
contains the old job state and the new job state.

3. Removed the notification-format attribute to keep the proposal simple.
4. Added the 'client-error-notify-uri-scheme-not-supported’ status code.

5. Added REQUIRED "previous-job-state”, "previous-job-state-reasons’, previous-printer-state”, and
"previous-printer-state-reasons” Job Description attributes.

6. Removed the "job-impressions-completed” from the Basic Job Event Report Content. Bring it back
with the "job-progress” events.

7. Removed the "printer-is-accepting-jobs’ from the Basic Printer Event Report Content. Its changing
is part of the "config-change" event.

8. Changed the 'job-state-changed’ event, so that it doesn't include ’job-created’, job-completed’, or ’job-
purged’ events.

9. Made the event names mostly consistent by being in the past tense to reflect the fact that events
reports happen after the internal event has compl eted.

10. Combined the ’job-state-reasons-added’ and ’job-state-reasons-removed’ into a single event: ’job-
state-reasons-changed’. Same for ‘printer-state-reasons-changed'.

11. Changed 'mailto’ notification method to REQUIRE 'multipart/report’ which al mail agents
understand, at |east the text part.

12. Deleted the 'job-warning’ and ’job-error’ events, since they are covered by the 'job-state-reasons-
changed, ’job-state-changed’ and/or ’job-completed’ events.

16.5 Changes to the January 20, 1999 to make the May 17, 1999 version (M Shepherd)

1. Changed referencesto IPP 1.0to IPP 1.1

Implementing the notification specification is optional.

Refined the definition of Event

Changed 'natification report’ to 'event report’ for consistent terminol ogy

o~ 0N

Changed the terminology of an "active’ job to 'not-complete’. Included the ‘pending-held’ state in the
'not-compl ete’ super-state.

6. Introduced notify-event-groups-default.

7. Changed job-trigger-message and job-impressions-completed to be CONDITIONAL in the event
report, job-trigger-date-time to be RECOMMENDED, and job-state-reasons to be REQUIRED.

8. Changed printer-trigger-message to be CONDITIONAL in the event report, and printer-state-reasons
to be REQUIRED.
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9. Created atable to map job-trigger-events keywords to event-groups and required status.

10. Modified job-continued to be job-resumed-processing, and job-received to be job-created. Added
job-purged, job-state-reason-removed, and job-state-reason-added keywords.

11. Modified job-trigger-time and printer-trigger-time to use values less than zero.

12. Created atable to map printer-trigger-events keywords to event-groups and their required status.
13. Added ready-for-job and printer-state-reason-added to printer-trigger-events keywords.

14. Updated References section

15. Added notify-format and notify-format-supported attributes.

16. Added subscription-id to the event report attributes of job and printer.

17. Made job-errors-basic and printer-errors-basic REQUIRED to be supported.

18. Added printer-media-changed, printer-config-changed, and ready-for-just-in-time-job to printer
events.

19. Added Author's Addresses.

16.6 Changes to the January 18, 1999 to make the January 20, 1999 version

The following changes were made to the January 18, 1999 to make the January 20, 1999 version:
1. Madethisan INTERNET-DRAFT.

2. Indicated that a new default port is needed for the delivery methods.

3. Added Appendicesin which to put the registration information for the URL schemes for each
delivery method.

4. Clarified which parameters, Operation attributes, and Job/Printer attributes are supplied in an event
content: the request-id is 0, the status-code is new ’job-event’ 0x600 or 'printer-event’ 0x601.

5. Changed "job-trigger-event” and "printer-trigger-event” to be 1setOf so that multiple events that
occur at the sametime MAY be send as one event content.

6. Added "job-trigger-time" as a REQUIRED Job Description and event content attribute which isin
seconds since power up.

7. Changed "job-trigger-date-time" and "job-state-reasons’ to OPTIONAL.

8. Changed "status-message” to be an OPTIONAL "job-trigger-message” event content attribute and
also made it a Job Description attribute.

9. Added "printer-trigger-time" as a REQUIRED Printer Description and event content attribute which
IS in seconds since power up.

10. Changed "printer-trigger-date-time" and "printer-state-reasons” to OPTIONAL.

11. Changed "status-message” to be an OPTIONAL "printer-trigger-message” event content attribute
and also made it a Printer Description attribute.

12. Removed the "job-id" attribute from the printer event content.
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16.7 Changes to the December 10, 1998 to make the January 18, 1999 version
The following changes were made to the December 10, 1998 to make the January 18, 1999 version:

1. Changed the names of the REQUIRED notify-recipient keywords from: 'ipp-tcp-socket’ and 'ipp-
udp-socket’ to 'ipp-tcp-notify’ and 'ipp-udp-notify’.

Added -notify’ to the OPTIONAL 'snmpvl’, 'snmpv2, and 'snmpv3’ delivery method names.
Changed the OPTIONAL 'sense-datagram’ to 'sense-notify’ to be consistent.
Added 'ndps-notify’ asan OPTIONAL keyword.

Deleted the "al-basic’, 'adl-job-events-basic’, and 'al-printer-events-basic’. Clients should be explicit
about which groups they want. If new groups are added, the clients won't know what to do with
them, if they had subscribed to "all-xxx’ groups.

o~ 0N

6. Changed the names of "job-last-event” and "job-last-date-time-of-event"” to "job-trigger-event" and
"job-trigger-date-time" events, since the events trigger the notification delivery, but the attribute
values remain after the event has been delivered.

7. Added "status-message” as an OPTIONAL event report content attribute.
8. Changed "job-impressions-completed” to OPTIONAL.

9. Indicated that OPTIONAL attributes are not sent in the event report content if they are not
supported.

10. Required that "status-message” and/or "job-impressions-completed” be sent in an event report
content if they are supported as an Operation attribute and a Job Description attribute, respectively.

11. Added REQUIRED "printer-trigger-event”, REQUIRED "job-id", and OPTIONAL "status-message"
to the printer event report content.

12. Specified the "printer-trigger-event” Printer Description attribute, naming each event.

13. Deleted the 'sheet-completed’ and "collated-copy-completed’, since these events are not part of any
'Xxx-basic’ event group. They can be added back when we have an event group that uses them.

16.8 Changes to the July 1, 1998 to make the December 10, 1998 version
The following changes made from the July 1, 1998 to make the December 10, 1998 version:

1. Clarified the terminology so that an "event" doesn’t necessarily mean that a notification report is
delivered.

2. Removed many of the job and printer attributes for being sent in a notification event report, so that
we can get agreement on abasic set of event report content. Only attributes really needs are
included, including what may be needed for FAX. Changed the names of the event groups by
adding the suffix *-basic’ to indicate that these event groups return only basic information.
Additional event groups can be registered in order to get more attributes as needed for accounting
and more detailed job monitoring purposes.

3. Deleted the "job-progress’ event group. We can bring it back when we agree to all of the extra
attributes. Its not very useful with only the basic attributes.
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4. The printer events are indicted using the "printer-state-reasons” values, instead of the Printer MI1B
alert codes. Since most of the Printer MIB alert codes, except for the generic ones, have equivalent
IPP keyword reason values, this should be a problem and makes PP more readably implemented in
aserver that doesn't have the Printer MIB.

5. Added the "job-last-event” job description attribute to give the job event some persistence.

6. Changed the job’s "time-at-event (integer)” to "job-last-date-time-of-event (dateTime)" to give an
absolute date and time, in case events are being relayed back through multiple servers, such asin
FAX. Also madeit a Job Description attribute to give it persistence.

7. Changed the printer’s "time-at-event(integer)" to "printer-last-date-time-of-event(dateTime)" to give
an absolute date and time, in case events are being relayed back through multiple servers, such asin
FAX. Also made it a Printer Description attribute to give it persistence.

8. Added the IPP/1.0 "printer-is-accepting-jobs” to the event report, since changesin its value are really
printer state changes.

9. Added the complete semantics for each job event under the "last-job-event™” Job Description
attribute.

17 Appendix C: Full Copyright Statement

Copyright (C) The Internet Society (1998,1999). All Rights Reserved

This document and trandlations of it may be copied and furnished to others, and derivative works that
comment on or otherwise explain it or assist in its implementation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any kind, provided that the above copyright
notice and this paragraph are included on all such copies and derivative works. However, this document
itself may not be modified in any way, such as by removing the copyright notice or referencesto the
Internet Society or other Internet organizations, except as needed for the purpose of developing Internet
standards in which case the procedures for copyrights defined in the Internet Standards process must be
followed, or as required to trandlate it into languages other than English.

The limited permissions granted above are perpetual and will not be revoked by the Internet Society or
ItS successors or assigns.

This document and the information contained herein is provided on an "AS IS" basisand THE
INTERNET SOCIETY AND THE INTERNET ENGINEERING TASK FORCE DISCLAIMSALL
WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY
WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY
RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE.
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