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Abstract

This document describes an extension to the IPP Event Notification Proposal [ipp-not]. Three new
Printer operations are specified: -Subscribe, Renew-Subscription, and Unsubscribe. The basie-tdea
semantics of the two subscription Operation attributes (" notify-event-greups' and "notify-recipients")
used in create operationsis preserved. These two subscription attributes are supplied by the client as
operation attributes in this new Subscribe operation, along with anew "notify-lease-time" operation
attribute.

A client can remove a subscription explicitly using the Unsubscribe operation or can let the lease time
expire. A client can extend the lease time for a subscription using the Renew-Subscription.

Subscriptions sent to the PP object using ajob submission operation are called " Job Submission
Subscriptions.” Subscriptions sent to the IPP object using the new "Subscribe" operation are called "Job
Independent Subscriptions’. The semantic differences between job submission subscriptions and job
independent subscriptions are presented.
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1 Summary of the proposal

1. If this"Job Independent Subscription” specification is supported, the |PP Printer MUST support ‘
three new Printer operations: -Subscribe, Renew-Subscription, and Unsubscribe. These operations |
allow aclient that is not submitting ajob to subscribe, renew a subscription, and to unsubscribe

independently from job submissi onusihg-a-feb-Hrdependent-subseription. ‘

2. The Subscribe operation uses the following two REQUIRED subscription operation attributes: \
"notify-recipients" (1setOf uri)
"notify-event-groups' (1setOf type2 keyword) \
These are the same operation attributes used to subscribe for notifications in the create operations
[ipp-not].

3. A third REQUIRED operation attribute, "notify-lease-time", specifies the length of time in minudtes
seconds that the subscription isto be in effect, after which the subscription is automatically canceled.

4. A fourth REQUIRED operation attribute, "subscription-id", allows a client to maintain areference to
the applicable subscriptions made and know which event report were generated as a result of this

subscription.

5. The subscription created by a Subscribe operation is called a " Job Independent Subscription”. Just
like Job Submission Subscriptions, this subscription can include job and/or device events.
Subscriptions for Job Eventsin this type apply to all jobs. For these types of subscriptions, it is most
likely that the subscribing entity is either a server-based device management application submitting
jobs to a device which has IPP embedded in it or an accounting application collecting accounting
data.

|saacson, Martin, deBry, Hastings, Shepherd, Bergman [page 3] \
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2 TheModd for Job Independent Subscriptions
Figure 1-te shows both 1) Job Submission Subscriptions and 2) Job Independent Subscriptions.

Legend:

A

Job | ndependent Subscription Cient and
Notifi cati on Reci pi ent
B = Job Subnission Subscription Cient and
Noti fication Recipient
C = Notification Recipient (subscription by sonme third party)

OA +---------- +
/|\ | client/ |----Job |Independent Subscription---+
/" \ | notif. | [
oper-| recip. | <---Any Job and device----- + [
ator 4---------- + Event Reports | [

+ I
\ %

OB +---------- + Job Submi ssi on \ HAH R HH
/I\ | client/ |----Subscription------------- ># | PP #
/" \ | notif. | # Printer #
end- | recip. | <---Job and device------------ # bject #
user +---------- + Event Reports [ #HEH#H R

/

OC +-----n--m-- + +
[\ | notif. | |
/' \' | recip. | <---Job and device-------- +
end- | | Event Reports
user +---------- +

D = server-based devi ce nanagenment application subnmitting
jobs to a device which has | PP enbedded in it
E = an accounting application collecting accounting data

+----Job | ndependent Subscription------ +

| I

| %
| PP D+---------- + Job Subm ssi on HEHHH RS RH
j obs----- >| server/ |----Subscription-------- ># | PP #
| notif. | # Printer #
other---->| recipient|<---Job and device------- # bject #
j obs R + Event Reports HEHBHH B

| AN

E +---------- + Job and device |

| server/ |<--Event Reports = --------- +

accounting| notif. | |

app. | recipient|--Job Independent Subscription---+

Fomm e - +

Figurel - Mode for Job and Printer Notification
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3 Job Independent Subscription Semantics

There are semantic differences between job submission subscriptions and job independent subscriptions.
A "Job Submission Subscription” is established between the client and the device when ajob create
request is made. The attributes as specified in [ipp-not] are sent to the device and the response includes
attributes telling the client if the subscription was successful or not. A "Job Independent Subscription”
is established between a client and a device using the three new operations defined herein. Fhese-Some
specific differences are:

1. Any-Either type of subscription can register for interest-to-receive eventreportsviathe “netify-
events' attributes usigHj ob event-greups, printer event-greups, or both.

2. For "Job Submission Subscriptions”, the subscription is only valid while the job is " aetivenot-
complete" (see [ipp-not] section 4).

3. For "Job Independent Subscriptions*, the subscription isvalid until it is explicitly canceled with an
Unsubscribe operation or the time (in seconds) that was specified in the "notify-lease-time"
operation attribute(ir-minutes) expires, whichever occursfirst.

4. Job Eventsin a"Job Submission Subscription™ apply only to "thisjob" (the Job object created
because of the job create operation).

5. Job Eventsin a"Job Independent Subscription™ apply to ALL jobs contained in the |PP Printer
object. Thereisno Way to use a Job Independent Subscription to subscribe to job events on a
specmc jOb Only a "Job Submlsson Subscrl ptlon appl lesto aspeC|f|c |ob (the submltted job).+A

6. Printer Eventsin both "Job Submission Subscriptions' and "Job Independent Subscriptions' apply
no matter which job is being processed.

4 The Subscribe, Renew-Subscription, and Unsubscribe Operations

The Subscribe, Renew-Subscription, and Unsubscribe operations are like any other |PP operation with
respect to common operation attributes (target, charset, "requesting-user-name”, natural language,
unsupported attributes, etc.).

4.1 Subscribe Operation

If Job Independent Subscription isimplemented, this operation is REQUIRED to be supported by the
device. Thisoperation alows aclient to receive event reports from a specified device regarding it's own
events and all the jobs associated with it. If anotification recipient has already done a subscribe
operation, a subsequent subscribe will renew his subscription and update the events list and |ease-time.

ISSUE 1: Who filters out duplicate subscriptions? Client or Printer? If it isthe client, then the
Subscription list needs to be made availabletoit. If it isthe Printer, how are duplicate subscriptions
defined? If a Subscribe operation is performed and the "notify-recipient” and "notify-events' match a
subscription already granted (whose |ease time has not expired), does the IPP Printer just update the
subscription’s "notify-events' and "lease-time"? How defend against malicious clients? If the Printer
filters out duplicates, then can we get rid of the Renew-Subscription operation?
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If the Printer has a bounded set of concurrent subscriptions (for the specified events or any events), it
rej ects the operation and returns the 'server-error-too-many-subscriptions’ status code. The client
SHOULD try again later.

4.1.1 Subscribe Request
The following groups of attributes are part of the Subscribe Reguest:

Group 1: Operation Attributes

Natural Language and Character Set:
The "attributes-charset” and "attributes-natural-language” attributes as described in [ipp-mod]
section 3.1.4.1.

Target:
The "printer-uri” (uri) operation attribute which is the target for this operation as desribed in
[ipp-mod] section 3.1.5.

Requesting User Name:
The "requesting-user-name” (name(MAX)) attribute SHOULD be supplied by the client as
described in [ipp-mod] section 8.3.

"notify-recipients’ (1setOf uri):
Theclient MUST supply this attribute. |f Job Independent Subscription isimplemented, the
printer object MUST support this attribute. It describes both where (the address) and how (the
delivery method) event reports are to be delivered when any of the events specified in the
"notify-events' attribute occur. See [ipp-not] section 4.1.1.

"notify-event-greups' (1setOf type2 keyword):
Theclient OPTIONALLY suppliesthis attribute. If Job Independent Subscription is
implemented, the printer object MUST support this attribute. |f the client does not supply the
attribute, then the Printer object uses its the-"notify-events-default” attribute value. See [ipp-not]
section 4.1.3.

"notify-lease-time” (integer(0:MAX)):
Theclient OPTIONALLY suppliesthis attribute. If Job Independent Subscription is
implemented, the printer object MUST support this attribute. This attribute refersto-requests a
lease time for the subscription, i.e., the number of seconds before the subscription expires.

Thereis no way to query the outstanding subscriptions. Instead, every subscription has alease
time, so that no subscription can be carried too long and become a dead subscription because the
Notification Recipient has gone away.

hevalye is0-the subseriptionisvalid-foreverand-an-Unsubscribe-operation-must-be used-te
remove-thesubseription-If the client does not supply this attribute in the request-isunspecified,
thenthe Printer object uses itsthe "notify-lease-time-default” attribute value.
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4.1.2 Subscribe Response

The following groups of attributes are part of the Subscribe Response:

Group 1: Operation Attributes

Status M essage:
In addition to the REQUIRED status code returned in every response, the response
OPTIONALLY includes a"status-message” (text) operation attribute as described in [ipp-mod]
section 3.1.6.

Natura Language and Character Set:
The "attributes-charset" and "attributes-natural-lanquage” attributes as described in [ipp-mod]
section 3.1.4.1.

“subscrlptlon id” (i nteger(l MAX))
The Printer object MUST support this -attribute and return it in the response. |t that-contains an

integer subscription identifier assigned by the Printer object for use in event reports and Renew-
Subscription/Unsubscribe operations.

"notify-lease-time" (integer(0:MAX)):
The Printer object MUST support this attribute and return it in the response. |t contains the
actual |ease time granted, which MUST be in the range specified by the Printer’s "notify-lease-
time-supported” attribute. |f the client supplied avalue that is less than the minimum or greater
than the maximum, the Printer sets the actual |ease time to the minimum or maximum value,
respectively, but otherwise accepts and performs the operation normally and no special status
codeisreturned. Itisup to the client to check this returned value, if it cares.

Group 2: Unsupported Attributes
See sectlon 3 1.7 for detalls on returni g Unsupported Attrlbutes

4.2 Renew-Subscription

If Job Independent Subscriptions isimplemented, this operation is REQUIRED to be supported by the
device. This operation allows aclient to renew the |ease time on an already established subscription.
The client supplies the "subscription-id" for this operation.
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421 Renew-Subscription Request
The following groups of attributes are part of the Subscribe Reguest:

Group 1: Operation Attributes

Natural Language and Character Set:
The "attributes-charset" and "attributes-natural-lanquage” attributes as described in [ipp-mod]
section 3.1.4.1.

Target:
The "printer-uri" (uri) operation attribute which is the target for this operation as described in

[ipp-mod] section 3.1.5.

Requesting User Name:
The "reguesting-user-name” (name(MA X)) attribute SHOULD be supplied by the client as
described in [ipp-mod] section 8.3.

"subscription-id" (integer(1:MAX)):
The client MUST supply this attribute. The printer object MUST support this attribute. It
identifies the subscription to be renewed, i.e., it is the eontains-an-integer subscription identifier
assignedreturned by the Printer object in a previous Subscribe or Renew-Subscription
operationthat s used to specify which subscription to renew.

The Printer returns a 'client-error-not-found’ status code-isteturned, if the subscription id is not
found (or has expired).

"notify-lease-time" (integer(0:MAX)):

Seethe description of ' notlfy-leasetl me" for the Subscribe operatlon request in Section 4 1 1.

4.2.2 Renew-Subscription Response

The following groups of attributes are part of the Subscribe Response:

Group 1: Operation Attributes

Status M essage:
In addition to the REQUIRED status code returned in every response, the response
OPTIONALLY includes a"status-message” (text) operation attribute as described in [ipp-mod]
section 3.1.6.
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Natural Language and Character Set:
The "attributes-charset" and "attributes-natural-lanquage” attributes as described in [ipp-mod]
section 3.1.4.1.

"subscription-id" (integer(1:MAX)):
See the description of "subscription-id" for the Subscribe operation response in Section 4.1.2.
The value returned in the response MAY be different than the value supplied in the request, i.e.,

the [ m|oI ementation MAY assqn anew subscrlptlon ID to the renewed subscrl |ot|on Iheermter

ISSUE 2 - Ok to permit an implementation to assign a new Subscription ID on a Renew-
Subscription or should we require the ID to remain the same (and not be returned in the
response)?

"notify-lease-time” (integer(0:MAX)):
See the description of "notify-least-time" for the Subscribe operation response in Section 4.1.2.

Group 2: Unsupported Attributes

See sectlon 3.1.7 for detalls on returni ng Unsupported Attrlbutes

4.3 Unsubscribe

If Job Independent Subscription isimplemented, this operation is REQUIRED to be supported by the
device. Thisoperation alows a client to unsubscribe from the notification service. The "subscription-
id" is required to perform this operation. Once a client performs an Unsubscribe operation, the printer
should-immediately stops sending event reports to that-chientthe associated Notification Recipient(s)
regardingfor that subscriptionreguest.

4.3.1 Unsubscribe Request
The following groups of attributes are part of the Subscribe Reguest:

Group 1: Operation Attributes

Natural Language and Character Set:
The "attributes-charset" and "attributes-natural-lanquage” attributes as described in [ipp-mod]
section 3.1.4.1.

Target:
The "printer-uri" (uri) operation attribute which is the target for this operation as desribed in

[ipp-mod] section 3.1.5.
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Regquesting User Name:
The "reguesting-user-name” (name(MA X)) attribute SHOULD be supplied by the client as
described in [ipp-mod] section 8.3.

"subscription-id" _(integer(1:MAX)):
The client MUST supply this attribute. The printer object MUST support this attribute. It
identifies the subscription to be removed, i.e., it isthe integer subscription identifier returned by
the Printer object in a previous Subscribe or Renew-Subscription operation.

The Printer returns a 'client-error-not-found’ status code, if the subscription id is not found (or

has expired).

4.3.2 Unsubscribe Response

The following groups of attributes are part of the Subscribe Response:

Group 1: Operation Attributes

Status M essage:
In addition to the REQUIRED status code returned in every response, the response
OPTIONALLY includes a"status-message” (text) operation attribute as described in [ipp-mod]
section 3.1.6.

Natural Language and Character Set:
The "attributes-charset" and "attributes-natural-language” attributes as described in [ipp-mod]
section 3.1.4.1.

Group 2: Unsupported Attributes
See sectlon 3.1.7 for detalls on returni nq Unsupported Attrlbutes
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5 Printer Description Attributes

The following Printer Description attributes are defined for use with job independent subscriptions for
notification:

5.1 notify-lease-time-supported (rangeOfinteger(0: MAX))

This REQUIRED Printer attribute specifies the range of values in seconds that are supported for the
"notify-lease-time" operation attribute. See section 4.1.2 for the behavior if the client-supplied valueis
outside this range.

5.2 notify-lease-time-default (integer(0:MAX))

This REQUIRED Printer attribute specifies the value of the lease time that the Printer object has been
configured to assume if the client does not supply a "notify-lease-time" operation attribute in the
Subscribe or Renew-Subscription operations.

5.3 subscription-expire-warning-time (integer(0:MAX))

This CONDITIONAL Printer attribute specifies the amount of time in seconds ahead of the subscription
expiration time that the Printer will send a 'subscription-about-to-expire’ event. This attribute MUST be
supported if the 'subscri ption-about-to-expire’ event is supported.
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3. If the IPP Printer is forwarding Subscribe operations to a notification service which rejects the
subscription, is there any way the IPP Printer can return that implementation specific error condition
back to the client? Or isit better for the IPP Printer to map the error codes to standard PP error
status codes for interoperability?

4. Should we allow for an "Unsubscribe ALL" feature in some operation?

5. Should we define subscription service events? Such as: " subscription-about-to-expire”,
"subscription-expired”, "are-you-alive" notification events? The Notification Recipient would have
to know to issue the Renew-Subscription operation, (not the original client). These events would be
onesthat are available with the Subscribe operation, but not create operations, correct?

6. What happens when a printer crashes or reboots? Are the subscriptions lost or are they required to be
retained of does that depend on implementation? How does rebooting affect |ease times?

7. Jini defines a sequence number for events so that clients can re-order the events if they are received
out-of-order. PP should support this too.

8. Section 8: Security Considerations of [ipp-mod] needs to be updated to reflect the use of these new
operations related to security, especially regarding section 8.5: Operations performed by operators
and system administrators. Also malicious clients renewing or unsubscribing subscriptions that do
not belong to them.

9 ChangeHistory
The following changes were made from the July 7, 1998 to create the May 19, 1999 version:

1. Added the lease time concept from Jini and SLP event notification mechanisms, where the client
requests a lease, but may be granted more or less, depending on the "notify-lease-time-supported
(rangeOflinteger) attribute.

2. Added "notify-lease-time-default" so that the client can request the "usua", if it doesn't care.

3. Added returning the subscription ID in the Renew-Subscription response in case the implementation
needs to change the ID.

4. Added some issues.
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