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Abstract

deeumeqt—Thls document descri bes an extens on to the Internet Printing Protocol/ 1. O ( IPP) [RFC2566

RFC2565] and IPP/1.1 [RFC2911, RFC2910]. This document is-ene-sdeh-docdment-and--specifies the
‘ippget’ dDdivery mViethod for use with the IPP Event Naotification Specification [ipp-ntfy].

The ‘ippget’ Delivery Method isa‘ pull and push’ Ddlivery Method. That is, when an Event occurs, the Printer
saves the Event Noatification for aperiod of time called the Event Notification Lease Time. and-expects
tThe Notification Recipient te-fetches (pulls) the Event Notifications {the-pulpartjusing the Get- Natifications
operation. If the Natification Recipient has selected the option to wait for additional Event Natifications, Fthe
Printer continues to send-return (push) Event Notifications to the Notification Recipient as Get-Notification
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1

Introduction

The “1PP Event Notification Specification’” retification-extensen-document [ipp-ntfy] defines an extension to
Internet Printing Protocol/1.0 (1PP) [RFC2566, RFC2565] and IPP/1.1 [RFC2911, RFC2910]. This
extens on defines operations that a client can perform in order to create Subscription Objectsin aPrinter and
carry out other operations on them. A Subscription Object represents a Subscription abstraction. A dient
associates Subscription Objects with a particular Job by performing the Create- Job- Subscriptions operation
or by submitting a Job with subscription information. A client associates Subscription Objects with the Printer
by performing a Creste- Printer- Subscriptions operation. Four other operations are defined for Subscription
Objects. Get- Subscriptions-Attributes, Get- Subscriptions, Renew- Subscription, and Cancel- Subscription.
The Subscription Object specifies that when one of the specified Events occurs, the Printer sends an
asynchronous Event Notification to the specified Notification Recipient viathe specified Delivery Method
(i.e., protocal).

The“1PP Event Notification Specification” retification-exdtensien-document [ipp-ntfy] specifiesthat each
Delivery Method is defined in another document. _This document is one such document, and it specifies the
‘ippget’ ddivery method.

The ‘ippget’ Ddlivery Method isa‘ pull and push’ Délivery Method. Thet is, when an Event occurs, the
Printer saves the Event Notification for a period of time caled the Event Notification Lease Time. and
expectstThe Notification Recipient te-fetches (pulls) the Event Notifications-{the-pulpart) usng the Get-
Notifications operation. This operation causes the Printer to return al Event Notifications held for the
Notification Recipient. If the Natification Recipient has selected the option to wait for additiona Event
Notifications, Fthe Printer continues to send-return (Qush) Event Notlflcatlons to the Notlflcatlon Reu plent as
Get- Not|f| cation responses as Events occur A

Terminology

This section defines the following terms that are used throughout this document:

Capitdized terms, suchasMUST, MUST NOT, REQUIRED, SHOULD, SHOULD NOT, MAY,
NEED NOT, and OPTIONAL, have specia meaning relating to conformance to this specification. These
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179 terms are defined in [RFC2911 section 13.1 on conformance terminology, most of which is taken from RFC
180 2119 [RFC2119].

181 Event Notification L ease: The lease that is associated with an Event Notification. When the lease expires,
182 the Printer discards the associated Event Notification.

183 Event Notification L ease Time: The expiration time assigned to alease that is associated with an Event
184 Notification.

185 Event Notification Attributes Group: The atributes group in aresponse that contains attributes thet are
186 part of an Event Notification.

187 For other capitalized terms that appear in this document, see [ipp-ntfy].

188 3 Model and Operation

189 In a Subscription Creation Operation, when the vaue of the “natify-recipient-uri” attribute has the scheme
190 ‘ippget’, the client is requesting that the Printer use the ‘ippget’ Delivery Method for the Event Notifications
191 associated with the new Subscription Object. The client SHOULD choose a vaue for the address part of the
192 “notify-recipient-uri” attribute that uniquely identifies the Notification Recipient.

193 When an Event occurs, the Printer MUST generate an Event Notification and MUST assign it the Event

194 Notification Lease Time. The Printer MUST hold an Event Natification for its assgned Event Notification
195 Lease Time. The Printer MUST assign the same Event Notification Lease Time to each Event Notification.
196 When a Notification Recipient wants to recelve Event Notifications, it performs the Get-Notifications

197 operation, which causes the Printer to return al un-expired Event Natifications held for the Notification

198 Recipient. If the Notification Recipient has selected the option to wait for additional Event Natifications, the
199 response to the Get- Natifications request continues indefinitely as the Printer continues to send Event

200 Notifications in the response as Events occur. For the Get-Notification operation, the Printer sends only those
201 Event Noatifications that are generated from Subscription Objects whaose “natify-recipient-uri” etribute value
202 equals the vaue of the “ notify-recipient-uri” Operation Attribute in the Get-Notifications operation.

203 If aNotification Recipient performs the Get-Notifications operation twice in quick succession, it will receive
204 nearly the same Event Notification both times because most of the Event Notifications are those thet the

205 Printer saves for afew seconds after the Event occurs. There are two possible differences. Some old Event
206 Notifications may not be present in the second response because their Event Notification Leases have expired.
207 Some new Event Natifications may be present in the second response but not the first response.

208 When the Notification Recipient requests Event Notifications for per-Job Subscription Objects, the

209 Notification Recipient typicaly performs the Get-Notifications operation within a second of performing the
210 Subscription Crestion operation. Because the Printer islikely to save Event Notifications for savera seconds,
211 the Notification Recipient is unlikely to miss any Event Natifications that occur between the Subscription

212 Creation and the Get-Notifications operation.
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213 4 General Information

214 If aPrinter supports this Delivery Method, the following are its characteristics.
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215 Table 1 —Information about the Delivery Method
Document Method Conformance Requirement Delivery Method Redlization
1.  Wha isthe URL scheme name for the ippget
Ddivery Method?
2. Isthe Delivery Method REQUIRED, RECOMMENDED

RECOMMENDED or OPTIONAL for an
| PP Printer to support?

3. What transport and ddlivery protocols does | PP with one new operation.
the Printer use to ddiver the Event Natification
Content, i.e., what isthe entire network stack?

4.  Canseverd Event Notificationsbe combined | Yes.
into a Compound Event Notification?

5.  Isthe Ddivery Method initiated by the This Deivery Method isapull and a push.
Notification Recipient (pull), or by the Printer
(push)?

6. Isthe Event Notification content Machine Machine Consumable

Consumable or Human Consumable?

7. What section in this document answers the Section 5
following question? For aMachine
Consumable Event Natification, whet isthe
representation and encoding of values defined
in section 9.1 of [ipp-ntfy] and the
conformance requirements thereof? For a
Human Consumable Event Notification, what
is the representation and encoding of pieces of
information defined in section 9.2 of [ipp-ntfy]
and the conformance requirements thereof?

8. What arethelatency and rdiability of the Same as | PP and the underlying HT TP trangport
transport and ddlivery protocol ?

9.  What are the security aspects of the trangport | Same as | PP and the underlying HT TP transport
and ddivery protocol, eg., how it ishandled in

firewals?
10. What are the content length redtrictions? None
11. What arethe additiona values or pieces of None

information that a Printer sendsin an Event
Notification content and the conformance
requirements thereof?

12. What are the additiona Subscription Template | None
and/or Subscription Description attributes and
the conformance requirements thereof?
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13.  What arethe additiond Printer Description None
attributes and the conformance requirements
thereof?

216

217 5 Get-Notifications operation

218 This operation causes the Printer to return al Event Notifications held for the Natification Recipient.

219 A Printer MUST support this operation.

220 When a Printer performs this operation, it MUST return al and only those Event Natifications:

221 1. Whose associated Subscription Object’s “notify-recipient-uri” attribute equals the * notify- reci pient-
222 uri” Operation attribute AND

223 2. Whose associated Subscription Object’s * notify-recipient-uri” atribute has a scheme vaue of ‘ippget’
224 AND

225 3. Whose Event Natification Lease Time has not yet expired AND

226 4. Where the Notification Recipient is the owner of or has read-access rights to the associated

227 Subscription Object.

228 The Printer MUST respond to this operation immediately with whatever Event Notifications it currently holds.
229 If the Notification Recipient has selected the option to wait for additional Event Natifications, the Printer

230 MUST continue to send Event Notifications as they occur until al of the associated Subscription Objects are
231 cancelled. A Subscription Object is cancelled either viathe Cancel- Subscription operation or by the Printer
232 (e.g. the Subscription Object is cancelled when the associated Job completes).

233 Note, the Printer terminates the operation in the same way that it normaly terminates | PP operations. For

234 example, if the Printer is sending chunked deta, it can send a 0 length chunk to denote the end of the operation
235 or it can close the connection. If the Noatification Recipient wishes to terminate the Get-Notifications

236 operation, it can close the connection.

237 The Printer MUST accept the request in any state (see [RFC2911] “printer-state” and “printer-state-reasons’
238 attributes) and MUST remain in the same state with the same “printer-state-reasons’ values.

239 Access Rights: If the policy of the Printer isto dlow al usersto access dl Event Notifications, thenthe Printer
240 MUST accept this operation from any user. Otherwise, the authenticated user (see [RFC2911] section 8.3)
241 performing this operation MUST either be the owner of each Subscription Object identified by the * notify-
242 recipient-uri” Operation atribute (as determined during a Subscription Creation Operation) or an operator or
243 administrator of the Printer (see [RFC2911] Sections 1 and 8.5). Otherwise, the IPP object MUST reject
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the operation and return: ‘ client-error-forbidden’, * client-error-not-authenticated’, or * client-error-not-
authorized' status code as appropriate.

5.1 Get-Notifications Request

Thefollowing groups of attributes are part of the Get-Notifications Request:
Group 1: Operation Attributes

Natura Language and Character Set:
The “dtributes-charset” and “attributes-natural-language’ attributes as described in [RFC2911]
section 3.1.4.1.

Target:
The“printer-uri” (uri) operation attribute which is the target for this operation as described in
[RFC2911] section 3.1.5.

Requesting User Name:
The “requesting-user-name” (name(MAX)) attribute SHOULD be supplied by the client as
described in [RFC2911] section 8.3.

“notify-recipient-uri” (url):
The client MUST supply this attribute. The Printer object MUST support this attribute. The Printer
matches the vaue of this attribute (byte for byte with no case converson) againgt the vaue of the
“natify-recipient-uri” in each Subscription Object in the Printer. If there are no matches, the IPP
Printer MUST return the ‘ client-error-not-found’ status code. For each matched Subscription
Object, the IPP Printer MUST return al unexpired Event Notifications associated with it. The
Printer MUST send additiond Event Natifications as Events occur if and only if the value of the
“natify-no-wait” dtributeis‘fase or not supplied by the client (see the next attribute below).

Note: this attribute alows a subscribing client to pick URL s that are unique, e.g. the client’ sown
URL or afriend’ s URL, which in both casesis likely the URL of the person’s host. An gpplication
could make a URL unique for each gpplication.

“natify-no-wait” (boolean):
The dient MAY supply thisattribute. The Printer object MUST support this attribute. 1f the vaue
of thisattribute is ‘false', the Printer MUST send dl un-expired Event Notifications (as defined in the
previous attribute) and it MUST continue to send responses for as long as the Subscription Objects
associated with the specified “ notify-recipient-uri” continue to exit. If the vaue of this tributeis
‘true, the Printer MUST send dl un-expired Event Natifications (as defined in the previous attribute)
and the Printer MUST conclude the operation without waiting for any additiond Eventsto occur. If
the client doesn't supply this attribute, the Printer MUST behave asif the client had supplied this
atribute with the value of ‘fase’.
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283 5.2 Get-Notifications Response

284 The following groups of attributes are part of the Get-Notifications Response:

285 Group 1: Operation Attributes

286 Status Message:

287 In addition to the REQUIRED status code returned in every response, the response OPTIONALLY
288 includes a“ gatus-message” (text(255)) and/or a* detailed- satus-message” (text(MAX)) operation
289 attribute as described in [RFC2911] sections 13 and 3.1.6.

290

291 The Printer can return any status codes defined in [RFC2911]. If the status code is not ‘ successful-*,
292 the Printer MUST NOT return any Event Notification Attribute groups. The following isa

293 description of the important status codes:

294

295 successful-ok: the response contains al Event Notification associated with the specified

296 “notify-recipient-uri”. If the specified Subscription Objects have no associated Event

297 Notification, the response MUST contain zero Event Notifications.

298 client-error-not-found: The Printer has no Subscription Object’s whose “notify-recipient-uri”
299 attribute equas the “ notify-recipient-uri” Operation attribute.

300 server-error-busy: The Printer istoo busy to accept this operation. If the “suggested- ask-
301 agan-time-interva” operation attribute is present in the Operation Attributes of the

302 response, then the Notification Recipient SHOULD wait for the number of seconds

303 specified by the “suggested- ask-again-time-interval” atribute before performing this

304 operation again. If the “suggested- ask-again-time-interval” Operation Attribute is not

305 present, the Notification Recipient should use the norma network back-off agorithms for
306 determining when to perform this operation again.

307 redirection-other-site: The Printer does not handle this operation and requests the

308 Notification Recipient to perform the operation with the uri specified by the “ notify-ippget-
309 redirect” Operation Attribute in the response.

310

311 Natural Language and Character Set:

312 The “dtributes-charset” and “attributes-natural-language’ attributes as described in [RFC2911]
313 section3.1.4.2.

314

315 The Printer MUST use the values of “notify-charset” and “notify-natura-language’, respectively,
316 from one Subscription Object associated with the Event Notifications in this response.

317

318 Normally, there is only one matched Subscription Object, or the vaue of the “ notify-charset” and
319 “notify-natura-language’ attributesis the samein al Subscription Objects. If not, the Printer MUST
320 pick one Subscription Object from which to obtain the vaue of these attributes. The dgorithm for
321 picking the Subscription Object isimplementation dependent. The choice of natura language is not
322 critica because ‘text’ and ‘name’ values can override the “ attributes- natura-language’ Operation
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dtribute. The Printer’s choice of charset is critica because abad choice may leave it unable to send
some ‘text’ and ‘name’ values accurately.

“printer-up-time” (integer(0:MAX)):
The vaue of this attribute is the Printer’ s “ printer-up-time’ dtribute at the time the Printer sendsthis
response. Because each Event Notification also contains the vaue of this attribute when the event
occurred, the value of this attribute lets a Notification Recipient know when each Event Notification
occurred relative to the time of this response.

“suggested- ask-agan-time-intervad” (integer(0:MAX)):
The vdue of this attribute is the number of seconds that the Notification Recipient SHOULD wait
before trying this operation again when
a) the Printer returns the  server-error-busy’ status code OR
b) the Printer returnsthe * successful-ok’ status code and the client supplied the “notify-no-
wait” attribute with avalue of ‘true'.
Thisvaueisintended to help the client be a good network citizen.

“natify-ippget-redirect” (uri):
The vaue of this attribute is uri that the Notification Recipient MUST use for the Get-Natifications
operation. This attribute is present in the Operation Attributesif and only if the status code has the
vaue ‘redirection-other-ste' .

Group 2: Unsupported Attributes
See [RFC2911] section 3.1.7 for details on returning Unsupported Attributes.

If the “subscription-ids’ attribute contained subscription+ids that do not exig, the Printer returns them
in this group as vaue of the “subscription-ids” atribute.

Group 3 through N: Event Notification Attributes

The Printer responds with one Event Notification Attributes Group per matched Event Notification.
Theinitid matched Event Natifications are dl un-expired Event Notification associated with the
matched Subscription Objects. If the Notification Recipient has sdected the option to wait for
additiona Event Natifications, the Printer the subsequent Event Natifications in the response are
Event Notifications associated with the matched Subscription Objects as the corresponding Event
ocCurs.

From the Notification Recipient’s view, the response appears as an initia burst of data, which
includes the Operation Attributes Group and one Event Notification Attributes Groups per Event
Noatification that the Printer isholding. After theinitid burst of data, if the Noatification Recipient has
sected the option to wait for additiona Event Notifications, the Notification Recipient receives
occasiond Event Natification Attribute Groups. Proxy servers may delay some Event Natifications
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364 or causetime-outsto occur. The client MUST be prepared to perform the Get-Natifications

365 operation again when time-outs occur.

366

367 Each Event Natification Group MUST dart with an ‘ event- notification-attributes-tag’ (see the

368 section “Encodings of Additiond Attribute Tags’ in [ipp-ntfy]).

369

370 Each attribute is encoded using the IPP rules for encoding attributes [RFC2910] and may be

371 encoded in any order. Note: the Get- Jobs response in [RFC2911] acts as amodel for encoding

372 multiple groups of attributes.

373

374 Each Event Natification Group MUST contain al of attributes specified in section 9.1 (“ Content of

375 Machine Consumable Event Notifications’) of [ipp-ntfy] with exceptions denoted by asterisksin the

376 tables below.

377

378 The tables below are copies of the tablesin section 9.1 (“ Content of Machine Consumable Event

379 Notifications’) of [ipp-ntfy] except that each cdl inthe“Sends’ columnisa “MUST”.

380

381 For an Event Noatification for al Events, the Printer includes the attributes shown in Table 2.

382 Table 2 — Attributesin Event Notification Content
Source Vdue Sends Source Object
notify- subscriptiontid (integer(1:MAX)) MUST Subscription
notify-printer-uri (uri) MUST Subscription
notify- subscribed-event (type2 keyword) MUST Event Notification
printer-up-time (integer(MIN:MAX)) MUST Printer
printer-current-time (dateTime)-* MUST * Printer
notify- sequence-number (integer (0:MAX)) MUST Subscription
notify-charset (charset) MUST Subscription
natify- natural-language (natura L anguage) MUST Subscription
notify- user-data (octetString(63))+* MUST ** Subscription
notify-text (text) MUST Event Notification
attributes from the “ notify-attributes’ attribute*** MUST *** | Printer
attributes from the “ notify-attributes’ attribute*** MUST *** | Job
attributes from the “ notify-attributes’ attribute*** MUST *** | Subscription

383

384 * The Printer MUST send the “ printer-current-time” attribute if and only if it supports the “ printer-

385 current-time” attribute on the Printer object.

386

387 ** |f the associated Subscription Object does not contain a“notify-user-data’ attribute, the Printer

388 MUST send an octet-ring of length O.

389
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*** |f the “notify-attributes’ attribute is present on the Subscription Object, the Printer MUST send
al atributes specified by the “ notify-attributes’ attribute. Note: if the Printer doesn’t support the
“notify-attributes’ attribute, it is not present on the associated Subscription Object.

For Event Natifications for Job Events, the Printer includes the additiond attributes shown in Table

3.
Table 3 — Additional Attributesin Event Notification Content for Job Events
Source Vdue Sends Source Object
job-id (integer(1:MAX)) MUST | Job
job-date (typel enum) MUST | Job
job-state-reasons (1setOf type2 keyword) MUST | Job
job-impressions-completed (integer(:MAX))~ MUST * | Job |

* The Printer MUST send the *job-impressions-completed” attribute in an Event Noatification only
for the combinations of Events and Subscribed Events shown in Table 4.

Table 4 — Combinations of Events and Subscribed Eventsfor “job-impressons-completed”

Job Event Subscribed Job Event
‘job-progress ‘job-progress
‘job-completed’ ‘job-completed’
‘job-completed’ ‘job-state-changed’

For Event Noatification for Printer Events, the Printer includes the additiond attributes shown in Table

5.

Table5 — Additional Attributesin Event Natification Content for Printer Events

Source Vdue Sends Source Object
printer-state (typel enum) MUST Printer
printer- state- reasons (1setOf type2 keyword) MUST Printer
printer-is-accepting-jobs (boolean) MUST Printer
6 Subscription Template Attributes
This section defines the Subscription object conformance requirements for Printers.
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6.1 Subscription Template Attribute Conformance

The ‘ippget’ Delivery Method has the same conformance requirements for Subscription Template attributes as
defined in [ipp-ntfy]. The ‘ippget’ Delivery Method does not define any addition Subscription Template
attributes.

6.2 Additional Information about Subscription Template Attributes

This section defines additiona information about Subscription Template attributes defined in [ipp-ntfy].

6.2.1 notify-recipient-uri (uri)

This section describes the syntax of the vaue of this attribute for the ‘ippget’ Ddlivery Method. The syntax for
vaues of this attribute for other Delivery Method is defined in other Delivery Method Documents.

In order to support the ‘ippget’ Delivery Method and Protocol, the Printer MUST support the following
syntax:

The ‘ippget:// URI scheme. The remainder of the URI indicates something unique about the Natification
Recipient, such asits host name or host address (and optional path) that the Printer uses to match the
“notify-recipient-uri” Operation attribute supplied in the Get-Notifications request. See section 9 for a
complete definition of the syntax of the IPPGET URL.

6.3 Subscription Description Attribute Confor mance
The ‘ippget’ Delivery Method has the same conformance requirements for Subscription Description attributes
asdefined in [ipp-ntfy]. The ‘ippget’ Delivery Method does not define any addition Subscription Description
attributes.

7 Additional Printer Description Attributes

This section defines the Printer Description Attributes conformance requirements for Printers.

7.1 Printer Description Attribute Conformance
The ‘ippget’ Delivery Method has the same conformance requirements for Printer Description attributes as

defined in [ipp-ntfy]. The‘ippget’ Ddivery Method does not define any addition Printer Description
atributes.
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7.2 New Valuesfor Existing Printer Description Attributes

This section defines additiona values for existing Printer Description attributes.

7.2.1 notify-schemes-supported (1setOf uriScheme)

The following vaue for the “notify-schemes- supported” attribute is added in order to support the new Delivery
Method defined in this document:

‘ippget’ - The IPP Natification Delivery Method defined in this document.
7.2.2 operations-supported (1setOf type2 enum)

Table 6 ligs the “operation-id” vaue defined in order to support the new Get- Notifications operation defined

in this documen.
Table 6 — Operation-id assignments
Vdue Operation Name
0x001C Get-Natifications

7.3 begin-to-expire-time-interval (integer (0:MAX))

This Printer Description attribute specifies the number of seconds that a Printer keeps an Event Notification
that is associated with the *ippget’ Ddlivery Method.

The Printer MUST support this attribute if it supports the ‘ippget’ Delivery Method.

The vaue of this attribute is the minimum number of seconds that MUST e gpse between the time the Printer
creetes an Event Notification object for the *ippget’ Delivery Method and the time the Printer discards the
same Event Noatification.

For example, assume the following:

1. adlient performs a Job Creation operation that creates a Subscription Object associated with this
Delivery Method, AND

2. an Event associated with the new Job occursimmediaey after the Subscription Object is created,
AND

3. thesame client or some other dient performs a Get-Notifications operation N seconds after the Job
Crestion operdtion.
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Then, if N islessthan the value of this attribute, the dient performing the Get-Notifications operations can
expect not to miss any Event-Notifications, barring some unforeseen lack of memory space in the Printer.

8 New Status Codes
The following status codes are defined as extensions for this Delivery Method and are returned as the status
code of the Get-Natifications operation.

8.1 redirection-other-site (0x300)

This status code means that the Printer doesn’t perform that Get- Notifications operation and that the “notify-
ippget-redirect” Operation Attribute in the response contains the uri that the Notification Recipient MUST use
for performing the Get- Notifications operation.

9 The IPPGET URL Scheme

This section defines the *ippget’ URL and the conformance requirements for using it.

9.1 ThelPPGET URL Scheme Applicability and Intended Usage

This section is intended for use in registering the *ippget’ URL scheme with IANA and fully conforms to the
requirements in [RFC2717]. This document definesthe ‘ippget’”” URL (Uniform Resource Locator) scheme
for gpecifying a unique identifier for an 1PP Client which implements the | PP Get- Notifications operation
specified in this document (see section 5).

The intended usage of the ‘ippget’ URL schemeis COMMON.

9.2 ThelPPGET URL Scheme Associated Port
None.

An‘ippget’ URL behaves as aunique identifier for IPP Clientsand isNOT used to initiate any over-the-wire
protocol associations.

See: IANA Port Numbers Registry [|ANA-PORTREG].
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9.3 ThelPPGET URL Scheme Associated MIME Type

All 1PP Get-Notifications operations (requests and responses) MUST be conveyed in an “ gpplication/ipp’
MIME mediatype asregistered in [IANA-MIMEREG]. An ‘ippget’ URL MUST uniquely identify an IPP
Client that support this ‘gpplication/ipp’” MIME mediatype.

See: IANA MIME Media Types Registry [IANA-MIMEREG].

9.4 ThelPPGET URL Scheme Character Encoding

The ‘ippget’ URL scheme defined in this document is based on the ABNF for the URI Generic Syntax
[RFC2396] and further updated by [RFC2732] and [RFC2373] (for IPv6 addressesin URLS). The ‘ippget’
URL schemeis case-insengtive in the scheme and "authority’ hest-name-or-host-address-part; however, the
‘abs path part is case-sengtive, asin [RFC2396]. Code points outside [US-ASCII] MUST be hex escaped
by the mechanism specified in [RFC2396].

9.5 ThelPPGET URL Scheme Syntax in ABNF

This document isintended for use in registering the ‘ippget’ URL scheme with IANA and fully conformsto the
requirements in [RFC2717]. This document defines the ‘ippget’ URL (Uniform Resource Locator) scheme
for gpecifying aunique identifier for an PP Client which implements | PP * Get-Notifications operation
specified in this document.

The intended usage of the ‘ippget’ URL schemeis COMMON.

The IPP protocol places alimit of 1023 octets (NOT characters) on the length of a URI (see section 4.1.5
‘uri’ in [RFC2911]). An IPP Printer MUST return the * client- error-request-vaue-too-long’ status code (see
section 13.1.4.10 in [RFC2911]) when a URI received in arequest is too long.

Note: PP Clientsand IPP Printers ought to be cautious about depending on URI lengths above
255 bytes, because some older client or proxy implementations might not properly support these
lengths.

An ‘ippget’ URL MUST be represented in absolute form. Absolute URL s dways begin with a scheme name
followed by acolon. For definitive information on URL syntax and semantics, see “Uniform Resource
Identifiers (URI): Generic Syntax and Semantics’ [RFC2396]. This specification adopts the definitions of
“authority”, “abs path”, “query”, “reg_name’, “server”, “userinfo’, and “hostport” from [RFC2396], as
updated by [RFC2732] and [RFC2373] (for IPv6 addressesin URLYS).

The*ippget’ URL scheme syntax in ABNF isasfollows:

i ppget _URL = “ippget:” “//” authority [ abs_path [ “?” query ]]
authority = server | reg_nane

Herriot, et d. Expires October 5, 2001 [page 19] \



INTERNET-DRAFT IPP; The‘ippget’ Delivery M ethod April 5, 2001

512 reg_nane = 1*( unreserved | escaped | “$" | “," |

513 R T T C A - A e

514 server =[ [ userinfo “@ ] hostport ]

515 userinfo = *( unreserved | escaped |

516 R I IR A = I S - D |

517 host port = host [ “:” port ]

518 abs_path = *"/" path_segnents

519

520 If the port is empty or not given, then no port isassumed. The semantics are that the ‘ippget’ URL isaunique
521 identifier for an PP Client that will retrieve IPP event natifications via the | PP Get- Notifications operation.
522 Note: The use of IP addressesin URLs SHOULD be avoided whenever possible (see [RFC1900]).

523 95.1 IPPGET URL Examples

524 The following are examples of vdid ‘ippget’ URLs for PP Clients (usng DNS host names):

525 i ppget://abc.com

526 i ppget://abc.com |istener

527 i ppget://bob@bc. com |istener/ 1232

528

529 Note: The use of 1P addressesin URLs SHOULD be avoided whenever possible (see [RFC1900]).

530 The IPP Client that creates the Subscription object and the Notification Recipient have to agree on aunique
531 |PPGET URL vauein order for the Get-Notifications operations to retrieve the proper Event Natifications.
532 Therefore, the choice of *userinfo@hostport’ versus the smpler ‘hostport’ production in an ‘ippget’ URL may
533 be influenced by the intended usage.

534 If agiven IPP Client crestes an IPP Subscription object for event notifications intended for retrievd by the
535 same |PP Client, then the smple *hostport’ production may be most appropriate. In this case, the | PP Client
536 and the Notification Recipient both know the 'hostport’ of the client.

537 On the other hand, if agiven IPP Client creates an 1PP Subscription object for event natifications intended for
538 retrieva by adifferent 1PP Client, then the ‘ userinfo@hostport’ production (using, for example, the right-hand
539 sde of a‘mailto;’ URL, see [RFC2368]) may be most appropriate. For this case, a mail address serves as
540 the prior agreement on the IPPGET URL vaue between the PP Client and the Notification Recipient.

541 9.5.2 IPPGET URL Comparisons

542 When comparing two ‘ippget’ URLsto decide if they match or not, an IPP Client or IPP Printer MUST use
543 the samerulesas those defined for HTTP URI comparlsons in [RFC2616] SHOULD yse a-case-senstive
544 = ~
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10 Encoding

This notification delivery method uses the PP trangport and encoding [RFC2910] for the Get-Natifications
operation with one extension alocated in [ipp-nify]:

Table 7 — The" event-natification-attributes-tag” value

Tag Vadue (Hex) Meaning

0x07 “event- notification-attributes-tag”

11 Conformance Requirements

11.1 Conformancefor PP Printers
|PP Printers that conform to this specification:
1. MUST mest the conformance requirements defined in [ipp-nify];
2. MUST support the Get- Notifications operation defined in section 5;
3. MUST support the Subscription object attributes as defined in section 6;
4. MUST support the additional values for IPP/1.1 Printer Description attributes defined in section 7.2;

5. MUST support the “begin-to-expire-time-interval” Printer Description attribute defined in section 7.3;
Herriot, et d. Expires October 5, 2001 [page 21] \
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567 6. MUST support the “redirection-other-gte” status code defined 8.1;

568 7. SHOULD reject received ‘ippget’ URLsIin ‘gpplication/ipp’ request bodies (e.g., in the * notify-

569 recipient-uri” attribute in a Get-Notifications request) that do not conform to the ABNF for ‘ippget’
570 URL s specified in section 9.5 of this document;

571 8. MUST ligten for the IPP Get- Notifications operation requests on |ANA-assigned wdl-known port
572 631, unless explicitly configured by system adminigtrators or Ste policies,

573 9. SHOULD NOT ligten for |PP Get-Notifications operation requests on any other port, unless explicitly
574 configured by system administrators or Site policies.

575 11.2 Conformancefor IPP Clients

576 |PP Clients that conform to this specification:

577 1. MUST create unambiguoudy unique ‘ippget’ URLsin dl cases,

578 2. MUST send ‘ippget’ URLSs (eg., in the “notify-recipient-uri” atribute in a Get-Notifications request)
579 that conform to the ABNF specified in section 9.5 of this document;

580 3. MUST send IPP Get- Natifications operation requests via the port specified in the associated ‘ipp’
581 URL (if present) or otherwise vialANA assigned wdll-known port 631,

582 4. MUST convert the associated ‘ipp’ URLs for use in | PP Get-Natifications operation to ther

583 corresponding ‘http” URL formsfor use in the HTTP |ayer according to the rulesin section 5 “1PP
584 URL Scheme’ in [RFC2910].

585 Note: The use of ambiguous ‘ippget’ URLsis NOT an optiond feature for PP Clients; it is a non-conformant
586 implementation error.

587 12 IANA Considerations

588 IANA isrequested to register the ‘ippget’ URL scheme as defined in section 9 according to the procedures of
589 [RFC2717].

590 Theregt of this section contains the exact information for additional 1PP entities for IANA to add to the IPP
501 Registries according to the procedures defined in RFC 2911 [RFC2911] section 6.

592 Note to RFC Editors: Replace RFC NNNN below with the RFC number for this document, so that
593 it accurately reflects the content of the information for the |ANA Registry.
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12.1 Operation Registrations

The operations defined in this document will be published by IANA according to the proceduresin RFC 2911
[RFC2911] section 6.4 with the following path:

ftp.id.edwianalass gnments/ipp/operations/
The regidry entry will contain the following informetion:

Oper ati ons: Ref . Secti on:
Get-Notifications operation RFC NNNN 5

12.2 Additional values of existing attributes

12.2.1 Additional values for the “notify-schemes-supported” Printer attribute

The *natify- schemes-supported” ‘uriScheme' attribute vaue defined in this document will be published by
IANA according to the procedures in RFC 2911 [RFC2911] section 6.1 with the following path:

ftp.ig.edu/ianalass gnments/i pp/attribute- va uesnatify- schemes- supported/
The regigry entry will contain the following informeation:

Ref . Secti on:
i ppget RFC NNNN 7.2.1

12.2.2 Additional values for the “operations-supported” Printer attribute

The “ operations-supported” type2 enum attribute value defined in this document will be published by IANA
according to the procedures in RFC 2911 [RFC2911] section 6.1 with the following path:

ftp.id.edu/ianalass gnments/i pp/attribute- val ues/operations- supported/
The regidry entry will contain the following informetion:

Val ue Ref . Secti on:
Get-Noti fications 0ox001C RFC NNNN 7.2.2

12.3 Attribute Registrations

The attributes defined in this document will be published by IANA according to the proceduresin RFC 2911
[RFC2911] section 6.2 with the following peth:

ftp.id.edw/iana/ass gnments/ipp/attributes/
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621 Theregisry entry will contain the following informetion:
622 Printer Description attributes: Ref . Secti on:
623 begi n-to-expire-time-interval (integer(0: MAX)) RFC NNNN 7.3

624 12.4 Statuscode Registrations

625 The gtatus codes defined in this document will be published by IANA according to the procedures in RFC
626 2911 [RFC2911] section 6.6 with the following path:

627 ftp.i9.edwiana/ass gnments/ipp/status- codes/

628 The regidry entry will contain the following informetion:

629 St at us codes: Ref . Secti on:
630 redirection-other-site (0x300) RFC NNNN 8.1
631

632 13 Internationalization Considerations

633 The IPP Printer MUST locdlize the “ notify-text” attribute as specified in section 14 of [ipp-ntfy].

634 In addition, when the client recaives the Get- Notifications responsg, it is expected to localize the attributes that
635 have the ‘keyword’ attribute syntax according to the charset and naturd language requested in the Get-

636 Notifications request.

637 14 Security Considerations

638 The IPP Modd and Semantics document [RFC2911] discusses high-level security requirements (Client

639 Authentication, Server Authentication and Operation Privacy). Client Authentication isthe mechanism by

640 which the client provesitsidentity to the server in a secure manner. Server Authentication is the mechanism by
641 which the server proves its identity to the client in a secure manner. Operation Privacy isdefined asa

642 mechanism for protecting operations from eavesdropping.

643 Unlike other Event Natification delivery methods in which the IPP Printer initiates the Event Notification, with
644 the method defined in this document, the Natification Recipient isthe client who  sthe Get-Natifications

645 operation. Therefore, there is no chance of “spam” natifications with this method. Furthermore, such aclient
646 can close down the HTTP channd at any time, and so can avoid future unwanted Event Notifications a any
647 time.
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733 The basaie st of PP documents includes: ‘
734 Design Gods for an Internet Printing Protocol [RFC2567]

735 Rationde for the Structure and Modd and Protocol for the Internet Printing Protocol [RFC2568]

736 Internet Printing Protocol/1.1: Model and Semantics [RFC2911]

737 Internet Printing Protocol/1.1: Encoding and Trangport [RFC2910]

738 Internet Printing Protocol/1.1: Implementer’ s Guide [ipp-iig]

739 Mapping between LPD and I PP Protocols [RFC2569]

740 Internet Printing Protocol/-0-&—2-1 (1PP): IPP Event Notification Specification [ipp-nify] \
741

742 The “Desgn Godsfor an Internet Printing Protocol” document takes a broad look at distributed printing

743 functiondity, and it enumerates red-life scenarios that help to clarify the features that need to beincluded in a
744 printing protocol for the Internet. It identifies requirements for three types of users. end users, operators, and
745 adminigrators. It calls out a subset of end user requirementsthat are satisfied in IPP/1.0. A few OPTIONAL
746 operator operations have been added to IPP/1.1.

747 The “Rationde for the Structure and Mode and Protocol for the Internet Printing Protocol” document

748 describes PP from ahigh level view, defines aroadmap for the various documents that form the suite of PP
749 specification documents, and gives background and rationae for the IETF working group’s mgjor decisions.
750 The “Internet Printing Protocol/1.1: Modd and Semantics’ document describes asmplified mode with

751 abstract objects, their attributes, and their operations that are independent of encoding and transport. It

752 introduces a Printer and a Job object. The Job object optionally supports multiple documents per Job. It aso
753 addresses security, internationalization, and directory issues.

754 The “Internet Printing Protocol/1.1: Encoding and Trangport” document is aforma mapping of the abstract
755 operations and attributes defined in the modd document onto HTTP/1.1 [RFC2616]. It defines the encoding
756 rules for anew Internet MIME mediatype caled “ goplication/ipp”. This document aso defines the rules for
757 transporting over HTTP a message body whose Content-Type is“application/ipp”. This document defines a
758 nea-the 'ippget’” scheme-named—ippget- for identifying | PP printers and jobs.

759 The “Internet Printing Protocol/1.1: Implementer’s Guide’ document gives ingght and advice to implementers
760 of IPP clientsand IPP objects. It isintended to help them understand 1PP/1.1 and some of the considerations
761 that may assst them in the design of their client and/or 1PP object implementations. For example, atypica
762 order of processing requestsis given, including error checking. Motivation for some of the specification

763 decisonsis aso included.

764 The “Mapping between LPD and PP Protocols’ document gives some advice to implementers of gateway's
765 between IPP and LPD (Line Printer Daemon) implementations.

766 The “I PP Event Natification Specification” document deseribes-defines an extension to the 1PP/1.0

767 [REC2566, RFC2565]; and IPP/1.1 [RFC2911, RFC2910];-andfuture versons. Thisextenson dlowsa
768 client to subscribe to printing related Events and defines the semantics for delivering asynchronous Event

769 Notifications to the specified Notification Recipient V|aaspeC|f|ed Dellvery Method (| e protocols)

770 de‘lned in (separate) Dellvery Method documents. Sd

771 : o ifi
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778 18 Full Copyright Statement

779 Copyright (C) The Internet Society (2001). All Rights Reserved.

780 This document and trandations of it may be copied and furnished to others, and derivative works that

781 comment on or otherwise explain it or asss in itsimplementation may be prepared, copied, published and
782 distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice and
783 this paragraph are included on dl such copies and derivative works. However, this document itself may not
784 be modified in any way, such as by removing the copyright notice or references to the Internet Society or
785 other Internet organizations, except as needed for the purpose of developing Internet standards in which case
786 the procedures for copyrights defined in the Internet Standards process must be followed, or as required to
787 trandate it into languages other than English.

788 The limited permissions granted above are perpetua and will not be revoked by the Internet Society or its
789 SUCCESSOr's or assigns.

790 This document and the information contained hereinis provided on an “AS|S’ bassand THE INTERNET
791 SOCIETY AND THE INTERNET ENGINEERING TASK FORCE DISCLAIMS ALL WARRANTIES,
792 EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY WARRANTY THAT THE USE
793 OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY RIGHTSOR ANY IMPLIED

794 WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.
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