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Internet Printing Protocol/1.0: M ME Encoding

Status of this Menmo

This docunent is an Internet-Draft. Internet-Drafts are working
docunents of the Internet Engineering Task Force (IETF), its areas,
and its working groups. Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

To learn the current status of any Internet-Draft, please check the
"lid-abstracts.txt" listing contained in the Internet-Drafts Shadow
Directories on ftp.is.co.za (Africa), nic.nordu.net (Europe),
munnari.oz.au (Pacific Rm, ds.internic.net (US East Coast), or
ftp.isi.edu (US West Coast).

Abst ract

This Internet-Draft specifies an Internet Printing Protocol (1PP)that
is intended to be version 1.0. This protocol is heavily influence by
the semantic operations and attributes defined in I SO IEC 10175
Docurment Printing Application (DPA) parts 1 and 3. It also

i ncorporates sone of the inplenmentation and interoperability |essons
| earned fromother printing related standards such as POSI X System
Admi ni stration - Part 4 (POSI X 1378.4) and X/ Open A Printing System
Interoperability Specification(PSIS).

IPP is defined as a set of abstract data types and operations. The
operations are inplenented using a sinple request and response
mechani smbuilt on top of HITP. The abstract data types are encoded
as sinmple ASCII text strings.

The 1 PP protocol covers only end user operations on basic print
service objects. Authentication is realized by mechani sms outside the
scope of the protocol, but the protocol does introduce some access
control functionality so that only authorized end users are all owed
to submit print jobs to printers whose inplenmentation and site policy
support access control. Also, the Cancel Job operation requires sone
aut hentication so that jobs can only be cancel ed by the end user who
submtted the job. Extended nonitoring and nmanagenent is possible
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t hrough ot her protocols such as the SNMP Printer MB. In the areas
where there are no existing standards, some proposed and energi ng
standards are bei ng worked (managenent, security, etc.). As these
servi ces beconme nore stable, this docunment (and hence the protocol)
can be updated to reflect the integration and rel ationships with

t hese ot her standards.
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I nt roducti on

The Internet Printing Protocol (IPP) is an application |evel protoco
that can be used for distributed printing on the Internet. The
protocol is heavily influenced by the printing nodel introduced in

t he Docunent Printing Application (1SQIEC 10175 DPA) standard, which
describes a distributed printing service. DPA identifies the end user
and admi ni strative roles associated with a distributed printing
service, and defines the set of operations supported by the service.
This I PP specification (version 1.0) deals only with the end user
role. These ideas and concepts, when unified with other Internet
protocol s and services, realize a distributed print service for the

I nternet.

This specification uses the verbs: "shall", "should", "may", and
"need not" to specify conformance requirenents as foll ows:
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92 - "shall": indicates an action that the subject of the sentence

93 must inplenment in order to claimconformance to this specification
94 - "may": indicates an action that the subject of the sentence does
95 not have to inplement in order to claimconformance to this

96 specification, in other words that action is an inplenentation

97 option

98 - "need not": indicates an action that the subject of the sentence
99 does not have to inplenent in order to claimconformance to this
100 specification. The verb "need not" is used instead of "may not",
101 since "may not" sounds |ike a prohibition

102 - "should": indicates an action that is reconmended for the subject
103 of the sentence to inplenment, but is not required, in order to
104 cl aim conformance to this specification

105

106

107 2. I PP Qperations

108 This section introduces the | PP operations. Since |IPP specifies the
109 use of HITP as the underlying comunication protocol, the mapping of
110 | PP operations on top of HITP nmethods is al so shown.

111 2.1 HITP Overview

112 PP is based on the existing HITP standard. |1PP is a |ightweight

113 application-level protocol designed with the Internet in mnd. It is

114 a generic, stateless, object-oriented protocol which can be used for

115 any task through extension of its request methods (comrmands).

116 HTTP al |l ows an open-ended set of nethods to be used to indicate the

117 purpose of a request. It builds on the discipline of reference

118 provi ded by the Uniform Resource Location (URL) and nessage formats

119 simlar to those used by Internet Mail and the Miltipurpose Internet

120 Mai | Extensions (M ME).

121 HTTP i s based on a request-response paradigm A requesting program(a

122 client) establishes a connection with a receiving program (a server)

123 and sends a request to the server in the formof a request nethod, a

124 URL, and protocol version, followed by a MME-1|ike message containing

125 request nodifiers, client information, and possibly print data. The

126 server responds with a status line, including its protocol version

127 and a success or failure code, followed by a MME-1ike nmessage

128 contai ning server information, entity neta-information, and possibly

129 sonme content.

130 Current practice requires that the connection be established by the

131 client prior to each request and closed by the server after sending

132 the response. Both clients and servers shall be capabl e of handling
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cases where either party closes the connection prematurely, due to
user action, automated tine out, or programfailure.

2.2 1 PP Qperation Encodi ng

| PP messages consist of requests fromclient to server and responses
fromserver to client.

| PP MESSAGE = Request | Response

Requests and responses use the generic nessage format of RFC 822 for
transferring entities. Both nmessages nay include optional header
fields and an entity body. The entity body is separated fromthe
headers by a null line (a line with nothing preceding the CRLF).

Request = Request-Iline
* (CGeneral - Header
| Request - Header
| Entity-Header)
CRLF
[ Entity-Body ]

Response = Status-Iline
* (CGeneral - Header
| Request - Header
| Entity-Header)
CRLF
[ Entity-Body ]

Al |1 PP headers conformto the syntax
| PP- Header = field-nane ":" [field-value] CRLF

| PP/ 1.0 defines the octet sequence CRLF as the end-of-1ine marker for
all protocol elenents except the entity-body.

Note that HTTP 1.1 defines a slightly different syntax, allow ng for
dynam cal |l y generated nessages to be transmitted. This would be
required for cases such as PC driver generated Print Qperations.

HTTP 1.1 defines a nmessage header which specifies a transfer encodi ng
cal  ed "chunks".

| PP messages are contained within HITP nethods. The HITP POST net hod
is used for the Print operation and the Cancel Job operation. The
HTTP GET method is used for the Get Attributes operation and the Get
Jobs operation (section 5.4).

2.2.1 HITP Request - Header Fields
HTTP request header fields allow the client to pass additiona

i nformati on about the request, and about the client itself, to the
server. All header fields are optional and when used it is assuned
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that | PP woul d use these headers in a standard way. |PP requests
will be conpletely encapsulated within the entity body of an HITP
request. The HITP Entity-Header has the form

HTTP- Enti ty- Header = Cont ent - Encodi ng
| Content-Length
| Content-Type
| extension-header

The Content-Length field nmust always be a valid I ength, This neans
that for any Print Operations based on HTTP 1.0, the entire content
must be generated before this header can be built. HITP 1.1 provides
the notion of "chunks" which will allow the content to be generated
dynam cally as the data is sent.

Content-Type will always be "Application/IPP".

2.2.1.1 I PP Request-Line
The first line of the entity body in an I PP operation is the IPP
Request - Li ne. The Request-Line defines the Operation and the | PP

Ver si on.

| PP- Request-Line = Qperation-token I[IPP/1.0 CRLF

Qper ati on-t oken Print | Cancel-Job

Get-Attributes | Get-Jobs

2.2.2 HITP Response-Header Fields

HTTP response fields allow the server to pass additional information
about the response back to the client. PP will use these headers in
a standard way. |PP responses will be conpletely encapsul ated within
the entity body of an HITP response.

2.2.2.1 | PP Status-Line

The first line of the entity body in an I PP response is the IPP
Status-Line. The status-line consists of a protocol version followed
by a nuneric status-code and an associ ated text nessage.

| PP-Status-Line = IPP/1.0 Status-Code Reason-Phrase CRLF
2.3 The Print Job
In section 5.4.1, the Print Operation is described. 1In order to

understand that operation better, we first present the notion of a
Print Job. The entity body of a print operation request will contain
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a Print Job, as defined bel ow The headers defined here are | PP
headers, but foll ow the sane syntax as the basic HITP headers.

Print-Job = Print-Job-(bject-Header ;section (5.3.1)
[Job-Attributes] ;section (5.3.4)
*( Docunent s)

Docunent = Docunent - Header ;section (5.3.2)
[ Docunent -attri butes] ;section (5.3.5)
[ Cont ent - Header ;section (5.3.3)

content]

2.3.1 Print Job Object Header

Print-Job- Obj ect Header = Content-Encodi ng
| Content-Length
| Content-Type
| extension-header

Content-Type is always "I PP Print oject". Oher header fields are as
defined for HITP 1.0.

2. 3.2 Docunent Header

The docunent header allows the insertion of multiple documents within
a job. At this point only a limted nunber of document attributes are
defined. However, this structure allows the addition of other
attributes which can be specified on a docunent boundary.

Docunent - Header = Cont ent - Encodi ng
| Content-Length
| Content-Type
| extension-header

Content type is always "I PP Docunment”. Qther header fields are as
defined in HITP 1.0.

2. 3.3 Docunent - Cont ent Header

The docunent - cont ent - header provi des additional neta-information
about the docunent. The docunent content header is an optional field
and woul d not be present if the docunent was pointed to by a docunent
URL attribute. It is conposed of a nunmber of docunent header fields
as follows:

Docunent - Cont ent - Header = Cont ent - Encodi ng
| Content-Length
| Content-Type
| extension-header

Content-Type is defined as :
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Content - Type = Data-Stream Format "/" Version

Thus, for exanple, if the docunent to be printed was a Postscript
Level 2 docunent, the Content-Type would be specified as:

Cont ent - Type: Postscript/2.0
O her header fields are as defined by HITP 1.0.
2.3.4 Job Attributes

Job attributes are defined in section 6.2. Attributes will always be
sent as

Job-Attribute = Attr-nane ":" Attr-val ue CRLF

Attr-value = 1#Val ue
In the above exanple, "1#Val ue" neans one or nore "," separated
val ues.

2.3.5 Docunent Attri butes

Docurment attributes are defined in section 6.2.11. The syntax for a
docunment attribute is

Docunent - Attri bute = Attr-Nane ":" Attr-Val ue CRLF

Attr-Value = 1#Val ue
In the above exanple, "1#Val ue" neans one or nore "," separated
val ues.

3. Security Considerations

This protocol does not identify any new authentication mechani sns.
The aut henticati on nechanisns built into HTTP (such as SSL and SHITP)
are reconmmended.

This protocol does define a sinple authorization nmechani sm by

i ntroducing the "end-user-acl" attribute as part of the Printer
object. This ACL attribute is a nulti-valued Iist of all of the
aut henti cat ed nanes of end-users. This protocol does not specify
what the dormain is for nanes in this ACL attribute

Issue: WII it always be possible for a Printer to obtain a
meani ngf ul aut henticated nanme that the Printer can match agai nst the
end-user-acl, or will some other nechani smbe necessary, such as a
passwor d?
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6. Appendix A: Sanple | PP Operations

The followi ng exanples illustrate typical flows using the IPP
protocol. In these exanples, the IPP Printer object naned "printer-1"
is located at the node identified by the DNS nanme "somne. domai n. coni'.
A Job Tenpl ate has been defined for printer-1 which establishes the
print defaults.

For brevity in the following flows, none of the HITP headers are
shown. CRLF sequences are not shown.

6.1 Querying the printer

dient some. domai n. com

Post http://some. domain.conprinter-1 http/1.0
Get-Attributes I1PP/1.0

printer-state :

si des-supported :

medi a- supported :

docunent - f or mat s- supported :

http/1.0 201 "Created" (a response)
PP/ 1.0 xxx "attribute list returned"
printer-state : idle
si des-supported : 1-sided
nmedi a- supported : iso-a4-white, iso-b4-white
docunent - f or mat s- supported : Postscript/2.0

6.2 Print Operation - with print data included

dient some. domai n. com

deBry, Hastings, Herriot, |saacson [ Page 9]
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Post

Print 1PP/1

| PP/

.0

Print-Job- Obj ect Header

j ob- name :

medi um :

notification-events :
notification-address :

My Job
i so-a4-whit

Docunent Header
docunent - nane : Lett

Document - Co

nt ent Header

<Docunent in Postscr

http/1.0 200 "accepted"
PP/ 1.0 xxx "print job accepted and queued”

job-identifier

current-job-state :

printer-state :

1.0: M ME Encodi ng

http://some. domai n.com printer-1 http/1.0

e
Job- conpl eti on
j oe@c. domai n. com

er to Mom
(content type = Postscript/2.0)
ipt level 2 format>

some. domai n. conl printer-1/0037

pendi ng

needs-sttention

6.3 Print Operation - with no data included

dient
Post
Print 1PP/1.0
Print-Job- Obj ect Header
job-name : My Job
medi um : 1so0-a4-whit
notification-events :
notification-address :
Docunment Header
docunent - nane : Lett
docunent-URL : joe@

http/1.0 200 "accepted"
PP/ 1.0 xxx "print job accepted and queued”

job-identifier

current-job-state :
printer-state : proc
6.4 Querying the state of the job

In this exanple, no attrib
are returned.

ai

Post

deBry,

ent

CGet-Attributes [PP/1.0

Hasti ngs,

Herriot, I|sa
Decenber

some. domai n. com

http://some. domai n.com printer-1 http/1.0

e
Job- conpl eti on
j oe@one. domai n. com

er to Mom
c. domai n. com Docs/ To- nom ps

some. domai n. conl printer-1/0037

pendi ng
essing

dat e

utes are specified, so all job attributes

some. domai n. com

http://some. domai n.com printer-1/0037 http/1.0

acson
19, 1996, Version 1.0
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434
435
436 L
437 http/ 1.0 201 "Created" (a response)
438 IPP/1.0 xxx "atribute list returned"
439 job-Narme : My Job
440 job-Originator @ Joe@one. domai n. com
441 j ob-originating-host : pc.donmain.com
442 notification-address : joe@c. domai n.com
443 job-locale : xx:xx:xx
444 current-job-status : printing
445 subm ssion-tine : 1996 Nov 22 1214
446 nmedi a- sheets-conpleted : 2
447
448
449 6.5 Canceling a Job
450 dient sone. domai n. com
Y R e e >
452 Post: http://sone.domain. com printer-1/0037
453 Cancel -Job PP/ 1.0
454
455
456
457 L e
458 http/1.0 200 "okay"
459 Current-job-state : term nating
460
461
462
463
464
465
466
467
468
469
470 6.6 Listing jobs on a Printer
471 List jobs on printer-1, only return job sizes. Jobs are returned in
472 the order they are scheduled for printing. A Job-identifier attribute
473 precedes the attributes returned for each job to delimt job
474 boundari es.
475 dient some. domai n. com
Y e e >
477 Post http/ 1.0 some.domain.confprinter-1
478 Get-Jobs IPP/1.0
479 total -job-octets :
480
deBry, Hastings, Herriot, |saacson [ Page 11]
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http/1.0 201 "Created" (a response)

deBry,

PP/ 1.0 xxx "created an attribute list"
job-identifier : 0033

total -job-octets : 4567

job-identifier : 0034

total -job-octets : 12345

job-identifier : 0035

total -job-octets : 12356
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