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Status of this Meno

This docunent is an Internet-Draft and is in full conformance with
all provisions of Section 10 of RFC2026. Internet-Drafts are working
docunents of the Internet Engineering Task Force (I ETF), its areas,
and its working groups. Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nobnths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

To view the list of Internet-Draft Shadow Directories, see
http://ww. ietf.org/shadow. htm .

Abstract

Thi s docunent is a product of the Internet Printing Protocol Working
Group of the Internet Engineering Task Force (I ETF). Comrents shoul d
be submitted to the ipp@wy.org mailing |ist.

The open issues in this docunment each begin 'I SSUE n:'.

Thi s docunent specifies the "ipp" URL (Uniform Resource Locator)
schene for specifying the location of an IPP Printer which inplenents
| PP/ 1.0 [ RFC-2565] [ RFC-2566], |PP/1.1 [RFC-2910] [RFC-2911], or any
| ater version of IPP. This document is intended for use in
registering the "ipp" URL schenme with | ANA and fully conforns to the
requi renents in [RFC-2717].

The I PP URL schenme defined in this docunent is based on the ABNF for
t he basic hierarchical URL syntax in [RFC-2396]; however relative URL
forms, paraneters, and/or query parts are NOT allowed in an | PP URL.
The I PP URL schenme is case-insensitive in the host nane or host
address part; however the path part is case-sensitive, as in

[ RFC-2396]. Codepoints outside [US-ASCII] MJUST be hex escaped by the
mechani sm defined in [ RFC-2396] .
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1

I nt roducti on

See section 1 'Introduction' in [RFC-2911] for a full description of
the | PP docunent set and overview i nformati on about | PP.

Thi s document is a product of the Internet Printing Protocol Working
Group of the Internet Engineering Task Force (I ETF). Comrents shoul d
be subnmitted to the i pp@wy.org mailing |ist.

The open issues in this docunment each begin 'ISSUE n:'.

Thi s docunent specifies the "ipp" URL (Uniform Resource Locator)
schenme for specifying the |l ocation of an I PP Printer which inplenents
| PP/ 1.0 [ RFC-2565] [ RFC-2566], |PP/1.1 [RFC-2910] [ RFC-2911], or any
| ater version of IPP. This document is intended for use in

regi stering the "ipp" URL scheme with I ANA and fully conforns to the
requi rements in [ RFC-2717].

Thi s docunent defi nes:
- I PP URL schene applicability and intended usage;
- I PP URL schene associated M ME type (i.e., "application/ipp");
- I PP URL schene syntax in ABNF [ RFC-2234];
- I PP URL schenme character encoding;
- I PP URL schenme | ANA, internationalization, and security
consi derati ons.

This docunent is laid out as foll ows:
- Section 2 is the term nol ogy used throughout the docunent.

- Section 3 provides references to the IPP Printer and | PP Job object
nodel .

- Section 4 specifies I PP URL schene.

- Section 5 specifies the conformance requirenments for IPP Clients
and IPP Printers that claimconformance to this docunent.

- Section 6, 7, and 8 specify I ANA internationalization, and
security considerations.

- Sections 9, 10, 11, 12, and 13 list references, acknow edgenents,

aut hors' addresses, change history, and full |ETF copyright
statenent .
Herriot, MDonal d Expires 11 July 2001 [ Page 3]
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170

171

172

173 2. Terninol ogy

174

175 Thi s specification document uses the termnology defined in this

176 section.

177

178

179 2.1. Conformance Term nol ogy

180

181 The uppercase ternms "MJUST", "MJUST NOT", "REQUI RED', "SHALL", "SHALL

182 NOT" " SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in

183 this docunent are to be interpreted as described in [ RFC-2119].

184 These terns are used to specify conformance requirenents for al

185 i mpl enent ations of this specification.

186

187

188 2.2. Mbdel Termi nol ogy

189

190 See section 12.2 'Mdel Terminology' in [RFC2911].

191

192

193

194 3. 1PP Mbdel for Printers and Jobs

195

196 See section 2 'IPP Objects', section 2.1 'Printer Object', and

197 section 2.2 "Job Object' in [RFC-2911] for a full description of the

198 | PP obj ect nodel and termi nol ogy.

199
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4.

| PP URL Schene

4.1. |IPP URL Scheme Applicability and |Intended Usage

In this docunent, "IPP Client" nmeans the software (on some hardware
platform) that submits, nmonitors, and/or nmanages print jobs via

| PP/ 1.0 [ RFC-2565] [ RFC-2566], |PP/1.1 [RFC-2910] [RFC-2911], or any
| ater version of IPP to a spooler, gateway, or actual printing

devi ce.

In this docunent, "IPP Printer" nmeans the software (on sonme hardware
platform) that receives print jobs and/or job operations via IPP/1.0
[ RFC-2565] [RFC-2566], IPP/1.1 [ RFC-2910] [RFC-2911], or any later
version of IPP froman "IPP Client".

The "IPP Printer" is identified via an PP URL. This |IPP URL MUST
NOT contain any parameters or query part.

The I PP URL scheme defined in this docunment is based on the ABNF for
the basic hierarchical URL syntax in [ RFC-2396]; however relative URL
forms, paranmeters, and/or query parts are NOT allowed in an | PP URL.
The I PP URL schene is case-insensitive in the host name or host
address part; however the path part is case-sensitive, as in

[ RFC-2396]. Codepoints outside [US-ASCII] MJUST be hex escaped by the
mechani sm defined in [ RFC-2396].

4. 2. | PP URL Schenme Associ ated | PP Port

All 1 PP URLs which do NOT explicitly specify a port MJST be used over
| ANA- assi gned port 631 for the | PP protocol described in [RFC 2910].

See: Appendix A in this docunent which updates the existing | PP port
registration with | ANA.

4.3. |IPP URL Schene Associated M M Type

All PP protocol operations (requests and responses) MJST be conveyed
in an '"application/ipp' MM nedia type as registered in
[ANA-M MEREG. | PP URLs MUST refer to IPP Printers which support

this "application/ipp' MM nedia type.

See: Appendix B in this docunent.
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4.4, | PP URL Schene Syntax in ABNF

The "ipp" URL schene syntax is formally specified below in ABNF
[ RFC-2234]. This URL syntax is derived from|[RFC-2396], [RFC-2732],

and [ RFC 2373].

i ppURI

host port
host

host nane
dommi nl abel
t opl abe
port

| Pv6r ef erence
| Pvb6addr ess
| Pv4addr ess

hexpart
hexseq
hex4

pat h
segnment s

segnent
segchar

reserved

unr eser ved
mar k

escaped
hex

al phanum =

Herriot, MDonald

note - paraneters are NOT allowed on | PP URLs
note - query part is NOT allowed on I PP URLs
"ipp://" hostport [ path ]

host [ ":" port ]

hostname | | Pv4address | | Pvéereference

*( domai nlabel "." ) toplabel [ "." ]

al phanum | al phanum *( al phanum | "-" ) al phanum
al pha | al pha *( al phanum | "-" ) al phanum
*digit

note - I Pv6 support is added here

see RFC 2732 and RFC 2373 which update RFC 2396
“[" | Pv6address "]"

hexpart [ ":" |Pv4address ]

1*3digit "." 1*3digit "." 1*3digit "." 1*3digit
hexseq | hexseq "::" [ hexseq ] | "::" [ hexseq ]
hex4 *( ":" hex4)

1*4hex

"/" segnents
segment *( "/" segnent )

note - paraneters are NOT allowed on | PP URLs
see RFC 2396 whi ch does all ow parameters

*segchar
unreserved | escaped
m.n | n @ | n &Il | n :Il | n +Il | n $Il |

note - "[" and "]" are ADDED to 'reserved' for |Pv6
see RFC 2732 and RFC 2373 which update RFC 2396
LRt @ | e | e e

SN R I SN

al phanum | mark

_ | _ | . | " ' " | no_n "N

DGR I B

"% hex hex

digit | "A" | "B* | "C" | "D"| "E"| "F"
"at | bt oter | tdt | over | Uf

al pha | digit

Expires 11 July 2001 [ Page 6]
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al pha = | owal pha | upal pha

| owal pha ="a" | "b" | "c" | "d" | "e" | "f" | "g" | "h" | "i" |
0T T A IO AN L O B B
S A A e B A B

upal pha ="A"| "B* | "C | "D"| "“E"| "F" | "G | "H | "I"|
"IT| UKL LT MO NS | O | TP ] Q| R
RS S I R I U A I VAR A D S D A A

digit ="0" | "1 | "2 | "3" | "4 | "5" | "6" | "7"
ngr | g

4.5. | PP URL Schene Character Encoding

The I PP URL schene defined in this docunent is based on the ABNF for
the basic hierarchical URL syntax in [ RFC-2396]; however relative URL
forms, parameters, and/or query parts are NOT allowed in an | PP URL.
The I PP URL schenme is case-insensitive in the host nane or host
address part; however the path part is case-sensitive, as in

[ RFC-2396]. Codepoints outside [US-ASCII] MJUST be hex escaped by the
mechani sm defined in [ RFC-2396].

Herriot, MDonald Expires 11 July 2001 [ Page 7]
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5.

Conf or mance Requi renents

5.1. Conformance Requirenents for IPP Clients
IPP Clients that conformto this specification:

a) MUST send valid | PP Jobs on port 631 (I ANA-assigned default port
for I PP) when contacting IPP Printers via |IPP URLs that do NOT
specify an explicit port;

b) MUST NOT send otherwi se valid | PP Jobs on any port other than 631
(I ANA- assi gned default port for |1 PP) when contacting IPP Printers
via | PP URLs that do NOT specify an explicit port;

c) MUST conformto the ABNF for I PP URLs specified in section 4.4 of
thi s docunent.

5.2. Conformance Requirenments for IPP Printers
PP Printers that conformto this specification:

a) MUST accept valid I PP Jobs on port 631 (I ANA-assigned default port
for IPP) fromIPP Clients that foll ow required client
aut hentication and security nechanisns;

b) MUST reject otherwise valid | PP Jobs on any port other than 631
(I ANA- assi gned default port for IPP) fromIPP Clients that follow
required client authentication and security nechani sns, unless
explicitly configured by systemadm nistrators or site policies
(e.g., "trap doors' on port 80 are prohibited);

c) MJST reject received IPP URLs (e.g. in the "printer-uri"
operation attribute in "Print-Job') that do not conformto the
ABNF for | PP URLs specified in section 4.4 of this docunent.
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6.

| ANA Consi der ati ons

This I PP URL Schene specification does not introduce any additional
| ANA consi derations, beyond those described in [RFC-2910] and
[ RFC-2911].

See: Section 6 'I ANA Considerations' in [ RFC-2910]
See: Section 6 'I ANA Considerations' in [RFC- 2911].

7. Internationalization Considerations
This I PP URL Schene specification does not introduce any additional
i nternationalization considerations, beyond those described in
[ RFC-2910] and [ RFC-2911].
See: Section 7 'Internationalization Considerations' in [RFC- 2910].
See: Section 7 'Internationalization Considerations' in [RFC- 2911].
8. Security Considerations
This I PP URL Schene specification does not introduce any additi onal
security considerations, beyond those described in [ RFC-2910] and
[ RFC-2911].
See: Section 8 'Security Considerations' in [ RFC-2910].
See: Section 8 'Security Considerations' in [ RFC-2911].
Herriot, MDonal d Expires 11 July 2001 [ Page 9]
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12.

13.

Appendi x A - Registration of |IPP Port

[ Pl acehol der for updated I ANA registration of IPP Port (631) - need
i nput from Carl -Uno Manros].

Appendi x B - Registration of MM "application/ipp"”

Thi s appendi x contains the information that | ANA requires for
registering a MMeE nedia type. The information following this
paragraph will be forwarded to | ANA to update the registration of
"application/ipp", whose contents are defined in Section 3 'Encoding
of the Operation Layer' in [RFC-2910].

M ME type nanme: application
M ME subtype nane: ipp

A Content-Type of "application/ipp" indicates an Internet Printing
Prot ocol nessage body (request or response). Currently there are two
versions: a) IPP/1.0 [Experinental], whose syntax is described in
Section 3 'Encoding of the Operation Layer' in [RFC-2565], and whose
semantics are described in [ RFC-2566]; and b) IPP/1.1 [ Standards
Track], whose syntax is described in Section 3 'Encodi ng of the
Operation Layer' of [RFC-2910], and whose semantics are described in
[ RFC-2911].

Requi red paraneters: none
Optional paraneters: none
Encodi ng consi derati ons:

PP/ 1.1 protocol requests/responses MAY contain long |ines and ALWAYS
contain binary data (for exanple attribute value |engths).

Security considerations:

| PP/ 1.1 protocol requests/responses do not introduce any security
ri sks not already inherent in the underlying transport protocols.
Protocol m xed-version interworking rules in [RFC-2911] as well as
protocol encoding rules in [RFC-2910] are conplete and unambi guous.

I nteroperability considerations:
I PP/ 1.1 requests (generated by clients) and responses (generated by

servers) MJST conply with all conformance requirenents inposed by the
normative specifications [RFC-2911] and [ RFC-2910]. Protocol

Herriot, MDonal d Expires 11 July 2001 [ Page 13]
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730

731 encodi ng rules specified in [ RFC-2910] are conprehensive, so that
732 i nteroperability between conformng inplenentations is guaranteed
733 (al though support for specific optional features is not ensured).
734 Both the "charset" and "natural -1 anguage" of all IPP/1.1 attribute
735 val ues which are a LOCALI ZED- STRING are explicit within | PP protoco
736 request s/ responses (without recourse to any external information in
7§§ HTTP, SMIP, or other message transport headers).

7

739 Publ i shed specifications:

740

741 [ RFC-2565] R Herriot, S. Butler, P. More, R Turner

742 "Internet Printing Protocol/1.0: Encoding and Transport",
743 RFC 2565, April 1999 (EXPERI MENTAL, obsol ete).

744

745 [ RFC-2566] R deBry, T. Hastings, R Herriot, S. Isaacson, P. Powel |
746 "Internet Printing Protocol/1.0: Mdel and Semantics",
747 RFC 2566, April 1999 (EXPERI MENTAL, obsolete).

748

749 [ RFC-2910] R Herriot, S. Butler, P. More, R Turner, J. Wenn.

750 "Internet Printing Protocol/1.1: Encoding and Transport",
751 RFC 2910, Septenber 2000 ( STANDARDS TRACK).

752

753 [RFC-2911] T. Hastings, R Herriot, R deBry, S. Isaacson, P. Powel l
754 "Internet Printing Protocol/1.1: Mdel and Semantics",
752 RFC 2911, September 2000 ( STANDARDS TRACK) .

75

755 Applications which use this nedia type:

75

759 Internet Printing Protocol (IPP) print clients and print servers,
760 conmmuni cating using HTTP/ 1.1 (see [ RFC-2910]), SMIP/ ESMIP, FTP, or
761 ot her transport protocol. Messages of type "application/ipp" are
762 sel f-contai ned and transport-independent, including "charset" and
722 "natural -l anguage" context for any LOCALI ZED- STRI NG val ue.

7

765 Person & emai| address to contact for further information:

766

767 Tom Hast i ngs

768 Xer ox Cor poration

769 737 Hawaii St. ESAE-231

770 El Segundo, CA

771

772 Phone: 310-333-6413

773 Fax: 310- 333-5514

774 Emai | : hastings@pl0. es. xer ox. com

775

776 or

777

778 Robert Herri ot

779 Xer ox Cor poration

780 3400 Hillview Ave., Bldg #1

781 Palo Alto, CA 94304

782
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14.

15.

Phone: 650-813-7696
Fax: 650- 813- 6860
Emai | : robert. herriot @ahv. xer ox.com

I nt ended usage:

COVVON

Appendi x C - Change History
[ To be del eted before RFC publication]

11 January 2001 - draft-ietf-ipp-url-scheme-00.txt

- initial version - sinple "ipp:" URL scheme w thout parameters or
query part (consistent with existing IPP/1.0 and IPP/1.1
i npl emrent ati ons).

Ful | Copyright Statenment
Copyright (C) The Internet Society (2001). All Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwise explain it
or assist inits inplenentation nay be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
t he copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of

devel oping Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s document and the information contained herein is provided on an
"AS I'S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI MS ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPOSE.
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