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IPP Authentication Using HTTP Basic Authentication

User

1

Client System

IPP Client

Do something that triggers Client
need to interact with Printer

3 Perform HTTP POST of request payload

HTTP Use

r Agent

2 Formulate IPP operation request payload (application/ipp)

POST /i
4 Conten
Expect

p/print HTTP/1.1
-Type: application/ipp
100-continue

HTTP Service

CREEEEEEPEE

7 Request authentication

Start HTTP Basic Authentication =

Print Service System

IPP Printer

Authorization Service

< 6 Request authentication

0o

Provides credentials

9 Retry with provided credentials

5 HTTP

<

1.1 401 Unauthorized
WWW-Authenticate: Basic realm="User Visible Re

Im

POST
10

lipp/print HTTP/1.1

Content-Type: application/ipp

Expect: 100-continue

Authorization: Basic QWxhZGRpbjpPcGVuU2VzY\

<23 Dohe |

22 Present something from the operation response(s)

< 20 Deliver the IPP operation response

End HTTP Basic Authentication =

V1l >

11 Check access with local auth database

12 Check access with external auth database

13 Approve Access

<14 HTT

P/1.1 100 Continue

15 << Se

nd the application/ipp payload >>

HTT
< Con

P/1.1 200 OK
tent-Type: application/ipp

16 Deliver IPP operation request

|__________.

17 Fa

21 Process the operation response

<

ne
1

User

IPP Client

HTTP Use

r Agent

HTTP Service

< 18 Return IPP operation response

IPP Printer

rmulate IPP operation response

Authorization Service




IPP Authentication Using HTTP Digest Authentication
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IPP Authentication Using HTTP OAuth2 Authentication
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IPP Authentication Using HTTP OAuth2 and HTTP Digest
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